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Kurzzusammenfassung

Diese Bachelorarbeit umfasst eine Netzwerkevaluation unter Verwendung des
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Abstract

This bachelor’s thesis evaluates a quantum network using the simulation tool Sim@QN cen-
tered around entanglement routing algorithms. A proactive reference algorithm serves
as a basis for comparative analysis, while a virtual approach integrates topological aug-
mentation to enhance performance. The primary goal was to increase throughput for
remote entanglement distribution among end nodes. Two experiments were conducted
— one opportunistic and one involving large-scale random topologies — with data
collected on throughput, fidelity, and network traffic. Significant performance improve-
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setting. The findings demonstrate competitive fidelity values, reduced network traffic,
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The thesis concludes with a call for standardization in this dynamic field, advocating
for virtual entanglement-enabled connectivity as a standard design principle for future

quantum internet development.
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1 Introduction

The Quantum Internet (QI) envisions a future global network of quantum computers [15].
Quantum computers supplement the most primitive and elementary unit of information,
the bit, with a new type of data carrier, the qubit. In quantum information processing,
quantum mechanical systems encoded in qubits are manipulated [44]. The quantum
data plane — as opposed to the classical data plane — is best characterized by those
properties lacking counterparts in classical information science. Inherent challenges, such
as high fragility to the environment, making long transmission distances and storage
times infeasible, as well as the intrinsic inability to copy, amplify, or measure quantum
data without altering the qubit’s state, fundamentally challenge classical networking
paradigms [38]. However, a defining phenomenon of quantum information processing is
distributed, non-local correlation, i.e., quantum entanglement — prominently deemed

"spooky action at a distance” |9].

QI technologies leverage these innate features in synergy with a classical communica-
tion backbone to enhance conventional capabilities. For example, the impossibility of
measuring a qubit without altering its state has massive implications for cryptography.
Quantum Key Distribution (QKD) protocols exploit the physical inability of third parties
to listen in on a conversation without leaving a trace in the form of an altered quantum
state. Similarly, in Blind Quantum Computing (BQC), those attributes are utilized in
a scenario where clients delegate computational tasks to untrusted and more powerful
remote servers. Those protocols ensure the clients’ computation results to stay hidden

from the untrusted party [60].

To streamline QI development and take advantage of hindsight gained from years of
classical internet evolution, several efforts for early standardization are made. Whether
it is defining architectural principles for quantum networking [38, 12|, suggesting internet
architectures and taking inspiration from the traditional layered software stacks [34, 23],
laying out multi-stage roadmaps try to predict progress of QI technologies [61], or unifying

QI protocol engineering into a modular framework based on a centralized knowledge



1 Introduction

Figure 1.1: Screenshot of the Quantum Network Ezplorer (QNE) interface depicting a
real quantum network that connects five dutch cities and offers remote de-
velopment and deployment of QI services on real hardware [49].

repository [58], the scientific community is determined to not repeat past mistakes. By
working with quantum network simulation tools alongside hardware development [21, 22],
the creation of QI protocols can progress in parallel, allowing researchers to design and
test protocols even before fully functional quantum hardware becomes available [58]. On
the other hand, national and international research initiatives work to deploy functional,
intermediate-scale quantum networks all around the world [46]. General QKD networks
are already functional at short distances on the order of a few hundreds of kilometres
[38]. A different example of this is the successful transmission of arbitrary quantum states
through entanglement — known as teleportation — in a ground-to-satellite quantum

network over a distance of 1400 kilometers funded by the Chinese government [51].

[38] recognizes entanglement shared by remote network nodes as the primary resource of
QI technologies. This thesis discusses the process of delivering said entanglement through
a quantum network, and its associated challenges and algorithms, which [60] lists as a

general requirement for QI applications and protocols.



1 Introduction

1.1 Objective

Most QI protocols require end-to-end transmission of quantum data. As described in
later chapters, the physical delivery of quantum information presents a range of unique
challenges regarding feasibility. An alternative and feasible method of communicating
in the quantum data plane involves utilizing quantum entanglement as a transmission
medium. Thus, entanglement shared between remote network nodes serves as a primary
resource in many QI protocols. The process of distributing such end-to-end entanglement
represents a sub-discipline within quantum information science known as entanglement
routing. This discipline focuses on optimizing the performance and quality of remote
entanglement distribution based on various heuristics. Protocols in this area address the
unique properties of quantum information while also considering classical solutions to
the routing problem. The research conducted in this thesis is situated within this field

of study, which is fundamental to advancing QI technologies.

The thesis presents two distinct entanglement routing protocols, each grounded in a dif-
ferent paradigm. The first protocol is a proactive reference algorithm sourced from the ex-
isting literature, while the second represents an original virtual solution developed based
on design principles in the field of quantum networking. Here, both protocols undergo
quantitative analysis in a network evaluation that primarily focuses on assessing network
performance through the metric of remote entanglement throughput. Additionally, the
evaluation considers secondary factors, including network traffic and entanglement qual-
ity, to provide further analysis of viability. The main objective of this research, however,
is to achieve increased throughput by mechanism of the design principles incorporated
in the proposed solution. This approach aims to make a case for the QI paradigm of
virtuality, utilized in the entanglement routing process, and highlights its potential to

enhance overall network performance.

1.2 Structure

To assist the reader in navigating the thesis, this section provides an overview of its
structure, highlighting the content and purpose of each chapter in relation to the overall

research:



1 Introduction

e Chapter 2 — Preliminaries: This chapter outlines the fundamental princi-
ples of quantum information, low-level quantum communication protocols, and the

design principles of quantum internet architectures.

e Chapter 3 — Related Work: This chapter situates the thesis within the exist-
ing literature on remote entanglement routing and distribution, providing context

through a general overview of the field.

e Chapter 4 — Methodology: This chapter details the proposed implementa-
tion, the comparative network evaluation framework, and the design of the two

experiments conducted.

e Chapter 5 — Evaluation: In this chapter, the results of the experiments are

presented and analyzed.

e Chapter 6 — Discussion: This chapter discusses the key findings of the eval-
uation, relating them back to the broader body of literature and examining their

significance.

e Chapter 7 — Conclusion: The final chapter summarizes the contributions and

insights of the thesis.



2 Preliminaries

This chapter provides insight to the key concepts of quantum information, namely qubits
and superposition, quantum gates and circuits as the fundamentals of quantum comput-
ing, phenomena such as entanglement and decoherence, as well as foundational quantum
internet protocols such as teleportation and entanglement swapping. Note that this sec-
tion merely covers the mathematics underlying quantum computing and communication,
not the physical implementation on how to build quantum computers. Also be aware
that in this chapter, sections 2.1 to 2.6 serve as a compendium for the mechanisms and
mathematical abstractions of quantum information, while 2.7 addresses the architectural

principles and design requirements of QI technologies.

2.1 Qubits

In essence, quantum information explores how information is processed within quantum
mechanical systems. These are physical structures operating at atomic or sub-atomic
scales. The qubit (quantum bit) serves as an abstraction of these systems and forms the
cornerstone of quantum information science. Qubits are elementary units of quantum
information, analogous to bits in classical information. Bits can encode any physical
system with a binary state space, mostly by harnessing electrical principles. Similarly,
qubits are represented by the properties of quantum mechanical systems and their quan-
tum state. Examples include the spin of an electron or the polarization of a photon.
However, understanding qubits as a purely mathematical concept first aids in grasping

their foundational principles independent of their physical realizations [44, p. 13].

Dirac notation, sometimes bra-ket notation, is specifically intended for syntactically uni-
fying the linear algebra behind quantum mechanics [26]. It is a mathematical tool to
denote quantum states without some ambiguities that hitherto existed in the field. The

ket is a column vector, denoted |x) for a state with label z, where a value at the n-th
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index of the vector represents a relation to the probability of the system being in the

n-th state of the state space when measured. The way this applies to a single qubit, i.e.,

1] (2.1)

a binary state space, is

0 =1,

for the qubit being in the concrete state 0 and

|D=E] 2:2)

for the qubit being in the concrete state 1. Generally, these are the orthonormal — mean-
ing orthogonal and normalized — basis states of a single qubit |0) and |1) and are the
forms assumed by the system upon measurement [44, p. 13]. This notation is standard

for quantum information and will be used throughout the thesis.

2.1.1 Single Qubits

As a consequence of 2.1 and 2.2 showing what are essentially two concrete bit states,
the relationship of quantum and classical information, the former being a superset of the
latter, becomes clear. However, the fundamental difference between a qubit and its clas-
sical counterpart is how quantum mechanical principles affect its definition. Qubit states
exist as a continuum of the physical system’s basis states. This is called superposition.
An n-bit system is in one of 2" states, while an n-qubit system can be thought of being
in all 2" states at the same time with certain probability [52, p. 60]. This is expressed

as a linear combination of the basis states, labeled ¥ by convention, e.g.,

w-aw+ﬁM—lg (2.3)

for a single qubit system. In other words, a superposed state is the sum of all basis

vectors multiplied by some coefficients [44, p. 13].

The coefficients o and S are complex numbers referred to as amplitudes. The square of
an amplitude’s absolute value is equivalent to the probability of the qubit being in that
coefficient’s basis state upon measurement. This is how a and [ relate to the probability

of the state being |0) or |1) respectively. Naturally, these probabilities have to sum up
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to 1 [44, p. 16]. The normalization condition asserts
o +18]* = 1. (2.4)

Different amplitudes can correspond to the same measurement outcome probabilities.
Take the Hadamard basis as demonstration |52, p. 19]|. These vectors are denoted
0) +11)
+) = —"—F%— (2.5)
V2

and
(2.6)
In 2.5, the amplitude of |1) is %, while it is —% in 2.6. Although these amplitudes
have opposite signs, called phase, they correspond to the same probability of % Hence,

the system has equal probability for both measurement outcomes [44, p. 14].

2.1.2 Bloch Sphere

To obtain additional intuition for superposition, studying the Bloch sphere provides a
geometric representation of qubits [44, p. 15]. The Bloch sphere parameterizes the qubit
state into 8 and ¢. These angles visually map the state to the diagram. As depicted
in figure 2.1, 6 is the polar angle, with |0) and |1) as north and south pole respectively.
This corresponds to the inclination towards one of the two basis states, therefore relating
to measurement outcome probability. At the same time, ¢ is the angle changing the
position around the equator, controlling the amplitude phases of the state [52, p. 85].
Taking into account 2.4, this results in a unit sphere, where an arbitrary point on the

sphere is a valid qubit state defined
0 iv . 0
]1/1>:cos§|0>+e 81n§\1>, 0<O<m 0<¢<2m (2.7)

Note that ¢ can perform a full rotation around the equator, while 6 is limited to half a
rotation between the poles. Consider the state in 2.5 for further illustration. In figure
2.1, |+) aligns with the z-axis. From 2.7 it follows that 6 is § by solving

0 1

cos 5 = 7 (2.8)
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Figure 2.1: Graphical representation (Bloch sphere) of an arbitrary qubit state |¢), de-
fined by angles ¢ and 6 [custom graphic created with T1KZ based on [44, p.
15]]

for 0, which is a quarter rotation around the y-axis. The vector sits halfway between |0)

and |1) which is interpreted as a probability of % for each basis state. In the same way

. 1
€' cos — =

2 2
can be solved for ¢ equaling 0, meaning no rotation around the equator. The positive
0)£i[1)

V2

(2.9)

amplitudes of 2.5 reflect this. Now consider the states |i) and | — i), which are
and align with the y-axis, showing how deviating from the xz-plane changes the complex
component and relative phase of the state |52, p. 23|. The Bloch sphere is a useful
diagram, that represents all possible states of a qubit as a sphere. It will reappear in

section 2.2 to effectively visualize quantum gate operations.
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2.1.3 Multiple Qubits

In most cases, quantum states derive their benefit from being composed of multiple
qubits. Adding a second qubit to the general qubit state in 2.3, which can be done via
tensor product [44, p. 71], leads to

1) = (a0]0) + en[1)) @ (Bo|0) + B11))
= a/30|00) + aB1|01) + a1 50[10) + a1 51[11) (2.10)
= 700‘00) + ’)’01‘01> + ’}/10’10> + 711’11>.

It is apparent that the set of basis states doubles in size due to the state encompassing
all possible bit configurations. For a pair of qubits, there are four measurement outcomes
reflected in the ordered orthonormal basis |00), |01),[10),|11). This aligns with the pre-
vious assertion of an n-qubit system having 2" basis states. Each of these components
is associated with an amplitude v,, where the label z € {0,1}? stems from the binary
string specifying the bit configuration of the basis state [44, p. 16]. It is evident, that
something akin to the Bloch sphere model in figure 2.1 fails to visualize these dimensions

and is no longer applicable to an n-qubit system with n > 1.

Logically, this scales to

700...0
700...1
) = Z Yelz) = [700.00], 0<~, <1 (2.11)
ze{0,1}" :
| 711..1

for a general n-qubit system. Intuitively, for a specific state |x), the measurement prob-

ability of that outcome is |y,|?. Extending 2.4 to 2.11 results in

S =t (2.12)

ze{0,1}7

Consider an equally weighted superposition of a three-qubit system as a tangible example

of how measurement probability can be derived from a three-qubit superposition:

1

) = (|000) 4 |001) 4 |010) 4 |011) + |100) + |101) + |110) + |111)). (2.13)

=

8
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The probability for each configuration, e.g., measuring all 0’s, is |y000?, i.e., é. Alter-

natively, exactly two zeros can be measured with probablity /|v001[% + [7010/ + [7100]2,
3

i.e., 3
Ultimately, when multiple qubits combine to form a single quantum state, complexity
increases as, for example, the concept of partial measurement becomes relevant. The

effects of measuring a subset of the state’s qubits are discussed in sections 2.2 and 2.3.

2.2 Computation

Quantum computation embodies the computational framework grounded in the princi-
ples discussed earlier and explores how the practical application of quantum information
concepts can potentially yield faster solutions to some problems than what is possible clas-
sically. One of the earliest instances of this is [55]. This work shows significant speedup
for finding prime factors of an integer using the quantum computational paradigm, re-
sulting in important implications for some encryption schemes based on factoring large
numbers, such as RSA [53].

2.2.1 Gates

To establish a universal toolbox for quantum computation, the most elementary building
block for quantum algorithms has to be defined, which is an operation on qubits known
as a quantum gate (operation). Initially, quantum gates are established in an algebraic
manner. A demonstrative example for a single qubit operation is the X gate, quantum
equivalent to logical negation [44, p. 18]. In a classical sense, for a one bit input, 0
outputs 1 and 1 outputs 0. With Dirac notation, negation of 2.1 yields 2.2, and vice
versa. Therefore, the operation is equivalent to exchanging both amplitudes so that 2.3

transforms into

[¥) = Bl0) + af1). (2.14)

This is expressed as matrix multiplication such that

)= X Ju) = [(1) (1)] [g] - [ﬂ 215

10
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This can be applied to the Bloch sphere. To get from |0) to |1), as well as from |i) to
| — i), it takes a half rotation around the z-axis. It follows that the X gate is equivalent
to swapping the two basis state’s amplitudes and simultaneously constitutes a rotation

of 7 radians around the z-axis.

This begs the question if quantum gates are just matrices. It is not as straightforward
as it may seem. To examine what exactly constitutes a quantum gate, it is important
to incorporate some additional ideas. In Dirac notation, the conjugate transpose of a
ket is called a bra, denoted (x| for a state with label x [26]. The conjugate transpose,
indicated by T, is formed by transposing a matrix and applying the complex conjugate
to all entries [44, p. 18]. The complex conjugate of a number, denoted *, keeps the real
part unchanged and inverts the sign of the imaginary part [44, p. 62, p. 70]. The bra
matching 2.3 is

(vl = [gr = |o* 5. (2.16)

For instance,

(0] = [1 o] (2.17)
and
(i| = [% ﬁ} (2.18)

are the complementary bras to |0) and |i) respectively. Recall that qubit amplitudes
hold the constraint formulated in 2.4. According to [44, p. 81], the same condition is
represented by

(Yly) = [a* B*} [g] =a'a+ "6 =1 (2.19)

The inner product of ket and bra has to be 1. For an initial state |1}, any state |¢)') that
results from a gate operation on that initial state must also satisfy the condition relating
to its amplitudes and probabilities [44, p. 18]|. Consequently, after a gate operation, such
as in 2.15,

W) =1 (2.20)

must be satisfied. For a matrix U, the condition

U'U=0U" =1, (2.21)

11
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ensures 2.20, illustrated by
(W'l = (Uy|U)
= (U (Uv)
— wTUTUw
=!Iy
=yly
= (YY) = 1.
Any matrix that fulfills 2.21 is called unitary [44, p. 18|. This mathematical expectation

(2.22)

is essential for any matrix to qualify as a quantum gate. In geometric terms, any operation
applied to the qubit that does not satisfy this criterion would position the new state off
the Bloch sphere’s surface. On top of that, all unitary matrices are their own inverse and

twofold application yields the initial state again [44, p. 21], e.g.,

X2|0) = I1]0) = |0). (2.23)

A particular single qubit gate worth discussing is the H (Hadamard) gate [44, p. 19].
This operation takes a vital role in the context of quantum internet communication, seen

in later sections of this chapter. It is defined as

N 1 (11

g_|v2 v2| . L . 92.94

[1 ‘1] ﬂllll 220
V2 V2

Applying this gate outputs |[4) for |0) and |—) for |1). It puts a non-superposed state
into superposition with equal outcome probability. On the Bloch sphere, the H gate
functions as half a rotation around the diagonal between the x- and z-axis, as depicted
in figure 2.2. Taking into account the rotation on the Bloch sphere, it becomes clear that

applying H twice to any qubit puts its into the initial state.

To summarize, any unitary 2z2-matrix signifies a valid quantum gate operation on a

single qubit and can be visualized as a vector rotation on the Bloch sphere.

2.2.2 Circuits

Continuing with the composition of these building blocks, the most fundamental tool for

developing quantum computing algorithms and communication protocols is the quantum

12
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i T i
: : —#

Figure 2.2: Bloch sphere of an H gate operation on the state |0), which represents half
a rotation around the diagonal between the z- and 2-axis [custom graphic
created with T1kZ]

circuit. This framework integrates the application of gate operations on individual or

multiple qubits, as well as qubit measurement within a single sequential model. In

[bo) —  [—
X
o[0) + B|1) BI0) + 1) ) —_ —
(a) X gate operation (b) X gate on two qubits

al0) + B1)

(c) X gate with measurement

Figure 2.3: Collection of basic quantum circuits constructed with the X gate [custom
graphic created with T1kZ based on [35] and [44, p. 24|

2.3a you can see the simple circuit of 2.15. For each circuit, one or more qubits are

13
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arranged into parallel wires, on which gate operations are placed as a labeled box on the
wire. This is a discrete sequence. Operations that align vertically execute in the same
timeslot. Portraying inputs and outputs next to the wires is also an option [44, p. 25].
Gates can span multiple wires, thus multiple qubits, seen in 2.3b. More complex circuits
are found in section 2.3 as an analysis of entanglement and 2.5 to define the teleportation

protocol.

For a gate operation U, the tensor product U®? yields a matrix suitable for n-qubit
application |44, p. 74]. In the case of 2.3b it is

00 01
1 1 1
XX =X%= 0 ® 0 _ 00 0 (2.25)
10 10 0100
1 000
This inverts the amplitudes of an arbitrary two-qubit state as follows:
(X @ X)|Y) = (X @ X)(«|00) + B]01) + ~v|10) + §|11)) (2.26)

= 600) + 7|01) + £]10) + a11).

2.2.3 Measurement

In 2.3c, the operation to the right of the X gate denotes a measurement operation and
the wire behind it a classical output. Quantum measurements are characterized by a set
of operators {M,, }, where m denotes the potential measurement outcome [44, p. 84]. In
other words, the mathematical application of these operators changes a state into what it
would be after measuring a specific m. These operators are defined as the outer product
of a basis state, i.e., multiplying ket and bra in that order [44, p. 67|. For example, the

measurement operators for basis {|0),|1)} are

My = [0){0] = [(1) g] (2.27)

and

My = 1)1 = [g (1)] . (2.28)
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For a qubit state |¢),
pm) = ([0}, My ) (2.29)

provides the outcome probability of m, of which the square root is used to re-normalize
the state after applying measurement gate M,,. Therefore, the measurement of a state

constitutes Mml¥) [44, p. 16, p. 85]. For further illustration, consider an example where
v/p(m)

0 is the measurement outcome of |+):

1 1 1-L 40 L 1
Mo|+) = Ol lva| = | e V2= V2 :iyoy (2.30)
0 0 % 0-%+0-% 0 V2

The |1) component is lost. Additionally, normalization transforms the amplitude of |0)

into 1:

V2l o). (2.31)

The state is now |0).

Finally, as mentioned in section 2.1, for multiple qubit joint states, the behavior of partial
measurement becomes relevant, i.e., only measuring a subset of the state’s qubits. Based
on [52, p. 59|, to get the measurement operator MY = |m)(m| of an outcome m for

)

qubit j in an n-qubit system, Mq(ﬂl has to be placed at the j-th index in an n-component

tensor product, while using the identity operator for indeces i # j:

MP=NLehLhe.. L 1@|m)(m el ®.. &I, (2.32)

Consider the example of measuring 0 for the first qubit within a generic two-qubit system,
as depicted in 2.10. According to 2.32, the measurement operator of outcome 0 for the

first qubit in a two-qubit state is given by

Mg =0){0| ® I = (2.33)

o O O
S O = O
o O O O
o O O O
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The entire measurement of 0 in 2.10 comes out to

L 0 0 0] |70 Y00
0 1 0 0f [~ Yo1
Mol = - = 700/00) + 701]01), 2.34
ol®) 000 0| [ 0 Y00/00) + 701/01) (2.34)
0O 0 0O Y11 0

leaving only those configuration outcomes where the first qubit is 0. Again, the ampli-

tudes have to be normalized to culminate the final state after measurement:

_ Y00/00) + 701|01)

Vool2 + o2

Due to the quantum mechanical phenomenon of non-local correlation, partial measure-

[¥')

(2.35)

ment might influence the state beyond only the measured component, which is further

explored in section 2.3.

2.3 Entanglement

This section presents a unique aspect of quantum computing, quantum entanglement. It
is unique in a way that the probabilistic behavior of entanglement cannot be reproduced
by classical mechanisms [62]. This reality reinforces why quantum computers exist and
have distinct applications. Instead of delving into the origins and nature of quantum
entanglement, the goal is to focus on analyzing entangled states structurally. With this
understanding, by accepting the peculiarities of quantum phenomena and treating them
as given, computer scientists can start using the effects of entanglement in algorithms.
Earlier, manipulating quantum states through measurement was shown, but this only
applied to the component being measured. Entanglement, on the other hand, is all about
correlation within the state, especially regarding multiple measurement outcomes [44, p.
16]. The correlation is built into the structure of the quantum state and is not affected
by physical separation [10]. This section provides a superficial mathematical overview
of quantum entanglement. An intuition for entanglement will form by dissecting the

concept using the framework laid out so far.

In general and as shown throughout this section, an entangled state can only be described
in its entirety with regards to the state’s components, rather than its individual compo-

nents [52, p. 39, p. 218]. To clarify, imagine a quantum state as a rule for probabilistic
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behavior. If the objects are somehow manipulated — by measuring them for exam-
ple — they have to instantly adjust to stay consistent with the quantum mechanical
rules imposed by the state. The quantum state describes correlation and will collapse

depending on what the correlation dictates. Consider the following entangled state:

1
V2

This is called a Bell state, Bell pair, as well as an EPR pair, and plays a vital role in

|®T) = —=(|00) + [11)). (2.36)

quantum communication [6]. The measurement output of |[®*) will either be |00) or |11),
i.e., two 0’s or two 1’s with probability % Even with partial measurement, it logically
follows from the state structure that upon measurement outcome m, the other qubit can
only output m to behave in line with the behavior put forth by the quantum state. This
is because there is no basis state |mn) in [®*) with m # n. The measurement outcomes

of both qubits are correlated.

There are a few ways this can be analyzed. First, take a look at the difference to the
arbitrary two-qubit state in 2.10. It is apparent that 2.36 cannot be factored into a
product of its individual qubit components like in the generic state of 2.10. By contrast,

a composite n-qubit state that can be decomposed into

[¥) = (]0) + A1[1)) @ (a2|0) + f2[1)) © ... @ (an[0) + Bnl1)) (2.37)

cannot be entangled [34]. Alternatively, applying a single measurement operator to |®7)
should demonstrate similar correlation. Observe the effect of applying M& in 2.33 to the
Bell state:

100 0| NG
010 0|0 1
M3|d+) = 0= —|00). (2.38)
000 0|0 0 V2
0000 % 0

This leads to |00) after normalization. Measuring one qubit collapses the entire super-

position of the state. This also shows how the two components are correlated.

To learn about how to construct a Bell state via circuit, a key non-trivial two-qubit gate
operation is presented. The controlled-not (CNOT) gate takes two qubits as input, one
control bit and one target bit. If the control bit is 0, nothing happens to the target bit.
If the control bit is 1, the target bit is inverted [44, p. 20].
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‘O> D— .

0) ———&—

(100) +[11))

S

Figure 2.4: Quantum circuit creating Bell states, consisting of an H and CNOT gate on
two arbitrary basis states [custom graphic created with T1KZ based on [44,

p. 26]|

The circuit in figure 2.4 describes the set of operations that yields Bell states [44, p.
26]. This quantum circuit is composed of a CNOT operation on both qubits after an H
operation on the control qubit. For any two qubits |0) or |1) as input, it produces one of
the four Bell states |®), |®7), [¥T) or [¥7) [52, p. 39]. These differ in amplitude and
if the measurement outcomes are equal or opposite. The CNOT operator on the basis
{|00), |01), |10}, |11)} is implemented as

1000
010 0

CNOT = (2.39)
0001
0010

The operator can be used to demonstrate the application of the circuit in figure 2.4.

Starting of with |00), the H gate operation, is performed on the first qubit, resulting

in
1 1 1 1
—10) + —=|1))|0) = —|00) + —|10). 2.40
(\/§‘> ﬁH)H \/5\> \/5\> (2.40)
The second qubit can now be flipped with CNOT for |®1):
1 1
1 0 00 Vo) 72
01 00 0 0
Ll = =[®T). (2.41)
0 0 01 % (1)
0 01 O 0 7

This works for any of the four Bell states. Two-qubit entanglement is called bipartite
[52, p. 218]. Entangled n-qubit states with n > 2 are called multipartite [52, p. 225].
However, as seen in later sections, most practical quantum internet technologies require

bipartite entanglement.
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This section provides a glimpse as to how entanglement might influence an algorithm. It
is now more obvious why quantum computer programmers need not concern themselves
with physical entanglement realization. The utility of bipartite entanglement and bell

states, or EPR pairs, for quantum internet applications is presented in section 2.5.

2.4 Decoherence

So far, the focus has mainly been on closed quantum systems, which are isolated from
their surroundings. While these are ideal systems that can offer valuable insight into
theoretical information processing, they do not reflect realistic conditions. In practical
— or open — quantum systems, particles cannot be perfectly isolated, consequently
introducing noise to states through spontaneous and unwanted interactions with the en-
vironment [44, p. 353]. This process is called decoherence. As demonstrated in this
section, decoherence constitutes the loss of quantum coherence and superposition, and
the transition from quantum to classical probabilistic behaviour [44, p. 398]. Examples
of decoherence mechanisms are variations in the magnetic field [44, p. 345], thermal noise
[44, p. 282| and imperfections in the equipment used [44, p. 323]. Furthermore, measure-
ment of qubits itself is viewed as a decoherence process, as it collapses the system into a

concrete state, discarding information about the superposition [44, p. 282|. Decoherence
P e(p)

Penv

(b) In open quantum systems, environmen-

(a) In closed quantum systems, transforma- tal influences are out of scope, therefore
tions are known unitary matrices. irreversible.

Figure 2.5: State evolution in open and closed quantum systems [custom graphic created
with TIKZ based on [44, p. 358||.

triggers an irreversable loss of information [11]. This is demonstrated in figure 2.5. In
this context, reversibility is a property coupled to unitary transformations, shown in 2.23.
Distinct changes of quantum systems are unitary [44, p. 281|. If the evolution of states
is modeled with unitary transformations, as shown in figure 2.5a, some resulting state
£(p) in figure 2.5b would be incomplete with regards to the unknown change induced by

its environment. The effect of pen, on the system p captured in the transformation U
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is out of scope, making decoherence processes irreversable [44, p. 281|. In other words,

there is no way to infer p from e(p) by a unitary transformation [44, p. 358].

The closed systems discussed so far are called pure states. These quantum states capture
all of their components explicitely, they only deal with known components. All other
quantum states are mized states produced by decoherence. They are considered a statis-
tical ensemble of pure states. This introduces uncertainty regarding the behavior of the
state, given that it may not fully align with its described state. For pure states, the ac-
tual probabilistic behaviour is deterministic [44, p. 100]. Mixed states are modeled with
density operators, also known as density matrices. Density operators are means of de-
scribing quantum systems that is alternative yet equivalent to the notational conventions

outlined thus far. Consider the density matrix p given by

m
p=">_ pilthi) (i, (2.42)
i=1
which represents a weighted sum of the pure states [¢;) that make up the ensemble, with
each state occuring with probability p; [44, p. 99]. Note how p is simply |¢) (| for
i = 1, which are pure states. If the statistical ensemble is made up of two states |1)1) =
a1]0) + 51]1) and |¢2) = a2|0) + B2|1) with p; and py as their respective probabilities,

the density matrix is expressed as

| pilar? + poleal® pranBi + pranss

. . 5 5 (2.43)
prai B + peadfBa pilBi|” + pa|fal

according to 2.42. The example provided in 2.43 illustrates how density operators convey
information. The diagonal entries pgg and py; are weighted sums of the probabilities of
pure states |0) and |1) and therefore relate to measurement outcome probabilities in the
ensemble. The off-diagonal entries are a measure of quantum coherence, in the form
of phase relations [44, p. 387]. For further illustration, consider the example of phase
damping. Phase damping is a type of decoherence and a loss of superposition through,
for instance, random photonic scattering in optical fiber [44, p. 290, p. 384]. The change
in relative phase constitutes an R.(f) gate operation, which is a rotation around the
z-axis on the bloch sphere by a random 6 value. Averaging over the possible values of ¢
results in

£00 pore
oy =| " (2.44)
proe” " P11
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as the evolution of the density operator [44, p. 384] [57]. Here, quantum coherence is
a function of time. Decoherence is conveyed by exponential decline in the off-diagonal
matrix entries, as the values approach 0 over time. A diagonal density matrix with no
non-zero off-diagonal values, is considered fully decohered and no longer exhibits quantum
behaviour [44, p. 387|. It is the process of a pure state becoming more mixed over time,
until it is an ensemble of systems displaying only independent classical probabilistic
behaviour [44, p. 398|. Geometrically, the bloch sphere would change shape or shrink as
a consequence of the state decohering into a less pure state [44, p. 376-378, p. 383].

For practical quantum communications, decoherence remains a central problem. Through
spontaneous interaction, particles become entangled with their local quantum neighbor-
hood, information about the superposition is leaked out of scope and therefore lost to
unknown quantum territory. Due to the impossibility of perfectly isolating quanta from
the environment, decoherence occurs in diverse media, such as different communication
channels or quantum memory [44, p. 417]. For this reason, in realistic settings, deco-
herence is something that has to be accounted for. For computer scientists, it is crucial
to acknowledge the existence of decoherence mechanisms and recognize the upstream
effects for higher level applications and protocols. These consequences will be discussed

in subsequent sections, as they have implications going up the technology stack.

2.4.1 Fidelity

Before moving on to low-level quantum internet protocols, fidelity is introduced as a
widely used distance measure for quantum state comparison. It employs density operators
in its formulation and relates heavily to decoherence, as the fidelity of a state at a point
in time to its initial state is often analyzed. The fidelity function F' inputs the density
operators of two arbitrary states p and ¢ and outputs a value between 0 and 1, with 1
indicating equivalence [44, p. 409]. Results of quantum communication protocols, e.g., a
transmitted qubit state, ought to have a fidelity value close to 1 and should only deviate

by a small margin to minimize errors. With the trace function definition
tr(A) =) A (2.45)
i

[44, p. 75], the formula

F(p,0) = tr(\/ Voo /) (2.46)
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can be simplified into

F(p, [9)(0]) = (&lpl) (2.47)

for most quantum internet applications. This is because a common practice is to compare
an arbitrary mixed state p to a specified pure state py = |10) (1| [11]. Decreasing fidelity
to an initial pure state indicates a loss of information and is therefore used as a measure
of decoherence severity — or quantum state quality. In practice, fidelity is calculated
from a density matrix reconstruction [56] or algorithmically estimated [29]. Protocols
are able to function despite imperfect fidelity and fidelity demands are set by the specific
application [38].

2.5 Teleportation

Fundamentally, quantum teleportation is an internet protocol for communication based on
quantum computing [58]|. Conceptually, it leverages entanglement in the form of bipartite
entangled pairs (EPs) such as EPR pairs introduced in 2.36. Teleportation, as well as the
concept of entanglement swapping discussed in section 2.6, are characterized as primitive
operations for quantum networks [4]. It is the enabling principle for QI technology, as
it poses the most simple entanglement-based communication and therefore one of the
few scalable methods of quantum data transmission [11]. As discussed in the previous
section, decoherence makes transmission inherently lossy and exponentially less feasible
with increasing physical distance. Teleportation as the primary approach for data transfer
is a way to overcome decoherence drawbacks. It also constitutes a paradigm shift away
from conventional information delivery to embedding transmission into the algorithm
itself, without the need for a physical medium and the occupation of network resources
[38].

Teleportation is part of a class of transformations called local operations and classical
communication (LOCC), a design principle where devices in a quantum network interface
with classical information systems. The protocol is split into local measurements of
the qubit to manipulate the quantum state and the classical communication of a few
bits as control logic to facilitate specific adjustments on the receiver side [44, p. 573].
Furthermore, the sender does not require knowledge of the state or the location of the
recipient [6]. Teleportation is a logical reconstruction of a qubit’s state. Figure 2.6 is a
simplification of this process. Both of the source’s qubits decohere into either |0) or |1)

during measurement and the entanglement is consumed. The receiver then recovers the
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Source " Destination Source " Destination
(9) @)-==() ()
(a) Initially, the source wants to transmit (b) After teleportation, the shared entan-
|t)) to the destination, utilizing a pre- glement was consumed to reconstruct
shared entanglement. |t)) at the destination.

Figure 2.6: Schematic of quantum teleportation [custom graphic created with T1KkZ].

initial payload state [¢) with local quantum operations. Despite intuitions one might
have about the term ’teleportation’, the sender’s particle is not physically moved to a
different location. Nor is the transmitted quantum state a duplicate of the original.
Cloning or copying a quantum state is impossible according to the no-cloning theorem
[44, p. 25]. Moreover, the correlated action of entangled qubits that are physically
seperated might suggest the possibility of communication that is faster than the speed
of light. However, there is no way to gain information just from the local measurements
alone [44, p. 108].

Figure 2.7: Quantum circuit of the teleportation protocol [custom graphic created with
T1KZ based on [11]].

For this section, two distinct arbitrary communication partners are named Alice and Bob
by convention introduced in [53|. The following calculations can be retraced in figure
2.7 and are based on [11|. Suppose that Alice holds a qubit gy with an unknown state
|y = «|0) + B|1), which she wants to transfer to Bob. As pre-requisite, Alice and Bob

23



2 Preliminaries

each hold one half of the EP — qubits ¢; and ¢ respectively — with state

1

| = ﬂ(yom +]11)). (2.48)
The initial composite state |¢1) of the closed system including all three qubits is
|61) = [¥) @ |@7)
= (al0) + 811)) ®\2(|00> +11)) (2.49)
- Jli [a|000> +al011) + B]100) + 5111& |

First, Alice performs a CNOT operation on ¢ with ¢g as the control, changing |¢1) to

1
lp2) = — [a!000> + «|011) + 5|110) + ﬁlOl)} . (2.50)
V2
Next, an H gate is performed on gg. Taking into account the H transformations of the
basis states, i.e.,
1 1

H(|0)) = —=(10) +[1)) and H(|1)) =

: 730000 =11, (251)

the state |¢2) turns into

[65) = —= [@H (0))|00) + aH (10))[11) + BH (1)) [10) BH (|1)) 01)

Hg\H
[\

-5 [a (12(|0> + y1>))yoo> +a 12(|0> + |1>))|11> +

5 (75000 = 10))110)+ 5 (5 (0) = 1)) ) on|

:;[OMOO@ +a[100) + @ [011) + a|111) + (2.52)
5]010) — B|110) + B|001) — ﬁ|101>}
— 3008 (a0 +5m) + o) @ (i) + 510) +

10 (alo) = 511) + 111 ® (alt) - 510))
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After the H gate application, |¢3) is in a position of direct correlation between the four
states [00), |01), [10), |11) and the state of ¢go. Finally, by Alice measuring both of her
qubits go and ¢, the outcome will be either [00), [01), [10) or |11) with probability 1.
These will be control bits for Bob’s final operations. By communicating these to Bob
over a classical channel, he can perform conditional state rotations, thus completing the
reconstruction of 1)) by leveraging the correlation in |¢3). For instance, if Alice measures
1 twice, Bob realizes that the state is «|1) — 3]0) from which he can recover «|0) + 5|1)
by applying X and Z.

Teleportation has been experimentally demonstrated using atoms [45] and photons [8].
It has worked over 1400 kilometers with good fidelity in a ground-to-satellite quantum
network [51]. Teleportation is sometimes referred to as a low-level protocol [58], due to
its enabling nature of making qubit transmission over large distances feasible. Higher
level protocols, such as protocols for key distribution, often utilize teleportation as means

of transmission [32].

2.6 Entanglement Swapping

Quantum Teleportation uses a pre-established EP for quantum state transmission. These
EPs are generated locally [11], which creates the following dilemma. For feasible trans-
mission in the face of decoherence, an EP is required. However, to distribute the qubits
of an EP — each of which is also subject to decoherence — decoherence over large
distances must be overcome. The solution for this dilemma is a key functionality of
the quantum internet called entanglement swapping, introduced in [65], which is another
protocol from the LOCC class. Entanglement swapping is the basis for generating end-

to-end entanglement, and therefore quantum networking [1].

This protocol leverages the concept of quantum repeaters, which are any intermediary
quantum nodes between two end points capable of quantum operations and storage [4].
It is a way to produce entanglement between nodes that are non-adjacent. Conceptually,
if Alice and Bob both share an EP with the repeater — |®T)4p for Alice and |®T)cp
for Bob with qubits A, B, C' and D— the repeater produces an EP |®T)4p between
Alice and Bob. This is done by teleporting the state of qubit B to Bob using [®)cp.
The entanglement to A is preserved after teleportation. This process is depicted in figure
2.8. Classical communication only takes place between Bob and the repeater to facilitate

the same post-processing shown in section 2.5. Two short distance EPs are combined
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‘Source . 3 Repeater ) Destination

(a) Initially, source and destination each share entanglement with an intermediary node.

Source ‘Repeater : Destination

(b) After swapping at the repeater, source and destination share entanglement.

Figure 2.8: Schematic of the entanglement swapping protocol [custom graphic created
with TIKZ based on [4] and [34]].

into a long distance EP. The process can be carried out iteratively over repeater paths
of arbitrary lengths. Evidently, physical qubit transmission between the nodes of an
entanglement swapping path has to be feasible to create EPs between adjacent nodes.
Entanglement swapping therefore extends the teleportation protocol by exploiting — and
dictating [2] — the design of quantum network infrastructure. Entanglement shared
by physically adjacent nodes in the network is elementary [1]. Entanglement shared
by nodes that are not physically adjacent in the network is remote [27|. This is the
standard vocabulary for the thesis. Entanglement swapping is based on teleportation
and represents the mechanism for distributing remote EPs in a quantum network during

entanglement routing.

2.7 Quantum Internet

So far, there have been two theoretical frameworks by the Internet Engineering Task Force
(IETF) discussing QI development — namely RFC 9340 [38] and RFC 9583 [60]. RFC
9430 considers entanglement distribution the enabling service of quantum networks. Sim-

ilarly, RFC 9583 outlines the requirements for quantum networks, which involve classical
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messaging, universal capability for local qubit operations, elementary entanglement gen-
eration, remote entanglement distribution, and comprehensive management standards
for quantum resources across the network. The goal is to leverage entanglement for
new types of distributed protocols that are not possible through classical means. Con-
sequently, new challenges and design principles arise for these networks. Constraints
in terms of fidelity and time due to decoherence, as well as paradigm shifts impacting
protocol design, networking and connectivity fundamentally shape QI development. In
this section, three aspects are examined, each representing a change in paradigm from

traditional philosophies.

2.7.1 Networking Approach

There are two general approaches to how data is propagated through a network [59].
Packet switching involves breaking up data into packets, which are moved separately in
the network. Each packet is stored by a router and forwarded to the next destination
based on forwarding table entries. Circuit switching sets up a dedicated conversation
between two devices in the network, which is based on traditional telephone networks.
In other words, the necessary network resources are reserved which allows for constant
transmission rates. Qubits are inherently stateless and do not contain additional header
information making packet switching approaches difficult [38]. For LOCC protocols,
control information is communicated independently with classical channels. Since quan-
tum data cannot simply be read and identified, it introduces the need for intermediate
nodes to closely manage and track entanglement resources by memory location, as well as
account for the asynchronous protocol instructions. Contrast this to messages in the tra-
ditionally packet-switched internet, where state lies in the messages, making forwarding
a mostly stateless operation. This differs from the packet-switching approach of the in-
ternet. Consequently, [34] argues that quantum networking mirrors connection-oriented
circuit switching, and whether entanglement management should be centralized akin to
the telephone network. As opposed to classical store-and-forward transmission [59], this
is referred to as store-and-swap transmission, where intermediate nodes turn from for-
warding routers into swapping repeaters [38]. Although some attempt to map packet
switching onto quantum data transmission [25], most others lean into this paradigm
[39, 12, 27].
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2.7.2 Protocol Design

In the presented paradigm of 2.7.1, instead of transporting arbitrary quantum states
directly, a connection is established by distributing shared EPs between source and des-
tination. The following characteristics of EPs have implications on the design process of
QI protocols 34, 38|:

e Decoherence: Introduces time constraints of an EP’s components in memory

— see section 2.4.

e Bell States: As a general purpose communication resource with known states,
these can be prepared as EPs, distributed in abundance and be accessed and used
by any intermediate node along a path — in contrast, arbitrary qubit states cannot

be copied due to the no-cloning theorem.

e Metadata: High demands for closely tracking qubit metadata (storage time, lo-
cation, or ID) and whereabouts of the second qubit of the EP within the network

— without the latter, EPs are useless.

e Non-Local Correlation: Manipulation of a single qubit affects the entire quan-
tum state, regardless of physical location of other potential state components — in-
cluding measurement, which collapses the state, making the entire discipline of

classical error correction obsolete.

¢ Entanglement Swapping: Opens up an entire discipline of algorithms that dis-

tribute EPs via swapping [1].

As a consequence, the intersection between classical and quantum networking function-
alities is narrow. QI protocols are supplementary and assume complete connectivity for
classical control information [38]. In fact, the lack of clear overlap between the two makes
it unlikely for QI technologies to be functionally autonomous [34]. The relationship can
be characterized as bidirectional, resulting in complex interfacing [13]|. Some QI protocols
provide classical internet functionality, e.g., securing classical communication through key
distribution, while others request it, e.g., transmission via teleportation. In general, QI
services have the potential to enhance and solve open problems of the classical internet
with superposition and entanglement [60]. Leveraging hindsight gained by the incremen-
tal evolution of today’s internet, standardization can occur early to avoid the same pitfalls
[38]. [34] compares three layered models independent of the traditional OSI reference and
TCP/IP models [59] and tailored to QI applications. They are based on the principle of
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separation of concern and the characteristics unique to quantum networking. Figure 2.9

Application
Transport Qubit transmission
Network Remote entanglement
Link Robust elementary entanglement
Physical Attempt elementary entanglement

Figure 2.9: Proposal of a potential quantum network stack based [custom graphic created
with T1KZ based on [23]].

illustrates the hierarchy and each layer’s corresponding function of [23]. The proposed
architecture puts the focus on abstracting physical details into a hardware abstraction
layer, that offers a robust service of perpetually generating ready-to-use elementary EPs
[47]. This tackles the necessity for interoperability among different quantum hardware
platforms [34], an architectural principle mentioned in [38] and [61]. Accordingly, network
layer protocols are simplified into forwarding swap requests to establish a virtual circuit
along a path and performing swap operations on said elementary EPs that are readily
available [37]. This approach is highly practical for end-to-end quantum communication
based on remote entanglement and is in line with the bottom-up service-oriented design

philosophy of conventional models.

2.7.3 Connectivity

Due to entanglement assuming the role of a general purpose resource for communication
via teleportation, EPs are considered undirected network links that can be used once
before having to be replenished [38]. This concept is referred to by various terms, includ-
ing virtual quantum links [54], virtual circuits [37], augmented virtual links [34], e-links
[12], and super links [27|. The shared aspect here is that the entanglement resource is
proactively generated to simulate a communication channel, which impacts the routing
process [1]. Informed by [34], four different types of connectivity are illustrated in figure
2.10. Figure 2.10a depicts the physical graph. No nodes in the network share an EP or

any other entangled state. In figure 2.10b, entanglement is created over every physical

29



2 Preliminaries

(a) Physical graph.

(¢) Augmented graph. (d) On-demand graph.

— Physical ---- Elementary :--+ Remote ---- Multipartite

Figure 2.10: Types of entanglement-enabled connectivity [12]| in quantum networks [cus-
tom graphic created with T1kZ based on [34]].

quantum channel in the network, conforming to the link layer functionality discussed in
subsection 2.7.2. Reproducing the physical topology with elementary EPs enables quan-
tum data transmission regardless of the underlying physical conditions. Figure 2.10d
portrays an approach that is based on multipartite entanglement. Here, parties extract
bipartite EPs from multipartite entangled states shared between multiple nodes, which
increases the coordination complexity. Lastly, the augmented graph in 2.10c connects
nodes that are disconnected in the physical and virtual graph with bipartite entangle-
ment. It represents the pre-established entanglement-enabled links mentioned above
created by swapping elementary EPs belonging to the virtual graph. The separation of
concern of the architecture in figure 2.9 becomes evident. [12] argues how scalability in
classical internet routing is accomplished by adjusting the frame of reference to a subset
of topology information at any given node based on proximity, i.e., topological depletion.
The shift in paradigm lies in the impact EPs have on the concept of topological neigh-

borhood, by enabling half-duplex unicast between arbitrary nodes in the network for
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quantum data. In addition, any one of these links may be used as an intermediary link
during the entanglement swapping algorithm to establish remote entanglement. This
enables the creation of arbitrary virtual network topologies [1]. This forms the basis
for the concept of topological augmentation as an opportunistic, virtual strategy for EP

distribution in quantum networks.

Without loss of generality and in line with [1], the entanglement-enabled network links
introduced in this subsection and depicted in figure 2.10c are called a wvirtual links in the
context of this thesis. Furthermore, topological augmentation serves as the mechanism
intended to achieve throughput improvement in the case study, which is outlined and

evaluated in later chapters.
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This chapter contextualizes existing literature relevant to the topic of the thesis. Section
3.2 discusses different options for simulating quantum networks and presents the tool
of choice of the thesis. Next, section 3.1 hones in on the protocol implemented in this
work’s quantum network evaluation. Finally, an identification of the research gap this

work intends to fill is presented in section 3.3.

3.1 Protocols

While there are many approaches to the routing phase of virtual entanglement routing
protocols, [12] conceptualizes the core design philosophy for distributing EPs over a vir-
tual (logical) topology. Its suggested multi-level toy model holds close resemblance to
the approach theorized in [54], where ring and sphere networks are subdivided into mul-
tiple levels of logical topology with decreasing granularity. To reach a destination in the
hierarchical structure, the algorithm steps down levels of subdivisions as needed, similar
to the level-zero through level-two overlay networks of [12]. In [12], a central problem
of the toy model’s level-two overlay network remains unaddressed, the selection of its
super-nodes. [27] defines this as the super-link selection (SLS) problem, where the graph
of figure 2.10b is augmented with virtual links (super-link) that are pre-calculated over
node pairs based on a statistical heuristic to reduce latency of remote EP generation.
This is achieved with a greedy selection, as well as a selection based on k-means clus-
tering. Less sophisticated approaches to pre-distribution of EPs throughout the network
include random selection and selection based on node degree |17, 48]. Virtual techniques

evaluated as part of a quantum network simulator are found in [27], [24], and [36].

Although fidelity is considered a metric of entanglement quality, certain approaches dis-
miss it as a heuristic tool [28|. Purification protocols are algorithms that aim to increase

qubit fidelity. Some protocols include purification as a distinct step of entanglement
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distribution [64] — considered an architectural principle according to RFC 9340 [38]
— while others hope to accomplish higher EP fidelity as an emergent property of the
routing algorithm by using a fidelity-based heuristic [37] or avoiding fidelity drivers [16].

Furthermore, many entanglement routing approaches delegate elementary entanglement
generation — called the external forwarding phase 1] — to the link layer of [23],
depicted in 2.9, and build the algorithm on a readily-available virtual entanglement

network corresponding to the physical topology |27, 28].

The internal forwarding phase contains the entanglement swapping protocol itself [1].
For entanglement routing protocols with an internal phase that is memory-based — i.e.,
modular EPs of the path are stored in quantum memory for some time before being
consumed in a swapping operation — there are several swapping schemes an algorithm
can employ to influence distribution performance. The most trivial approach is sequen-
tially swapping entanglement from left to right in a path [39]. Other approaches abstract
the swapping path into a binary-tree structure to greatly reduce time complexity, where
individual operations may be executed in parallel [28, 14]. In general, a swapping scheme
can deploy arbitrary heuristics for the order of entanglement swaps throughout the path
[18]. Additionally, there is swapping order calculations based on reinforcement learning
[31].

Finally, with the introduction of new network heuristics and metrics for quantum net-
works, classical algorithms for path computation can be modified. As mentioned above,
the requirements of quantum applications differ in terms of performance and fidelity.
This can be reflected in the chosen routing metric for fidelity [64], entanglement cost
[40], throughput [28], or, as in this study, hop count [43].

This thesis entails a network evaluation based on the throughput of remote entanglement
during two entanglement routing protocols. Proactive routing defines path computation
as a process that occurs before elementary EPs are present, as opposed to reactive routing,
i.e., elementary EPs already being present at the time of path computation as part of
a logical topology (see figure 2.10b) [1]. The first routing protocol that is part of the
evaluation conducts a proactive routing phase, as well as a memory-based, sequential
forwarding phase, and bases its path computation on a shortest-path metric with uniform
edge weights. This algorithm — referred to as PS (proactive-sequential) — will serve

as reference in the evaluation [39] and has been simulated using the selected tool [21].
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blue).

The virtual-link-based solution of this work — referred to as VS (virtual-sequential)
— differs from the reference algorithm in terms of its routing phase being primarily
virtual instead of proactive — see figure 3.1. It utilizes topological augmentation [12]
based on the network’s community structure [7] to induce better entanglement distri-
bution performance throughout the network. There is often a trade-off between fidelity
and performance in entanglement routing, necessitating different approaches for different
application requirements [1|. Although there are no purification efforts taken in the pro-
tocol, fidelity is passively analyzed. For example, it is expected that decoherence from
longer memory wait times of the proposed solution can be offset by an overall reduction
of time spent in fibre or swapping operations. The argument is that similar average
fidelity of distributed remote entanglement to the reference algorithm suffices to convey
the paradigm’s benefit in the presence of performance improvement. For a similar reason,
a simple shortest-path algorithm based on hop distance and centralized global topology

is implemented in the routing phase of the proposed solution, as well as the reference
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algorithm. As the emphasis of the proposed solution remains on virtual entanglement
routing, the internal forwarding phase implements a sequential swapping scheme, akin
to the reference algorithm. The external phase acknowledges the link layer service from
[23], specifically adopting the assurance that elementary EP generation is robust and
will not fail. However, elementary EP generation remains integrated into the forwarding
process, similar to reactive schemes. In other words, the algorithm differentiates between

the graph level [12] of the next hop and reacts accordingly.

3.2 Tools

As of September 2024, there are numerous platforms intended for quantum network
simulation, with varying use cases and purposes [5]. When simulating network layer pro-
tocols, the focus should not be on detailed lower layer hardware characteristics to fit the
principle of separation of concern in [23]. NetSquid [22] is a general purpose simulator for
quantum network modeling. It is also the most referenced simulator in scientific research
of quantum networks and the most versatile when it comes to arbitrarily complex and re-
alistic quantum network simulation. This would deem NetSquid as the plausible option,
however, it is not tied to any particular layer of a network stack model, making its learn-
ing curve rather steep. Although there are community efforts to extend the base package
for simpler large-scale bootstrapping [50], there are no built-in features for routing or
topology generation. In contrast, Stm@QN is a discrete-event-based quantum network
simulation tool with similar intended use cases as NetSquid [5], intended to compensate
for the drawbacks related difficulty of use. It is also a modular quantum network simu-
lator intended for large-scale network evaluations based on discrete-event simulation and
development in Python. It provides users with various options for quantum state simula-
tion, as well as parallelization tools, and has demonstrated a simulation performance 8.02
times better on average than NetSquid. The design was partially motivated by mocking a
standardized network architecture and layered protocol stack design. This increases user
accessibility due to a lack of need to address state of the art bottom-layer implementa-
tions. For example, [23] defines a widely used link-layer service for robust EP generation
over physical links. Until now, the need for users to either implement or comprehend this
service has been a barrier to scaling network analysis. Coupled with network-layer utili-
ties for topology generation and routing, as well as qubit and entanglement backends for
varying performance or precision requirements, this significantly reduces bootstrap com-

plexity. Hardware and decoherence details of network entities such as nodes, memories
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and channels — classical or quantum — can be specified. Concurrent node applications
specify behavior and communication protocols. Several case studies addressing the en-
tanglement routing problem have been conducted with Sim@QN since its release in 2024,

however, none of them specifically involve virtual methods [20, 19, 63, 41].

3.3 Research Gap

This thesis proposes a sequential, virtual protocol VS (virtual-sequential) for remote
bipartite entanglement distribution. VS aims to compete with the sequential, proac-
tive approach PS (proactive-sequential), which is sourced from [39, 21]. By adopting
the design philosophies for quantum internet addressing outlined in [12], the goal is to
translate these principles into a concrete algorithm. To validate the model, the first net-
work evaluation using Sim@QN, that focuses specifically on virtual entanglement routing
through topological augmentation, is conducted. While this evaluation incorporates a
secondary review of entanglement quality (fidelity), it primarily emphasizes an analysis
of entanglement-related throughput (EP/s).
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This chapter outlines the design and implementation of the proposed solution for en-
tanglement distribution in quantum networks that is part of the network evaluation of
this thesis. Section 4.1 details its theoretical foundation and operational design, as well
as the structure of the simulated quantum network, while section 4.2 elaborates on the
experimental design of the performance evaluation, including metrics, proof of concept

and the simulation at scale.

4.1 Implementation

VS is a virtual, sequential entanglement routing protocol based on topological augmen-
tation that establishes remote entanglement as a resource for quantum internet appli-
cations and technologies. The quantum network evaluation outlined in this chapter is
implemented using Sim@N. [1] divides entanglement routing protocols into a routing and
forwarding phase. The VS implementation will follow this outline in sections 4.1.1 and

4.1.2 respectively.

4.1.1 Routing Phase

In [12], the practical strategy for figure 2.10 is presented. The network is divided into
different sub-graphs, namely a physical graph in figure 4.1a and two separate overlay
graphs. For the level-one overlay graph of figure 4.1b, each end-node is clustered and
mapped to a super-node that manages an entanglement connection to the super-nodes
of the other clusters, similar to figure 2.10b. Note that this structure resembles the
proposal put forth in [34], which involves central entanglement management nodes that
resemble a circuit-switched network. The level 2 overlay graph of figure 4.1c describes
a standalone peer-to-peer topology of all super-nodes, connected through pre-configured

entanglement. End-to-end EP distribution between these clusters occurs by entangling
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(a) Physical graph. (b) Level 1 overlay graph.

(c) Level 2 overlay graph.

— Physical — Elementary EP — Remote EP

Figure 4.1: Different graphs used in routing phase VS [custom graphic created with T1KZ
based on [12]].

the source to a super-node, which can then entangle the source to the super-node serving
the destination, and finally, to the destination itself. To complete the virtual topology,
the super-nodes connected in figure 4.1c have to be selected through clustering [12], akin
to the SLS problem introduced in [27], where virtual links are selected by minimizing an
objective function based on a cost budget using k-means and greedy selection. However,
this optimization technique necessitates quantitative metrics, particularly for k-means,
which relies on a Euclidean metric space [42]. This is not applicable to this situation, in
which statistical performance metrics are neglected in the routing process. Instead, there
are more fitting ways to learn the structure a network solely based on topology, namely
[7]. The Louvain method is an algorithm for detecting modular node communities in
large networks given a single resolution parameter. The extraction is centered around
locally maximizing a modularity function based on edge density, before aggregating the
inspected nodes and repeating the process. This groups the network into densely con-
nected areas, with low density between those groupings. The implementation employs

the community louvain package [3], which is designed for usage with NetworkX [30]. It
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offers built in best partition functionality, that returns the set with the highest modu-
larity, trivializing its parameterization. Note, that the rationale for picking Louvain is
simplicity and ease of bootstrapping, one of the design principles of Sim@QN [21]. All
that is left to do is to determine each cluster’s centroid node by degree, which will then

serve as super-node for graph 4.1c.

To put 4.1 into a practical routing phase [1], given three graphs defined as Go = (V, Ep),
G1 = (V,E1), and Go = (V, E3), where V is the set of vertices common to all three
graphs and Fy, F1, and FEs are the edge sets respective to each graph. The combined
graph G = (V, E) with

E=FEyUE;UE; (4.1)

serves as the global topology for off-line routing table calculation at each node. Here,
each edge (u,v) is mapped to its original graph as a tuple (u,v, g), where g € {0,1,2}.
For edges e, = (uq, Vo, ga) and e, = (up, vp, gp), where u, = up and v, = vy, but g, # g,
the edge with the highest value of g is retained in the combined graph. This prevents the
protocol from supplying the physical graph with elementary EPs when an elementary EP
is already present. This maps onto the design choices for quantum internet addressing
presented in [12], specifically the concept of an e-type column as part of the addressing
scheme. Finally, path computation is facilitated using built in routing functionality
by SimQ@N, specifically a shortest-path routing through a network with uniform edge
weights.

4.1.2 Forwarding Phase

Continuing with the forwarding phase [1]. Here, entanglement swapping (section 2.6) is
conducted. This is done in a sequential manner, i.e., from left to right in the path. In
Sim@N, protocols are defined by installing concurrent applications to nodes. Applications
are sets of asynchronous message handlers that specify communication behavior. In this

context, two distinct applications are implemented to each node:

e Maintenance application: Performs the reference protocol PS [39] to supply the

pre-selected augmented virtual links to the network as per a designated send rate.

e Distribution application: Performs the proposed protocol VS (and PS when no

virtual links are present) to establish remote entanglement.
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This blend of functionality represents the concept of a network layer entanglement man-

ager suggested in [23].
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Figure 4.2: Forwarding phase of VS within an arbitrary path [custom graphic created
with T1KZ based on [39] and [21]].

As mentioned in [38, 34|, LOCC protocols require careful coordination through classical
control information and bookkeeping of metadata. This is also a consequence drawn
from the inherent statelessness of qubits discussed in section 2.7.1. Note, that SimQN
offers functionality for the synchronization of this process. For example, physical qubit
transmission can be attached to classical control information. For every EP distribution,

each node receives and records the following information:

e Transmit ID: Unique identifier of distribution.
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e Source: Source of distribution.
e Destination: Destination for distribution.

e Alice Location: Node that currently holds the first qubit of the EP — this does

not change in a sequential scheme.

e Alice ID: Unique identifier of the first qubit of the EP — used for storing to and

retrieving qubit from quantum storage.
e Charlie Location: Node that currently holds the second qubit of the EP.
e Charlie ID: Unique identifier of the second qubit of the EP.

The distributed algorithm is characterized by four classical control message types and

their response behavior, depicted in figure 4.2:

e request: The message itself is based on g of the next edge in the path. If g is 0, the
next hop is physical, i.e., no elementary is present yet. It is the task of the sender to
now physically transmit a qubit of an EP to the next node and establish a virtual
connection. Both parties store their respective qubit in memory. If ¢ is 1 or 2,
the next hop is virtual and this step is skipped. Upon obtaining this message, the
receiver will allocate the entanglement resource to the specific transmission, update
its metadata on the distribution, and send back swap. For virtual next hops, the
protocol waits for the availability of entanglement resources, that are concurrently
established by the maintenance app. Blocked distributions are supplied with a

first-come-first-serve strategy.

e swap: For any node that is not the source node of the distribution, after receiving
this message, a swapping operation is executed and the locations in the distribution
data updated. The role of the current node is that of an intermediary repeater node
that extends the EP range by one hop. The next command is sent to the next node
in the path.

e next: First, the protocol checks, if the destination node in the distribution data
and the current node match. In that case, success is sent to the source node of the
distribution. If not, one iteration of the sequential protocol is complete and the

process starts over with request to the next node in the path.

e success: The distribution was successful, remote entanglement has been estab-
lished.
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Observe, that although the proposed solution is primarily qualified as virtual, the im-
plementation works for both presence and absence of elementary EPs, such as in figure
2.10b. In the absence of both augmented virtual and elementary entanglement, it is

functionally equivalent to the reference algorithm.

4.2 Experiment Design

Sim@N offers a high degree of customizability in terms of network design, such as different
concrete and abstract models for quantum entangled states. In this experiment, all
EPs take the form of Bell diagonal states [33], an API provided by Sim@N. These are
statistical ensembles of Bell states (2.36), where decoherence expresses itself in the form
of decreasing probability of the state being |®T). Furthermore, these experiments do
not entertain memory-related congestion, thus sufficient quantum memory is assumed.
Based on [27|, uniform link length is set to 20 km. The quantum memory model of [28]
is copied, with coherence times of up to 2 seconds. Two experiments are conducted to
test VS against PS. Each test amounts to a fixed simulation time of 50 seconds. Both are
conducted with fixed send rates for remote distributions and virtual link distributions of
10 Hz and 50 Hz respectively.

Sim@N provides a simulation monitor functionality for data collection in its simulator

module. The following data is monitored during simulation:

e Throughput (EP/s): Rate of successful remote EP distribution [39] — primary

objective for improvement in this thesis.

e Latency (s or ms): Average, total, minimum and maximum time it takes to dis-
tribute a remote EP based on [27] — provides additional information for emergent
data trends.

e Traffic: Total classical messages sent, qubits physically transmitted and average
number of swap operations per EP distribution — provides further justification

for or against VS in terms of protocol efficiency.
e Fidelity: Average fidelity of distributed remote EPs.

The first experiment is a functional proof of concept in a growing line topology setup
with a single fixed virtual link. Here, the first and last nodes will serve as source and

destination for continuous endpoint distribution, while the second and second-to-last

42



4 Methodology

nodes will act as source and destination for the virtual link. Beginning with a length of 5
nodes, network size increases incrementally. With each additional node, VS routing will
bypass one more node compared to PS routing. This setup is illustrated in figure 4.3.
Considering this configuration is opportunistic for virtuality, it is expected that VS will
outperform PS in terms of throughput, fidelity and traffic.

— Physical — Remote

Figure 4.3: Virtual link in an arbitrary line topology positioned at the second and second-
to-last node to skip every node inbetween for an opportunistic setup regarding

VS.

Secondly, both methods are applied at scale on large random topologies, generated with
the network utilities provided by Sim@N. Here, 20% of possible source-destination pairs
for remote EP distribution are selected randomly as static continuous distribution ses-
sions. Starting with 50 nodes, the network grows in steps of 50 up to 500 nodes. For
each node count, 3 rounds of data for a varying set of distribution sessions are recorded,
of which the median is saved for evaluation. The expected outcome is a manifestation of

the results found in the first experiment at scale.
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This chapter provides an evaluation of the features — throughput, latency and traffic
— put forth in 4.2. Section 5.1 details the data from the prototype study, offering
validating trends in an opportunistic setup. Section 5.2 demonstrates bottleneck behavior
and the role of entanglement as a network resource. In section 5.3, observations of full-
scale simulation data display how these trends extrapolate to larger networks and assess

whether the results meet the research objectives of the study.

5.1 Proof of Concept

As per section 4.2, the experimental setup introduced in figure 4.3 acts as a functional
concept validation. It is an opportunistic network setup for the principle of topological
augmentation through virtual entanglement links. The observed trends in the selected

features are expected to manifest in large-scale quantum network data.

Begin by reviewing figure 5.1a. With growing network size on the z-axis and distribution
throughput on the y-axis, this graph paints the first clear picture of how effective virtual
links are in terms of performance. The reference protocol PS (no vlinks) is significantly
outperformed by the approach VS (vlinks) in the routing process. For PS, an exponential
decrease of throughput with growing path length can be observed. For VS, notable
improvement compared to PS can already be seen for path length 5, which corresponds
to skipping a single node with a virtual link. The curve is also a lot more constant
with a subtle downward trend. The slight downward slope can be attributed to how the
concurrent applications are set up. In the beginning of the simulation, distributions are

forced to wait for network resources to be established.

Fidelity is established as a measure of decoherence and therefore the quality of a dis-
tributed quantum state. For PS, the bulk of decoherence is caused by the high amount of

read, write and swapping operations, as well as physical optical fibre traversal of qubits.
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Figure 5.1: Average throughput and fidelity of EP distribution with VS routing (vlinks)
and PS routing (no vlinks) as a proof of concept.
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Figure 5.2: Proof of concept latency data for VS (vlinks) and PS (no vlinks).

On the other hand, VS assumes near perfect fidelity for pre-distributed entanglement, the
number of swapping operations is generally lower, and using virtual links results in less
optical fibre traversal. However, the effects of qubits waiting in memory for a distribution
or, in some cases, for an entanglement resource, seem to outweigh the theoretical advan-
tages virtual links might have in terms of decoherence. As seen in figure 5.1b, average
fidelity of both approaches is comparable. PS seems to yield marginally better fidelity
for distribution. Note that these differences are subtle and might not express themselves
in a large-scale simulation. Considering the performance advantages discovered so far,
identical or even lower fidelity outcomes at scale would not skew the net benefit of virtual
links.
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Figure 5.3: Proof of concept traffic data for VS (vlinks) and PS (no vlinks) .

Figure 5.2 provides data based on the distribution latency of remote entanglement in
the prototype setup. These results help substantiate the throughput and fidelity results
presented so far. For example, the maximum distribution latency values in figure 5.2b
— the worst case scenario — for both PS and VS in the distribution are equivalent. This
is reflective of the warm-up period of the simulation where distribution and maintenance
effectively run in parallel. Both processes start simultaneously and the distribution has
to wait for an available virtual link. As mentioned, this impacts the average throughput
of the simulation in the form of a subtle downward slope. Furthermore, minimum latency
remains constant using VS while it increases linearly for PS. This is because virtual link
utilization essentially limits the swapping path to a length of 4. The idealized and static
experiment circumstances lead to minimal difference in latency between the features

presented for PS.
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Finally, review figure 5.3 for additional traffic data. The effective swapping path length
of 4 has already been pointed out. This realization is mirrored in the traffic data. Figure
5.3a shows constant total classical messages sent with increasing path length for VS
compared to PS scaling linearly. The same applies to qubits physically sent through
fibre and the average amount of swapping operations per distribution. Figure 5.3a shows

constant total classical messages sent with scaling path length.

5.2 Entanglement as a Resource

Before moving on to a full-scale network simulation of, a point has to be made about the
nature of remote entanglement in the context of topological augmentation. In this section,
network utilization is defined as the percentage of possible unique source-destination pairs
that take part in an active EP distribution session. For instance, for a network with 10
nodes, 5 sessions are considered 100% network utilization. As mentioned, remote entan-
glement represents a network resource in the form of a single-use unidirectional network
link. When using these links to shortcut a given network topology for higher perfor-
mance, the potential for bottlenecks has to be acknowledged. Due to the randomized
setup, the virtual link maintenance might not be able to keep up with the demand within
its node cluster. Severe congestion will be the consequence. Unfavourable scenarios like
these will impact aggregate feature data. Essentially, virtual links have to be produced
faster than they are consumed by concurrent distribution sessions.

The effects of static rates for scaling network size take form in figure 5.4. Initially,
the rate of virtual link distribution is five times as high as the distribution rate of the
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Figure 5.5: Impact of virtual link distribution rate on throughput for the opportunistic
setup in figure 4.3, where throughput drops drastically, once an insufficient
amount of virtual links is produced.

individual sessions. Conducting the large scale experiment presented in chapter 4 for
20% network utilization yields worse performance outcomes for VS. High variance in data
points and bad throughput scaling indicate network congestion and a lack of entanglement

resources.

Figure 5.5 illustrates the relationship between the distribution rate of virtual links and
the number of sessions a virtual link serves for the setup in figure 4.3. Virtual link estab-
lishment has to be at least n-times as fast as state distribution with n being the number

of sessions a virtual link serves. Rates below that impact throughput dramatically.

As part of a rough estimation, the ratio of virtual links to distribution sessions can be
taken into account in terms of throughput within large-scale simulation data. Figure
5.6 depicts that a generally higher number of virtual links, compared to distribution
sessions within the network, boosts throughput significantly. To further confirm the
effects of congestion and entanglement bottlenecks, 20% and 80% network utilization

will be analyzed at scale. These numbers are chosen to serve as arbitrary high and low
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Figure 5.7: Latency for 20% utilization for VS (vlinks) and PS (no vlinks).

levels of network utilization. Recorded negative effects are expected to get worse with

increasing network utilization.

5.2.1 20% Utilization

Refer to figure 5.4 for the average throughput during 20% network utilization. Similar to
the throughput graph, the four latency graphs in 5.7 solicit high variance for VS due to
the chance of unfavourable bottleneck scenarios. Maximum latency in figure 5.7d can get
as slow as ~ 7 s for a single distributed EP using VS, while PS only takes 20— 50 ms in the
worst case. Although bottlenecks seem to drastically impact distribution performance,
equivalence of average latency for both approaches can be observed in figure 5.7a for some
data points, hinting at favourable scenarios. In figure 5.7b, it can be observed that those

worst-case outliers are not sufficient to sway the aggregate in a negative direction for VS,
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Figure 5.8: Throughput for 80% utilization for VS (vlinks) and PS (no vlinks).

going as as low as 200 s, as opposed to PS linearly scaling up to 3000 s. Additionally, the
minimum latency still performs better for VS than for PS in all cases, as seen in figure

5.7c. This bolsters the proposition of congestion sensitivity in unfavourable scenarios.

5.2.2 80% Utilization

Consider figure 5.8. As expected, performance plummets as network utilization further
increases to 80%. Throughput drops to under 10 EP /s for most data points, making VS
more than four times less efficient than PS. The same can be said for latency in figure 5.9,
where high variance in the data can be found in a similar manner. The average latency
in figure 5.9a is double of that in the previous section. Meanwhile, the maximum latency
doubled also up to 14 s for a single distribution, and — despite high variance — does
not get near the 20 — 50 ms latency of the PS approach. Unlike the previous section,
the aggregate latency does not withstand congestion and accumulates to much larger
levels in figure 5.9b. Unexpectedly, the minimum radically surpasses standard PS for
80% utilization, as well as both approaches in the previous section with 20% utilization,
going as low as ~ 0.04 ms. This might stem from the larger number of distributions,

which increases the chance of highly favourable sessions to emerge.

This section opens up a non-trivial problem of managing entanglement resources as part
of a producer-consumer dynamic. For an initial approach, this issue can be tackled by
scaling distribution rate for each virtual link with network utilization. Assuming that on

average distribution sessions are equally distributed among virtual links (see figure 5.6),
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a sufficient distribution rate can be calculated as follows:

session count
vlink rate = distro rate ¥ ———— . (5.1)
vlink count

Distro rate is the uniform rate of EP distribution for each session, in this case, 10 Hz. It is
expected that despite the strategy being crude, improvements manifest in the experiment
at scale. Moreover, this method is justified by the discoveries found in figure 5.6, where

a higher ratio already yields greater results.

5.3 Distribution at Scale

This section evaluates the experiment at scale put forth in section 4.2. To attack the

resource scarcity showcased in section 5.2, 5.1 is implemented.

Starting with figure 5.10a, the primary research objective of this thesis is met. Provi-
sional topological augmentation through virtual links yields better results in terms of
throughput than EP distribution on the physical topology. Note that this improvement
occurs despite the naive approach in 5.1 for dealing with congestion. Distribution ses-
sions are selected randomly to meet 20% network utilization. This can lead to highly
unfavourable scenarios for virtual link entanglement as shared resources. The employ-
ment of virtual links compensates for this on average. This affirms the general utility

and net benefit of virtual entanglement routing,.
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Figure 5.11: Latency at scale for VS (vlinks) and PS (no vlinks).

Established earlier, the effects of slight fidelity differences in the concept validation might
also be visible at scale. However, figure 5.10b exhibits satisfactory results. Average fideli-
ties of both approaches show no significant differences. In combination with performance

improvements, this makes a strong case for VS.

Again, latency data provides a more detailed view of the system’s behavior. High data
variance in figures 5.11d and 5.11c, as well as on average higher maximum latency values
in 5.11d, indicates that bottlenecks are still present. However, the marginal minimum
latency seen in 5.9¢ of ~ 0.05ms is achieved through very favourable distribution scenar-
ios. Assuming an average minimum latency of ~ 10ms for PS, VS is 200 times faster
than PS in the best case. Figures 5.11a and 5.11b showcase general improvement for the
average and aggregate as well.

An additional case for VS routing can be made with the same traffic data features used in

section 5.1. Classical and quantum communication is notably reduced for VS, displayed
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in figures 5.12a and 5.12b. Furthermore, number of swaps per distribution can be brought
down by 2 — 3 swap operations on average in figure 5.12c. This outcome is due to the
graph diameter scaling logarithmically, as opposed to linearly in the opportunistic setup

in section 5.1.
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6 Discussion

This chapter interprets the research of this thesis and explores implications, limitations,
and future directions. The observations of chapter 5 are first compiled into key findings
in section 6.1. This following section 6.2 critically analyzes these findings in reference to

the existing literature presented in chapter 3.

6.1 Key Findings

To initiate the chapter, the key findings of chapter 5 are listed:

e Validated proof of concept: The proposed solution VS demonstrates conceptual

viability in an opportunistic setup.

e Increased throughput at scale: The proposed solution VS increases remote
EP throughput in large-scale quantum network environments and achieves reduced
distribution latency by a factor of 200 in optimal scenarios — the primary research

objective of the thesis is met.

e Generated competitive fidelity: The proposed solution VS solicits very similar
fidelity outcomes for distributed EPs in principle and at scale, as well as drastically

reduces swapping operations, which is a driver for decoherence.

e Reduced network traffic: The proposed solution VS is associated with a severe
reduction in network traffic of both classical messages and qubits sent through

physical media.

e Identified resource constraints: The proposed solution VS ran into significant
challenges in regards to virtual entanglement as a shared resource and emerging
bottleneck behavior for unfavourable distribution scenarios, which can be tack-
led with more sophisticated resource management and broader experiment design

scope.
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6 Discussion

6.2 Contextual Analysis

As a disclaimer, absolute values in evaluation results are discussed in regards to hardware
specifics. For example, in [21], a distribution rate of 10 Hz in a 400-node random topology
yields an average throughput of 100 EP/s. For a network with no congestion, and an
average path length, this result is expected, as throughput and distribution rate are
directly proportional. The average path length of a 400-node network can be derived
from figure 5.12¢, as an average amount of swapping operations of ~ 5 corresponds to a
path length of 6. In section 5.1, the same algorithm solicits only 80 EP /s under the same
parameters in a shorter 5-node swapping path. Note, that [21] provides no information
about individual link length, node processing delay, network edge density, or read/write
delays for quantum memory. All of these aspects influence performance and account for

major differences in absolute numbers.

Similarly, in [39], throughput is examined using the reference algorithm based on different
quantum memory congestion scenarios in a 6-nodes dumbbell topology, i.e., a 4-node
swapping path. Throughput relates to memory allocation before distribution and ranges
from 20 to 280 EP/s. Scaling these results for an appropriate absolute value comparison

is not trivial, even within the literature body itself.

Furthermore, detailed descriptions of decoherence models in memory, as well as physical
communication channels are missing in [21]. Especially quantum memory coherence
times of the real state-of-the-art hardware seem to constantly change and improve, which
impacts remote entanglement fidelity. [39] demonstrates a logarithmic drop in fidelity of

40% at a path length of 10. In figure 5.1b the curve is less steep.

[28] utilizes a heuristic swapping scheme based on expected path performance. The
routing algorithm is applied to the elementary logical topology in figure 2.10b. It exhibits
similar performance statistics in terms of throughput as the distribution conducted at
scale in figure 5.10a, with drastically better scaling in regards to network size. Even
the competition for network resources when routing over virtual links, that severely
influences performance in a randomized scenario, is rarely addressed. [27] suggests a
similarly crude solution to this problem by simply calculating the expected traffic at each
virtual link, despite not addressing it as an inherent issue. A more thorough experiment,
e.g., averaging over more simulation rounds, generating multiple topologies for each node
count, or discarding highly unfavourable scenarios, might lead to an amplification of the

functional results in the large scale experiment.
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6 Discussion

In conclusion, the process of finding comparable simulation parameters is highly non-
trivial in a field as dynamic as quantum networking. This is why simulation results in
absolute values should always be taken with a grain of salt and are highly contextual,
even when using similar tools. This does not prevent analyses within a reference frame,
as it is done in the context of this thesis, by directly comparing different algorithms in
the same setup. Performance trends and patterns of the same implementation should

manifest despite a difference in parameterization.

The thesis makes a strong case for virtual entanglement routing. Results in figures 5.1a
verify its conceptual superiority. Moreover, these advantages are found to scale to larger
networks in randomized scenarios in figure 5.10a, answering how throughput can be
increased for remote entanglement, which is ultimately distributed for a diverse field of
QI technologies and applications. The entanglement routing approaches that fall into
this category and are associated with analyses based on quantum network simulation

conform to this line of reasoning [27, 24, 36].

Virtuality in the context of entanglement distribution yields results that are more favourable
than solutions that do not utilize the unique aspects of entanglement-enabled connectiv-
ity [12]. Keep in mind, once the paradigm shifts away from heavy dependence on the
underlying physical network through abstraction and separation of concern in a potential
layered model [23], entanglement routing might always be conducted on a solely virtual
graph. The question of whether virtual connectivity is a viable approach might become
obsolete. Rather, the discussion might move towards methods of shaping network topol-
ogy in a opportunistic way and how that can be incorporated into standardization for
practical quantum networks. For example, most clustering techniques to tackle the op-
timization problem of finding suitable virtual links remain unexplored in this context.

Topological augmentation could become a foundational mechanism for QI technologies.
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7 Conclusion

QI development plans to enhance classical solutions regarding conventional internet pro-
tocol and application categories beyond current standards. Remote entanglement repre-
sents a unique concept of quantum information processing, that functions as the mecha-
nism to exceed conventional capabilities, as well as the fundamental building block for QI
technologies. Due to teleportation as a way to feasibly transmit quantum data in the face
of decoherence, entanglement functions as a communication medium. As an extension
of teleportation, successive entanglement swapping over repeater nodes establishes the
distributed correlation consumed in the teleportation process. The distribution of entan-
glement resources — in the form of bipartite EPs — to non-adjacent nodes describes
the scientific discipline of entanglement routing. This opens up a plethora of different al-
gorithms to facilitate EP delivery within a quantum network, that differ in entanglement
swapping schemes, path calculation heuristics, and approaches to topology. Based on the
application requirements, entanglement routing protocols have to be either time efficient
or deliver entanglement quality standards in the form of high fidelity. The thesis pro-
posed a virtual entanglement routing algorithm VS, that is based on the design principle
of topological augmentation, in order to increase throughput of remote entanglement.
Using a quantum network simulation tool called Sim@N, a quantitative evaluation of
VS was carried out in reference to the algorithm PS, which had been sourced from the
literature body. Here, two different experiment designs were outlined. This thesis found
that VS severely outperforms PS in terms of remote EP throughput based on the num-
ber of nodes missing in the virtual path that would otherwise be part of a physical path,
while having similar statistics in terms remote EP fidelity and greatly reducing network
traffic. These results were found to also manifest when scaling both algorithms to large,
randomly-generated networks. This presents a positive outlook for virtual entanglement

routing schemes, similar to what is observed in related virtual approaches.

For QI development, it is vital to take into account the unique design principles derived

from inherent quantum mechanical properties. The field of quantum networking is still
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7 Conclusion

in its infancy and characterized by a vast landscape of simulative case studies, theoretical
algorithm proposals and even some practical deployments of QI protocols, such as QKD.
The dynamic nature of the literature body creates a lot redundancy and conflicting
information in terms of algorithmic approaches, hardware details, and absolute values
of simulation results, which creates an opaque state of the art, which could ultimately
stump progression speed of QI research. Essentially, the quantum networking field suffers
from a lack of real standardization to source from. Therefore, a concerted effort towards
establishing standardized frameworks in collaborative, rather than competitive research

scenarios, is crucial to accelerate advancements in this promising field.
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