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Zusammenfassung

In den letzten 20 Jahren basierte die Informationssicherheit nur auf einer Handvoll von
Modellen. Insbesondere die traditionelle CIA-Triade - bestehend aus Vertraulichkeit,
Integrität und Verfügbarkeit - ist nach wie vor ein beliebtes Instrument zur Beschrei-
bung der Einsetzbarkeit von Security-Modellen. Seitdem hat sich die Landschaft der
Informationssysteme jedoch rapide verändert, was zu neuen Risiken und damit zu neuen
Anforderungen an Informationssicherheitsmodelle geführt hat. Donn B. Parker et al.
schlug bereits in den 1990er Jahren ein alternatives Modell vor, das als Parkerian Hexad
bekannt wurde und die CIA-Triade durch die Einführung zusätzlicher Dimensionen er-
weitert: Besitz, Authentizität und Nützlichkeit. Diese breitere Perspektive zielt darauf
ab, moderne Sicherheitsherausforderungen zu beschreiben, die sich aus der Entwick-
lung von Bedrohungen ergeben, wie z.B. Schwachstellen in Informationssystemen und
Bedenken hinsichtlich des Eigentums an Daten.
In dieser Arbeit untersuchen wir, wie die Hinzufügung von Besitz die derzeitige Land-
schaft der Sicherheitsmodelle verbessern könnte, und diskutieren die daraus resultieren-
den Modelle im Vergleich zu den traditionellen Ansätzen. Unsere Ergebnisse sollen zu
einem umfassenderen Ansatz für Sicherheitsmodelle und deren Anwendbarkeit und Um-
setzung in der sich ständig verändernden digitalen Landschaft beitragen.
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Abstract
In the last 20 years, information security was based on only a handful of models. Espe-
cially the traditional CIA Triad – consisting of confidentiality, integrity, and availability
– has always been (and still is) a popular model to describe the feasibility of secu-
rity patterns. Since then, however, the landscape of information systems has changed
rapidly, leading to new risks and thus new requirements for information security mod-
els. Donn B. Parker et al. proposed an alternative model in the 1990’s, known as the
Parkerian Hexad, which expands upon the CIA Triad by introducing additional dimen-
sions: Possession, Authenticity, and Utility. This broader perspective aims to address
modern security challenges that arise from evolving risks, such as information system
vulnerabilities and data ownership concerns.
In this thesis, we explore how the addition of possession could improve upon the cur-
rent landscape of security models, discussing the resulting models to the traditional
approaches. Our findings aim to contribute to a more comprehensive approach to secu-
rity models and their applicability in the ever-changing digital landscape.
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1 Introduction

Information security is a cornerstone of modern society, ensuring confidentiality, in-
tegrity, and availability of data in an increasingly interconnected digital world. The
CIA Triad, coined by these three basic requirements, has long been recognized as the
foundation of information security. It offers a simple framework for understanding es-
sential objectives of protecting information. The rapid evolution of technology and the
rise of decentralized systems such as cloud storage and computing, artificial intelligence
and the management of other digital assets continues to expose gaps in current infor-
mation security models. Over time, extensions such as the Parkerian Hexad have been
proposed with elements such as authenticity, utility, and possession, aiming to address
more specialized aspects of security, aiming to address these new requirements.

While traditional security principles address ownership, control, and access by following
the traditional CIA framework, they often overlook the importance of physical or digital
possession, particularly in scenarios where possession plays a crucial role exceeding the
traditional models. For example, the aspect of possession (i.e., having the control and
ownership of an asset) of encryption keys, hardware tokens, or other sensitive assets can
directly impact the security of digital systems, yet it seems this aspect remains largely
implicit or plain forgotten in current information security frameworks. We think that
the inclusion of such principles can improve upon the existing landscape of information
security models, and thus want to explore the inclusion of the principle of possession in
the current state of security models.

In this thesis we investigate whether the omission of possession as a key requirement
in information security frameworks represents a significant gap. We want to explore
whether extension of existing models with a possible possession-aware approach could
achieve a more holistic approach to information security. Additionally, we propose a
novel possession-based security model that aims to apply the concept to security mod-
eling.
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1 Introduction

1.1 Problem Statement

This thesis argues that possession is an often overlooked but critical concept in infor-
mation security. Omitting the requirement may result in gaps in the existing security
models in scenarios where possession could play a key role in addressing negative secu-
rity outcomes, such as physical theft of devices or misuse of digital assets. By analyzing
existing frameworks, this work demonstrates the relevance of possession and proposes
its inclusion as a formal component of security models.

Essentially, we explore whether the addition of possession as an explicit security element
in current information security models can result in a more holistic approach to informa-
tion security. We consider completeness and effectiveness of current information security
models, as well as the usability of extended models and aim to answer this question with
a proposal of a new model.

1.2 Organization of this Thesis

Chapter 2 explores the foundations of information security, providing an overview of the
CIA Triad and its extensions while discussing the importance of completeness in security
models.
Chapter 3 introduces the concept of possession in information security, defining it and
exploring its practical relevance in digital and physical contexts.
Chapter 4 evaluates the current landscape of information security models, analyzing
their strengths, weaknesses, and gaps through case studies and practical examples.
Chapter 5 proposes a new possession-aware security framework and possession-aware
extensions to existing security frameworks.
Chapter 6 addresses counterarguments and limitations, critically analyzing potential ob-
jections to the inclusion of possession in security models.
Chapter 7 concludes the thesis by summarizing key findings, discussing implications for
information security, and proposing directions for future research.

2



2 Foundations of Information Security

In today’s increasingly distributed and interconnected world, protecting assets from
unauthorized disclosure and other threats has become one of the most critical aspects of
information system governance. This process of securing, safeguarding, and protecting
computer systems and their managed assets, as well as responding to attacks and inci-
dents is called information security. The goal of information security is to ensure that
all information remains secured, accurate, and accessible for authorized users, while pro-
tecting it from unauthorized access, modification, and – in the worst case – destruction
or loss.

At its core, information security practices involve the identification and assessment of
risks and threats, the implementation of appropriate countermeasures, and the continu-
ous monitoring of systems to achieve its goal. The discipline is required across industries,
affecting organizations (e.g., businesses, governments, healthcare systems, education,
etc.) and, especially in current times, individuals.

In this section we want to motivate the importance of information security and show
why it is such an important cornerstone in the current landscape of information systems.
Starting with the background on the topic of information security, we will provide an
overview of the roots and foundations of the topic. Afterwards, we will go over the key
objectives, enforced by information security.

2.1 Historical Background

The need to protect critical information and to keep assets secured has existed for as long
as civilization itself. Beginning in ancient times, societies have come up with ways to
safeguard sensitive information, whether it was military strategies, trade secrets, or polit-
ical communications. Early examples for this were ciphers used by the ancient Egyptians
and Greeks, such as the Spartan scytale, a device that enabled secret communication
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2 Foundations of Information Security

Figure 2.1: Visualization of a smart city layout, exemplary for the interconnected nature
of current information systems.

Source: https://innovationatwork.ieee.org/what-makes-a-city-smart/

through transposition ciphers [12]. Perhaps the best known example in computer science
was used by the Roman Empire: the Caesar cipher [21], which has been applied to secure
military messages and is still used, for example, in ROT13 ciphers [15].

With increasing dependencies of governments and organizations, the need for more so-
phisticated means of securing information has grown as well. During the Renaissance,
advances in cryptography, most notably with the work of Blaise de Vigenère, whose
polyalphabetic cipher [22] remained difficult to break for centuries. During World War
II, encryption and code-breaking became central to warfare, with machines like the Ger-
man Enigma [13] and the Allied Colossus shaping the outcome of battles.

The transition to the digital age in the 1960’s and 70’s marked a pivotal turning point,
by then, the typical approach to information security was managing physical access to
secured assets. Before that time, computers were still floor-filling machines that could
only be operated by a limited number of trained specialists with direct access to the

4
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2 Foundations of Information Security

systems terminal. Securing assets could thus be achieved by placing security personnel
at the entrance.

As computers became more prevalent in military and government operations though, this
approach had to shift to protecting data digitally instead. This introduced new chal-
lenges, as information was no longer stored in locked safes or hidden messages but rather
on interconnected systems which were vulnerable to remote access and manipulation.

The U.S. Department of Defense recognized this risks of unauthorized access and cyber
espionage and began commissioning research into the field of computer and information
security. This effort led to the Anderson Report in 1972 [3], which formally introduced
computer security as a discipline and set the stage for modern cybersecurity principles.
By the late 1970s, the fundamental ideas of information security – confidentiality, in-
tegrity, and availability (CIA) – began taking shape. This shift from securing physical
information to safeguarding digital assets laid the foundation for the modern cybersecu-
rity landscape.

2.2 Distinguishing Security, information security, and
Cybersecurity

The terms security, information security, and cybersecurity are closely related, but they
differ in scope and application. Understanding these distinctions is crucial to be able to
implement effective security measures for physical and digital assets.

Security Security is a broad concept that refers to protecting assets – whether physical,
digital, or human – from harm, theft, or unauthorized access. It includes physical
security (e.g., locks, guards, surveillance) and broader risk management strategies.

Information Security Information security specifically concerns the protection of infor-
mation, whether digital or physical, from unauthorized access, disclosure, alter-
ation, or destruction. It is often governed by principles like the CIA Triad (con-
fidentiality, integrity, and availability). InfoSec applies to both digital and non-
digital formats, including paper records and verbal communication.

Cybersecurity Cybersecurity is a subset of information security that focuses on pro-
tecting digital systems, networks, and data from cyber threats such as hacking,

5



2 Foundations of Information Security

IntegrityAvailability

Confidentiality

CIA
Triad

Figure 2.2: Visualization of the CIA Triad.

malware, and cyber attacks. It deals specifically with securing internet-connected
systems, including hardware, software, and sensitive data.

Thus, the three terms are related but have different focuses. While security can be
regarded as the general protection of assets, information security aims to protect all
forms of digital or physical information. Cybersecurity narrows this focus again to the
protection of digital systems and data from cyber threats in particular.

2.3 CIA Triad

The CIA Triad [27] is the most widely used and regarded information security model of
them all, most of the current security models reach back to the ideas of the triad. It
is derived directly from the ideas in the early 1970’s, where the US-American military
researched and developed approaches to secure classified information. The model pro-
poses the three objectives (i) confidentiality, (ii) integrity, and (iii) availability, which
have been visualized in Figure 2.2. We want to briefly describe the concepts and explain
them in more detail:

Confidentiality The act of ensuring that sensitive information is only accessible to those
with authorized access. The concept places a strong focus on preventing unautho-

6



2 Foundations of Information Security

rized or unintended disclosure of data, whether intentional or unintentional. Access
control and encryption are good examples that implement the concept, ensuring
confidentiality.

Integrity The act of ensuring that data remains accurate, reliable, and unaltered during
during any part of its lifetime (i.e., storage, processing, or transmission). This ob-
jective is essential for maintaining trust in information systems while ensuring that
the managed data can be relied upon. Often integrity is achieved by implementing
checksums and hash functions, allowing data verification, while digital signatures
ensure the authenticity and of the data.

Availability The act of ensuring that information and systems are accessible, whenever
they are needed. This objective is critical for organizations that rely on real-time
data access, e.g., financial institutions or emergency services, where downtime
results in loss of life or money. Redundancy of the systems and a reliable disaster
recovery plan can ensure that downtime can be minimized, while the system can
be recovered in case it is actually lost.

Addressing all three CIA objectives is considered the gold-standard in information se-
curity. Most current models base their ideas on these three objectives, making the CIA
triad the most widely accepted and applied model currently.

2.4 Parkerian Hexad

The Parkerian Hexad was an extension of the now infamous CIA triad proposed by
Donn B. Parker in 1998 [25] that was later named after him. It was the result of him
criticizing the traditional approach to information security for being limited to the CIA-
triad that he claimed to be “dangerously incorrect”. Parker argued that the technical
security controls have significantly improved over the years, however the underlying
model (CIA) that is applied in almost all models did not. According to him, the then
current landscape of information security essentially outgrew the old ideas from the
1960s’ and 1970s’, but never evolved past their ideas.

The Parkerian Hexad is a model that extends on the ideas and concepts of the traditional
CIA model. While the already known goals of confidentiality, integrity, and availability
are also part of this model, he extended them with (i) possession, (ii) Authenticity, and
(iii) Utility. He defined the three objectives as follows:

7



2 Foundations of Information Security

Utility

Integrity

Confidentiality

Possession

Authenticity

Availability

Information
Security

Figure 2.3: Visualization of the Parkerian Hexad. Correlation between objectives is vi-
sualized by using the same colors for related objectives.

Possession The holding, control, and ability to use information.

Authenticity The validity, conformance, and genuineness of information.

Utility The usefulness of information for a specific purpose.

Figure 2.3 visualizes the proposed objectives of the model. Special consideration must
be given to the coloring of the objectives that indicate the strong relation between
them. For example, confidentiality and possession can often be addressed similarly
and pose overlaps in their application. While Utility and availability are – by design
– both regarding the interruptions by unusable assets. Authenticity and integrity are
both objectives that are closely coupled again, by the means of implementation through
cryptography and digital signing mechanisms.

The many overlaps between both models are only one side, especially the Hexad expands
on the ideas and creates valuable distinctions of the previously cumulated objectives.
Confidentiality ensures that only authorized users can access data, possession refines
this idea and refers to control over the data, meaning a breach could occur even if

8



2 Foundations of Information Security

confidentiality remains intact. Both Utility and integrity address and ensure access to
data when needed; utility adds to this idea by ensuring that the data is useful and
meaningful – securing against uselessness of data if corrupted or destroyed. Lastly,
Authenticity and integrity focus on ensuring access; authenticity ensures that the data
is genuine and unaltered. The Parkerian Hexad thus provides a more comprehensive
framework for modern cybersecurity concerns.

9



3 Possession in the Context of
Information Security

In this chapter, we want to introduce the concept of possession in the context of in-
formation security. Beginning with a general definition of the term, we follow with a
more scoped approach to possession in the field of information security and review exist-
ing applications. We provide some real-world examples, for which possession was taken
explicitly into consideration, or it would have aided in preventing adverse outcomes.
Essentially, we want to motivate what the concept of possession is all about and why it
matters – especially in information security.

3.1 Possession: A Definition

According to the Merriam-Webster dictionary1, the term possession is defined as “the act
of having or taking into control”. The Cambridge dictionary2 defines the term similarly
as “the fact that you have or own something”. Possession is thus concerned with the
physical ownership of an object, having the ability and right to control what happens
with-, and who is allowed to have it or make use of it.

In information security, the concept refers to having control over an asset, such as data,
cryptographic keys, or physical devices. It is thus applied more specifically to the re-
quirements of information security, where ownership and possession of something is not
always physical or tangible. Possession of digital assets can be manifested in different
ways, the key idea is: Digitally stored assets are not tangible as such, but giving away a
digital representation of said assets makes them available in undesired ways. Essentially,
passing a digital representation (i.e., by copying) passes ownership and thus, possession

1https://www.merriam-webster.com/dictionary/possession
2https://dictionary.cambridge.org/us/dictionary/english/possession
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3 Possession in the Context of Information Security

on to another participant, making it difficult to maintain other goals such as confiden-
tiality.

In the 1990’s, Parker et al. [25] proposed a generalized definition, in which they defined
possession as “the holding, control, and ability to use information”. With this, possessing
an asset is not only a question of holding or having access to it, but also the ability to
read, interpret, and use it. It expands the basic concept to also consider usability
of assets, which – for example, when encryption is applied – is not guaranteed without
holding control of the asset itself (or, by extension, the encryption keys). Possession thus
enables organizations to manage assets in a fine granular way, which is relevant, because
it allows to keep information secure by design and thus, out of control of unauthorized
individuals.

Taking a step back and considering the history of information security shows that the
concept has been leveraged in the field of information security implicitly for a long time.
Confidentiality has mostly been implemented with an implicit consideration for posses-
sion. Ownership of credentials, ID cards, passwords, or other additional authentication
factors has been considered a prerequisite for the process of identification and authen-
tication of human users. This dates back to times where securing confidential assets
relied on the physical exclusion of personnel, where possession of specific uniforms or
badges were used to identify personnel that tried gaining access to confidential assets.
The problem is that this has always only been an implicit byproduct of the concept,
never an explicit consideration.

3.2 Why Possession Matters

Especially in recent years, the evolution of digital systems being increasingly intercon-
nected and distributed has surpassed the previous requirements. Assets are typically not
stored on disconnected devices with a single access terminal, but rather on cloud-servers
that can be accessed from anywhere in the world. This leads to the requirement of more
appropriate controls that explicitly considers possession of assets, not just implicitly as
a byproduct of another concept.

Authentication, access control, usability, etc.are concerned with the idea of who has pos-
session of the asset. Taking the concept out of this often implicit form, opens possibilities

11



3 Possession in the Context of Information Security

for how data is managed and stored: Applying possession through physical access restric-
tion, i.e., by storing information on a storage device that is secured physically simplifies
access control within the information system, as well as limiting the overhead of digi-
tally securing the network. Applying possession using cryptography, where information
is rendered useless without the possession of the decryption key, simplifies other parts of
information security since unauthorized data access is a non-issue, considering the used
cryptography cannot be broken.

Considering the concept of possession explicitly, may allow significant simplification of
other goals from information security (e.g., authentication or confidentiality), which
would lead to overall more manageable information systems. Leveraging encryption –
and thus possession – of the encryption keys could support confidentiality and integrity
of assets, since only users with possession of these can access the encrypted assets, which
could allow to vastly simplify the data and access management aspects of information
governance. Additionally, it could lead to a reduction of risks of unauthorized access by
managing possession of physical assets explicitly. By ensuring that physical assets, such
as memory sticks, HDDs, or phones are only in possession of authorized users, reduces
possible attack vectors to contained confidential data. Managing this explicitly, could
help ensuring a more holistic approach to information security.

3.3 Examples of Missing Consideration of Possession

To motivate the explicit consideration of possession, we want to provide some examples of
recent developments in the field of information security. Some of which have considered
possession explicitly, while others document recent incidents that could possibly have
been mitigated if possession had been explicitly considered.

3.3.1 Datenschutz-Grundverordnung (DSGVO)

The Datenschutz-Grundverordnung (DSGVO) is the German implementation of the
General Data Protection Regulation (GDPR). It came into effect across the European
Union on May 25, 2018, establishing strict rules for the collection, processing, and stor-
age of personal data to protect individuals’ privacy rights. Key principles of the law
include fairness and transparency in data processing, as well as data minimization to en-
sure that only necessary data is collected. Additionally, it requires companies to protect

12



3 Possession in the Context of Information Security

Figure 3.1: Visualization of the Elektronische Patientenakte (ePA), which is intended to
collect all medical data from patients in the german healthcare system.

Source: https://sozialministerium.baden-wuerttemberg.de/de/startseite/gesundheit-pflege/epa

any collected personal data from unauthorized access with technical and organizational
measures.

The law tries to safeguard any individuals’ personal data, stating a first shot at the
ownership of this information. According to the law, personal information is taken as
possession of the individual and may as such not be removed from the ownership of the
individual. This is technically considered theft and is fined with severe fines up to 20
million Euro or 4% of the annual global turnover. It gives the end-users a tool with
which they can enforce the ownership of their data.

3.3.2 Elektronische Patientenakte (ePA)

The elektronische Patientenakte (ePA)3 is the electronic patient record system proposed
in Germany, designed to store everyone’s medical information digitally. It is currently
being introduced as part of Germany’s digital healthcare transformation, where the ePA

3https://www.bundesgesundheitsministerium.de/themen/digitalisierung/elektronische-patientenakte
/epa-fuer-alle.html
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3 Possession in the Context of Information Security

enables patients and healthcare providers to access important health data securely, aim-
ing to improve efficiency and quality of services. Goals of the ePA are to centralize health
data storage, secure the data through means of encryption and strong authentication
measures, while keeping the control of the data with the patients – every participant can
control who has access to their data and which documents they share with whom.

The whole system is built around and with the DSGVO in mind, since the processing
of data in Germany must follow this law. The special focus on keeping the control of
the data with the individuals is essential – all data is encrypted before it is stored on
the systems servers. Each user has to have authentication in the form of possession of
the encryption keys for any piece of information they want to access or manage. Users
identify themselves using their patient-ID, while doctors, nurses, and other healthcare
workers have to apply for a digital ID that is issued by the GEMATIK itself. These
precautions are intended to ensure the safety of any contained information, while making
the system as user-friendly as possible.

The data contained in the ePA is especially confidential, which, if leaked or disclosed
to unauthorized parties, would result in tremendous damage for individuals. Hackers
have already shown that the system is vulnerable to a variety of attacks4, such as im-
personation or enumeration. Both attacks have been successfully carried out and gave
the attackers access to the otherwise secured data of patients. This shows that even if
possession is explicitly considered during the planning and implementation of a system,
it has to be continuously monitored after it is set in place. For the ePA this has not
been done, which resulted in a postponement of the initial plans, moving the time point
for the introduction for all German citizens to some point in the future.

3.3.3 Volkswagen Position Leak

A significant data breach involving Volkswagen has been uncovered by security re-
searchers in December 2024. The incident exposed sensitive information of approxi-
mately 800.000 electric vehicle owners across various brands under the Volkswagen Group
– including Volkswagen, Audi, Seat, and Škoda. The compromised data included precise
GPS location details, personal contact information such as names, email addresses, and
phone numbers, as well as vehicle-specific data like battery status and odometer read-
ings. This information was unknowingly left unprotected on an Amazon cloud server

4https://www.ccc.de/de/updates/2024/ende-der-epa-experimente
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Figure 3.2: Visualization of leaked position data that has been collected without explicit
consent from the users.

Source: https://www.spiegel.de/netzwelt/web/volkswagen-konzern-datenleck-wir-wissen-wo-dein-auto-steht-a-e12d33d0-97bc-4
93c-96d1-aa5892861027

maintained by Volkswagen’s software company ”Cariad” which was accessible freely on
the internet due to a misconfiguration. The data exposure has been active for several
months before being discovered by a whistleblower that reported the issue to the Ger-
man magazine ”Der Spiegel” and the ”Chaos Computer Club (CCC)”5, a German hacker
collective.

The data leak itself was highly problematic and could have been avoided by a simple
review of the server configurations by Volkswagen. The real issue with the incident
however, was that the collected position data was collected without explicit consent
from the owners. Position data collection and the correlation of Volkswagen’s cars with
the personal information of the owners was disclosed in contracts that had to be signed
during the order process. The accuracy with which the data was collected was not
disclosed and most likely another misconfiguration on Volkswagen’s side – the collected
position data should have been collected with a resolution of a few kilometers, but was

5https://www.ccc.de/de/updates/2024/wir-wissen-wo-dein-auto-steht
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collected with a resolution of a few centimeters. Due to the high resolution and long
time-span during which the data was collected, the data could be used to create motion
profiles that were used to de-anonymize individuals and their families in some cases.
Figure 3.2 shows the map containing all leaked data points. Each of the points from the
map shows a single position of a Volkswagen vehicle that was collected over the timespan
of the 5 years.

The problem in this case was twofold: (i) the misconfiguration lead to the breach and (ii)
the data was collected without proper and explicit possession management. Misconfig-
urations of infrastructure can happen and will happen again in the future. With proper
possession controls, the consequences could have been mitigated – especially through en-
cryption or obfuscation, the data wouldn’t have been usable for the creation of motion
profiles.
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4 The Current Landscape of
Information Security

Many information security frameworks with varying goals have been proposed, since
the beginning of research in the field in the 1970’s and 80’s. Especially in recent years
the number of new models and concepts being proposed has soared, while many of the
foundational models are still widely adopted and applied, as they still form the standard
of information security.

In this chapter we want to provide an overview of the current landscape of information
security models and risk modelling frameworks. We discuss their advantages and limita-
tions, as well as categorize them according to their applied objectives from the Parkerian
Hexad to allow a comparison.

4.1 Existing Critiques of Current Models

Despite the utility of existing information security models, they are not without limi-
tations. Many models—such as the CIA Triad, Zero Trust, and Access Control Frame-
works—are foundational, but they often fail to fully address the complexities of today’s
dynamic threat landscape. Key critiques of the current landscape of security models
are:

Overemphasis on the CIA Triad The CIA Triad is a cornerstone of information
security. Critics argue though that the CIA Triad doesn’t fully address or plain forgets
modern security challenges, such as privacy, accountability, or resilience. Moreover, it
assumes a static environment, while threats are increasingly dynamic and sophisticated,
as are the systems that are attacked. Especially emerging technologies like the IoT
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and cloud computing introduce new challenges (e.g., shared responsibility models and
resource constraints) that are not adequately covered by the model.

Lack of Focus on Usability Many models prioritize security over usability, lead-
ing to user resistance and operational inefficiencies. Complex or cumbersome security
measures often result in users circumventing protocols, e.g., by reusing passwords or
disabling two-factor authentication, while strict policies can slow down workflows and
create bottlenecks in system access and data sharing.

Failure to Address Human Factors Existing models often overlook the role of
human behavior in security. Social engineering attacks, for example are a problem
that models often do not adequately address. Phishing, impersonation, or other social
engineering techniques are leading reasons for system breaches – even in well secured
environments. Insider threats on the other hand, where malicious or negligent persons
pose significant risks on the inside of the organization are another problem that many
models are not designed to detect or mitigate effectively.

Inadequate Support for Emerging Technologies Traditional models were de-
signed for centralized systems but struggle to accommodate increasingly decentralized
systems. They often fail to address shared responsibility, data ownership, and isolation
challenges in cloud computing. Limited processing power and storage are often not con-
sidered, posing problems for implementations in the areas of IoT or edge computing.

Reactive rather than Proactive Many models rely on reactive measures that merely
respond to attacks, rather than to proactively prevent them. Traditional intrusion de-
tection systems are based on known attack signatures, leaving systems vulnerable to new
and unknown threats (zero-day attacks). Proactive strategies such as threat intelligence,
behavior-based monitoring, and predictive analytics are often underrepresented.

Fragmentation of Frameworks Organizations often have to adopt multiple frame-
works (e.g., NIST, ISO/IEC 27001, COBIT) to achieve comprehensive security, leading
to overlaps, inconsistencies, and overhead during implementation.
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Lack of Scalability Traditional models often fail to scale effectively in larger, more
complex environments. Models that work for small organizations may not apply to large
enterprises with global operations. They often struggle to address security in distributed
systems, such as hybrid cloud architectures or remote work setups. Additionally, due to
the fragmentation, often different models address different (conflicting) security goals,
that may hinder the development of thorough security measures.

4.2 Requirements for Information Security Models

Information security is not a singular thing that is to be achieved, it is a set of many
objectives that may or may not be distinct in their goals. Hence, completeness in security
models is an essential principle that ensures that a security framework addresses all
relevant aspects of security, leaving no gaps that could be exploited. In our ever-evolving
landscape of cybersecurity, completeness of information security models is crucial for
ensuring robust protection against threats.

A security model serves as a structured framework that defines policies, controls, and
mechanisms to safeguard (critical) assets. However, an incomplete model can leave crit-
ical gaps that attackers may exploit, undermining the resulting security infrastructure.
By ensuring the completeness of a model, organizations can effectively address key se-
curity goals, such as confidentiality, integrity, availability, etc.

The following section explores essential goals that a security model should encompass for
complete, well-structured and holistic results. A holistic and complete security model:

Covers All Aspects of Security The full spectrum of security objectives must be ad-
dressed that are relevant for the asset that shall be protected. This ensures that
the security for the asset is complete and protects against all known and identified
threats to the assets disclosure or loss.

Mitigates Known and Emerging Threats Any current threat, such as phishing, ran-
somware, and insider threats must be addressed, but must not be limited to these.
Emerging risks, including those posed by zero-day vulnerabilities and evolving at-
tack techniques may not be currently known, but have to be addressable by future
expansions of the implementation. This extensibility of existing models allows to
act and adapt the frameworks for such upcoming threats.

19



4 The Current Landscape of Information Security

Prevents Security Gaps Any unaddressed vulnerabilities or overlooked attack vectors
must be accounted for so that no security gaps are left in the resulting security
implementation. For example, failing to address physical security could allow
unauthorized access to servers, while ignoring insider threats might expose sensitive
data to rogue but authorized employees.

Enhances Trust and Compliance Trust with stakeholders and compliance with stan-
dards and laws must be built by demonstrating a thorough approach to security.
This helps organizations meet regulatory requirements and industry standards,
such as GDPR or ISO/IEC 27001. Trust is essential because security models op-
erate under assumptions about the reliability of users and systems. A breakdown
in trust may lead to vulnerabilities and dissatisfied customers.

Supports Interoperability Components of the system must be able to interact securely
enabling interoperability and composition of various mechanisms. For example,
access control solutions and encryption protocols must work seamlessly to maintain
both security and functionality.

Improves Resilience and Recovery Provisions for business continuity and disaster re-
covery must be included, ensuring that systems remain functional or can quickly
recover from attacks, failures, or disasters.

All in all, completeness in security models is not a luxury; it is a necessity in an era of in-
creasing cyber risks. By addressing all dimensions of security — people, processes, and
technology — a complete model provides comprehensive protection, supports compli-
ance, and ensures that organizations are resilient to both known and unforeseen threats.
A holistic approach not only prevents vulnerabilities but also builds a strong foundation
of trust and accountability.

4.3 Information Security Model Landscape

In this section we want to provide a set of information security models that are widely
used and accepted in the current information security landscape.
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4.3.1 Threat Modeling and Risk Management Frameworks

Threat Modeling and Risk Management Frameworks provide structured methodologies
that may be used to assess information systems according to their safety. These frame-
works can help organizations to proactively understand potential attack vectors to be
able to implement security controls that reduce the identified risks. Typically, these
models aim to identify threats for a system and assess them, to evaluate how likely they
are and how big the impact of them would be. After identification, mitigation Strategies
are formed, that implement controls to minimize the risks.

In this section we present some frameworks that are widely used in information security
helping to enhance resilience against security threats.

STRIDE Threat Model

The STRIDE model is a threat modeling framework developed by Microsoft12 that is
intended to help identifying and categorizing potential security threats in software sys-
tems. It provides a structured approach to analyzing risks by breaking them down into
six primary threat categories: Spoofing, Tampering, Repudiation, Information Disclo-
sure, Denial of Service (DoS), and Elevation of Privilege. Each category represents a
different type of attack that a malicious actor may use to exploit vulnerabilities, allowing
security teams to proactively design defenses:

Spoofing Impersonation of users or systems, allowing an intruder to gain unauthorized
access by pretending to be someone else.

Tampering Unauthorized modification of data, either in storage or during transit.

Repudiation Denying to have performed an action, making it difficult to prove what
happened without proper logging or auditing.

Information Disclosure Unauthorized access to sensitive data, compromising its confi-
dentiality.

Denial of Service Disrupting the availability of systems or services, rendering them un-
usable.

1https://learn.microsoft.com/en-us/azure/security/develop/threat-modeling-tool-threats
2https://www.microsoft.com/en-us/securityengineering/sdl/practices
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Figure 4.1: Visualization of the STRIDE threat modelling frameworks objectives corre-
lated those from other information security models (i.e., . CIA and Parkerian
Hexad).

Source: https://medium.com/@arielhacking/examples-of-stride-threats-for-payment-applications-87a0ad0c3a21

Elevation of Privilege Gaining a higher access level than was previously authorized,
allowing an attacker to perform malicious activities.

By applying STRIDE to different system components, organizations can predict how
an attacker might exploit weaknesses and implement appropriate countermeasures such
as authentication, access controls, encryption, etc. This proactive approach helps to
identify and address security concerns early in the development lifecycle, reducing risks
before the deployment phase.

One of STRIDE’s strengths is its adaptability across different types of applications, in-
cluding cloud services, web applications [16, 1], and cyber-physical systems [18, 4]. While
it is primarily used in software security, it can also be applied to network security, phys-
ical security, and operational technology environments. Using STRIDE in combination
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Figure 4.2: Screenshot of the MITRE ATT&CK framework website.

Source: https://attack.mitre.org/

with other security frameworks such as MITRE ATT&CK or NIST CSF, organizations
can build a comprehensive cybersecurity strategy that addresses both technical and op-
erational risks.

Figure 4.1 aims to visualize the six categories of the STRIDE model and connect each of
them to the already known information security objectives found in Section 2.3. Note-
worthy is the strong correlation between the STRIDE model and the three objectives of
the CIA Triad (Confidentiality, Integrity, Availability).

MITRE ATT&CK (Adversarial Tactics, Techniques, and Common
Knowledge)

MITRE ATT&CK3 is a comprehensive open access knowledge base that documents
real-world tactics, techniques, and procedures (TTPs) used by adversaries in the cyber

3https://attack.mitre.org/
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space [31, 26]. It provides a structured framework for understanding how attackers typi-
cally operate, making it an essential tool for information security professionals working in
threat intelligence, incident response, and security operations. The framework provides
different matrices, with the most widely used being the Enterprise ATT&CK matrix
that focuses on threats targeting Operating Systems (e.g., Windows, Linux, macOS,
etc.) and cloud infrastructure alike. Other matrices collect threats for more specialized
environments such as mobile- or industrial control systems.

At the core of MITRE ATT&CK is its categorization of adversary behaviors into (i)
tactics and (ii) techniques. Tactics represent the high-level objectives an attacker aims to
achieve, such as gaining initial access, escalating privileges, or exfiltrating sensitive data.
Techniques describe the specific methods adversaries use to accomplish these objectives.
Each technique entry includes real-world examples, known threat actors that have used
it, detection methods, and possible mitigations. This level of detail allows organizations
to map out potential attack paths, simulate adversary behavior, and strengthen their
defenses accordingly using a pattern based approach.

One of the most valuable aspects of MITRE ATT&CK is its role in attack simulation.
Red teams and penetration testers (attackers) can use it to plan realistic attack scenarios,
while blue teams (defenders) leverage it to improve detection and response strategies. By
aligning security controls with proposed techniques from the framework, organizations
can identify gaps in their defenses and enhance their threat-hunting capabilities.

MITRE ATT&CK has become a standard reference in cybersecurity due to its open-
source nature and collaborative approach. It is constantly updated based on real-world
attack data, ensuring it remains relevant in an ever-evolving threat landscape. Organi-
zations worldwide use it as a foundation for developing security policies, conducting risk
assessments, and improving their overall cyber resilience.

NIST Cybersecurity Framework 2.0

The NIST Cybersecurity Framework 2.0 (CSF 2.0) [23] is an updated version of the orig-
inal NIST CSF, designed to help organizations manage and reduce cybersecurity risk.
Developed by the National Institute of Standards and Technology (NIST), this frame-
work provides a structured approach for organizations of all sizes and sectors to enhance
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Figure 4.3: Visualization of the NIST CSF 2.0 framework and its six core functions.

Source: https://www.nist.gov/cyberframework

their cybersecurity posture. CSF 2.0 expands on the original framework by incorporat-
ing emerging threats, evolving best practices, and broader guidance for governance and
supply chain security.

At the core of the framework are six key functions: Govern, Identify, Protect, Detect,
Respond, and Recover:

Govern Emphasizes the importance of leadership, policies, and continuous improvement
in cybersecurity decision-making. CSF 2.0 introduced this function.

Identify Focuses on understanding assets, risks, and vulnerabilities.

Protect Dedicated to implementing safeguards to defend against threats.

Detect Ensures organizations have monitoring capabilities to recognize cybersecurity
events.

Respond Provides guidance on containment, mitigation, and communication strategies
when an incident occurs.

Recover Outlines steps to restore normal operations and minimize long-term impact.
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A visualization of the six functions can be found in Figure 4.3.

One of the defining aspects of NIST CSF 2.0 is its flexibility and adaptability. Unlike
rigid compliance frameworks, it offers a set of guidelines that organizations can tai-
lor to their unique risk profiles, regulatory requirements, and business objectives. The
framework aligns with other standards, such as ISO 27001 [8, 11] and CIS Controls [14],
making it easier for organizations to integrate it into their existing security programs.
Additionally, CSF 2.0 places greater emphasis on supply chain risk management, ensur-
ing that organizations account for third-party security risks in their overall cybersecurity
strategy.

The NIST Cybersecurity Framework is widely used across industries, including govern-
ment agencies, financial institutions, healthcare providers, and critical infrastructure
sectors. By providing a common language for cybersecurity risk management, CSF 2.0
facilitates communication between technical teams, executives, and stakeholders. Its
iterative approach encourages continuous improvement, allowing organizations to assess
their cybersecurity maturity, identify gaps, and strengthen defenses against an increas-
ingly complex threat landscape.

OCTAVE

The OCTAVE framework (Operationally Critical Threat, Asset, and Vulnerability Eval-
uation) is a risk management framework published in 2001 by the Carnegie Mellon
University [2]. It is a framework designed to help organizations identify, assess, and ad-
dress security risks to their critical assets. Aligning an organization’s security strategy
with its business objectives is a core feature of the model, emphasizing organizational
self-assessment and strategic decision-making. OCTAVE is a particularly systematic
and structured approach to assess risks that prioritizes actions to mitigate any identified
risks.

The process described by the framework consists of three steps:

Build Asset-Based Threat Profiles Identify the organization’s critical assets (e.g., data,
systems, processes). Assess the threats to these assets. Analyze how these threats
might exploit vulnerabilities and the potential impact on the organization.
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Figure 4.4: Visualization of the threat assessment process proposed by the OCTAVE
framework.

Source: Taken from the script of the master’s course Management von Sicherheit und Zuverlässigkeit (MSZ) in computer science at
HAW Hamburg

Identify Infrastructure Vulnerabilities Evaluate the organization’s IT infrastructure to
identify vulnerabilities that could be exploited by threats. This includes assessing
network configurations, software, hardware, and procedures.

Develop a Security Strategy and Plans Use the information from the first two phases
to prioritize risks and define mitigation strategies. Develop a risk management
plan that aligns with business goals and resources.

Figure 4.4 visualizes the process proposed by the framework. The framework itself is
a risk assessment and requirements engineering framework, with strong coupling to the
CIA’s objectives. The four possible outcome column are take the impact – or rather the
result – into consideration, where disclosure, modification, loss/destruction, and inter-
ruption are possible values. Taking the underlying requirements from CIA these can be
directly mapped to its corresponding categories of the model: (i) disclosure ↔ confiden-
tiality, (ii) modification ↔ integrity, and (iii) loss/destruction and interruption ↔ avail-
ability. Loss/destruction of assets is difficult to map in this regard, since while de-
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Figure 4.5: Visualization of the Zero Trust Model compared to the traditional approach
of an implicit trust zone.

Source: https://www.nist.gov/blogs/taking-measure/zero-trust-cybersecurity-never-trust-always-verify

struction of data may result in issues with integrity, but rather the access is what is
interrupted due to the destruction. Both categorizations could be correct.

4.3.2 Security Architecture and Trust Models

Security Architecture and Trust Models provide structured frameworks for designing
secure systems by defining how security principles, controls, and trust relationships are
established and maintained. Such models can help organizations to enforce access con-
trol, data integrity, and confidentiality across IT environments.

In this section we present some frameworks that are commonly applied in information
security helping to improve security in software systems.

Zero Trust

The Zero Trust model proposed by Kindevag et al. [19, 30] is a modern security frame-
work following the idea of “never trust, always verify”. Traditional perimeter-based
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security, typically assumes users and devices within an internal network to be trust-
wothy which posed to be inherently unsafe. Applying zero trust requires continuous
authentication and authorization, regardless of location or network, locking intruders
in-place – even if they gained access to a part of the system. This approach minimizes
the risk of insider threats, lateral movement by attackers (i.e., moving from one device
within the perimeter to another), and unauthorized access.

The model applies principles such as least privilege access [28], micro-segmentation [20,
29], and strong identity verification [10]. Users and devices alike must prove their autho-
rization each time they attempt to access resources, while network access is strictly con-
trolled, and communication between systems continuously monitored to detect anoma-
lies.

By eliminating the idea of implicit trust, security in interconnected environments such
as remote work settings, and hybrid infrastructures can be vastly enhanced. Organi-
zations adopting this model benefit from reduced attack surfaces and greater resilience
against intrusion – even if an attacker has already copromized parts of a system. Figure
4.5 visualizes and compares both approaches, showcasing the solved problem of lateral
movement.

Bell-LaPadula Model

The Bell-LaPadula Model proposed by Bell et al. [6] is a security framework designed
to enforce data confidentiality in computer systems and has been applied particularly
within military and government environments. It follows a set of two rules that prevent
unauthorized access to classified information by implementing strict access controls based
on security clearances. The model enforces two main rules:

No read up Prevents users from accessing data at a higher classification level than their
own, preventing unauthorized disclosure.

No write down Stops users from writing data to lower classification levels, ensuring
integrity.

By structuring access to assets using hierarchical security levels, the Bell-LaPadula
Model achieves an effective protection of sensitive information from unauthorized dis-
closure.
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Biba Integrity Model

The Biba Model proposed by Biba et al. [7] is a security framework focused on maintain-
ing data integrity by preventing unauthorized or untrusted modifications. It is closely
related to the Bell-LaPadula Model, but comes with different requirements addressing
data integrity - it ensures that higher-integrity data is not corrupted by lower-integrity
sources. It enforces two main rules:

No read down Prevents users from accessing data at lower integrity levels, avoiding
contamination of data.

No write up Stops users from writing data to higher integrity levels, maintaining data
trustworthiness.

This model is commonly used in environments where data accuracy is critical.

4.3.3 Access Control and Authorization Models

Access control and authorization [17, 5] are core aspects of information security that
are implemented to determine how users and systems interact with resources. These
mechanisms ensure that only authorized entities can perform specific actions, reducing
security risks such as data breaches, unauthorized modifications, and misuse of sensitive
information.

At its core, access control involves three fundamental components:

Identification A user or system presents credentials (e.g., usernames, biometrics, or
device identities) to verify who they are.

Authentication The system validates the provided credentials, confirming that the en-
tity is genuine (e.g., via passwords, security tokens, or other factors).

Authorization Once authenticated, the system determines what actions the user or sys-
tem is allowed to perform, based on predefined policies.

Access control systems rely on well-defined authorization models, which provide rules
for who can access specific resources and under what conditions. These models aid
organizations in enforcing security policies by structuring permissions in a way that
aligns with operational needs, regulatory requirements, and security best practices.
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A robust access control strategy incorporates principle-based security measures, such
as:

Least Privilege Granting users only the minimum level of access necessary to perform
their tasks.

Separation of Duties Ensuring that critical tasks require multiple individuals to prevent
fraud and errors.

Context-Aware Access Factoring in real-time conditions such as user location, device
type, and access patterns to refine security decisions.

In modern environments, access control extends beyond traditional on-premise systems
to cloud-based infrastructures, mobile devices, and third-party integrations. As organi-
zations evolve, they often adopt dynamic access control strategies that rely on continu-
ous monitoring, risk-based authentication, and adaptive permissions to enhance security
without compromising usability.

4.4 Possession in the Current Information Security
Landscape

To understand commonalities between the proposed models, we categorized them ac-
cording to the principles from the Parkerian Hexad. Table 4.1 shows the resulting
categorization of all models discussed in Section 4.3. A number of additional models
have been added to the table to expand on the categorization and emphasize the point
of strong overreliance on the objectives of the CIA Triad.

This lack of consideration for objectives that lie outside the scope of the CIA Triad are an
observation that has been criticized before (see Section 4.1). While almost all provided
models address the CIA’s objectives, the Hexad’s objectives are sparsely considered –
if at all. Apart from the Parkerian Hexad, which has been proposed out of critique of
this realization, possession is only considered explicitly by access control models. Here
possession plays a crucial role in terms of identifying and authorizing users and systems
through the ownership of factors as trust-anchors (e.g., ID cards, passwords, tokens
etc.). This strong connection to possession as a requirement uncovers the problem with
adhering to the CIA Triad alone. The model cannot express this underlying requirement
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CIA Triad 3 3 3

Parkerian Hexad 3 3 3 3 3 3

STRIDE 3 3 3 3

MITRE ATT&CK 3 3 3 3

NIST CSF 2.0 3 3 3 3 3

OCTAVE 3 3 3 3 3

Zero Trust 3 3 3

Bell-LaPadula Model 3 3

Biba Integrity Model 3 3

Access Control 3 3 3 3

Table 4.1: List of all patterns provided in Chapter 4. The patterns have been ordered
according to their corresponding principle from the Parkerian Hexad (i.e., (i)
Confidentiality, (ii) Possession, (iii) Integrity, (iv) Authenticity, (v) Availabil-
ity, and (vi) Utility).

of possession, which emphasizes the short-comings of the approach of following the CIA
Triad exclusively.

We did include OCTAVE, Zero Trust, the Bell-LaPadula- and Biba Integrity models,
and the access control mechanisms in this table to emphasize the point of missing con-
sideration for the concept of possession. However, we will not consider these any further
in the coming chapters. These models are well regarded in information security, but are
either too broadly scoped or simply lack the requirements based approach that we want
to explore in this thesis.

4.5 Discussion

In this chapter, we presented an overview of commonly implemented information secu-
rity models. We provided background on their ideas, objectives and goals as well as a
categorization according to CIA and Parkerian Hexad. During the categorization of the
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models, we could show that while the CIA is considered by all models, the Parkerian
Hexad is not. Especially the objective of possession is only considered by the Hexad
itself and access control mechanisms, which by definition rely heavily on possession of
identifying factors.

33



5 Embracing Possession as Security
Goal to Improve Existing Models

As discussed in Chapter 3, the concept of possession is a crucial part in many security
oriented domains, but its application within existing information security models remains
lacking. To test this hypothesis, we incorporated the concept into a number information
security models and discuss its implication on the models, to show how the adoption can
improve on the existing landscape of models.

This chapter explores the extension how the concept of possession might be integrated
into frameworks, examining potential benefits implications. By discussing its impact,
we try to better understand whether and how possession can enhance current modeling
approaches.

5.1 Proposing a Possession-Aware Security Model

Taking possession explicitly into consideration, can improve security solutions in organi-
zations. In this section we want propose a possession aware information security model
that showcases the implications for the current information security landscape. Basically,
the concept follows the idea of identifying critical assets that shall be monitored using
possession-aware tracking, allowing to step in in case there are unauthorized possession
changes. The proposed model consists of four steps that ensure that an organization can
assess and classify assets, implement possession monitoring, and appropriate responses
to possession-violations (e.g., when a ressource has changed possession without explicit
authorization).

1. Possession Based Asset Classification Identify critical assets that require posses-
sion tracking (e.g., credentials, encryption keys, sensitive data etc.). Each identi-

34



5 Embracing Possession as Security Goal to Improve Existing Models

fied asset must then be classified, resulting in a set of conditions under which a
user may be allowed to gain possession of the asset in question.

2. Possession Verification Tools Implement device-based authentication to explicitly
(e.g., hardware tokens, TPM-based identity verification). Geofencing and biomet-
ric authentication may be used to enforce physical possession constraints identified
in step 1.

3. Monitoring and Detecting Possession Violations Deploy real-time monitoring solu-
tions such as Security Information and Event Management (SIEM)12 that flag un-
expected possession transfers. Behavioral analytics may be used to detect unusual
access and usage patterns to identify possession shifts (e.g., an employee accessing
files from a foreign data center they usually don’t need).

4. Automating Possession-Based Responses Implement automated possession recla-
mation (e.g., revoking stolen admin keys or certificated on detection). Enable
smart quarantine—suspicious possession events trigger containment (e.g., locking
a laptop with leaked credentials remotely).

Identifying critical assets should not be a big change when other security frameworks
have already been applied and implemented. Thus, this step should be relatively easy to
incorporate in the already existing frameworks. What changes though is the classification
step, where assets now not only have to be classified according to their security level, but
also by how easily they can change possession without prior authorization. It is relatively
easy to gain unauthorized possession of a small portable device such as a smartphone
or a notebook, but gaining physical possession to a server positioned in a high-security
facility is much more difficult. This has to be taken into consideration.

Implementing possession verification tools and methods allows an organization to au-
thenticate who can – and does – gain possession of an asset or where an asset is currently
positioned. Using Trusted Platform Modules and hardware tokens for this is by itself
already a possession based approach that allows to cryptographically verify who gains
possession of an asset. This is especially useful for smaller digital assets that change
possession frequently – but can also be added to saves or such devices that contain an
asset by itself. Applying the idea of Zero-Trust, for example, could accomplish this as

1https://www.ibm.com/think/topics/siem
2https://www.microsoft.com/en-gb/security/business/security-101/what-is-siem
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well, requiring users and systems to authorize each time they access any assets. Geofenc-
ing on the other hand could be used to check the possession of very large mobile assets
(e.g., trucks, airplanes, or ships) that change possession when changing position.

After identification, classification, and the implementation of verification tools, the now
accessible possession information must be monitored. Here, Monitoring solutions must
be implemented that enable the continuous monitoring of the classified assets, issuing
notifications about unauthorized or unexpected changes of possession. This might be
triggered by explicit- (e.g., a smartphone that changed possession) or implicit changes of
possession (e.g., a container was moved out of its geofenced area). Any such change must
be recognized to be able to act accordingly, by triggering explicit counter-measures.

Any such counter-measures that can be triggered must be well-defined in advance and
allow to mitigate any (further) damage that may result from the unauthorized change in
possession. In case certificates, encryption-keys and the-like have been leaked, revocation
mechanisms have to be triggered to render the leaked assets useless for anyone that
currently possesses them. Unauthorized possession changes to assets located on cloud-
infrastructures may be countered by locking the assets (if even only for the current user).
This could even be done temporarily or proactively to delay any attacker in its steps.
These counter-measures are very much dependent on the type of the asset and must be
identified in accordance to the asset itself to ensure an appropriate reaction to any such
situation.

5.2 Applying Possession to Existing Security Models

We now want to take a step back and try to apply these ideas to the three most commonly
used frameworks from Section 4.3 STRIDE, MITRE ATT&CK, and NIST CSF 2.0.
Both models aim to proactively identify threats and assess them following predefined
terminology and rules. By explicitly considering possession in these frameworks we
extend and show how these could be improved upon using such extension.

5.2.1 STRIDE

The STRIDE model aims to identify and assess threats that occur through violating
a set of existing security objectives. It currently does not however, explicitly consider
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possession as an objective that has to be taken into consideration, leaving gaps in the
resulting security assessment. Introducing possession to the model could be done by
introducing a new threat category “Possession Violation” or (P) – moving from STRIDE
to STRIPED, resulting in a more holistic assessment. This explicit extension of the
framework could improve the three STRIDE categories: (i) spoofing, (ii) information
disclosure, and (iii) Elevation of Privilege.

Both spoofing and elevation of privilege are currently considered by STRIDE, address-
ing unauthorized access of assets. Cases where an attacker legitimately appears to have
access even if they don’t, are unconsidered risks that result in gaps that could be ex-
ploited. Taken the case that Multi-Factor-Authentication (MFA) [24] is implemented
and enforced as a countermeasure for spoofing, there still is the risk of stolen or leaked
credentials that are currently not considered or uncovered by the framework. By ex-
plicitly considering possession, such an incident could be recognized and appropriate
countermeasures could be rolled out, i.e., by introducing mechanisms for revoking such
leaked credentials or passwords.

Information Disclosure focuses on the unauthorized reading of data, but possession would
address cases where attackers obtain data they are not cleared to access, even without
immediate disclosure. For example, in a ransomware attack [9], assets could have been
exfiltrated, and not yet published, since the overall goal would be to extort the attacked
organization. By considering possession explicitly, any such asset could be prepared
for this case by applying encryption to them, rendering the exfiltrated assets unusable
without the possession of the decryption key. In this case, the attacker may have been
successful in obtaining the assets, but extortion is off the table since the exfiltrated data
poses no immediate risk.

5.2.2 MITRE ATT&CK

Applying Possession to the MITRE ATT&CK framework, aligns closely with techniques
involving data exfiltration, credential dumping, and ransomware deployment. Key tac-
tics and techniques that impact possession include: (i) Exfiltration (TA0010), (ii) Cre-
dential Access (TA0006), (iii) Impact (TA0040), or (iv) Collection (TA0009). Techniques
like automated exfiltration directly affect possession because data is moved to an exter-
nal attacker-controlled system. OS credential dumping affects possession by allowing
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attackers to take control of authentication secrets, enabling unauthorized access with-
out immediately violating confidentiality. Data encrypted for impact is a good example
where an attacker disrupts possession by encrypting data, making it unusable for the
rightful owner, even if confidentiality isn’t breached.

This shows that the MITRE ATT&CK framework does consider attacks that are leverage-
, or are based on the concept of possession – but it does so implicitly. Taking the concept
into consideration explicitly, could significantly improve upon the proposed counter-
measures.

For example, exfiltration attacks allow an attacker to gain access to confidential data.
The framework proposes solutions such as network monitoring, endpoint security and
data controls, or access management as mitigation strategies for this class of attacks.
If the concept of possession would be explicitly addressed, more holistic approaches
to this could be proposed – for example, encrypting the owned asset, in combination
with regular backups. In case an attacker gains access to the secured access through
an exfiltration attack, the contained information would stay in possession of the owner,
who could simply close the gap and recover the systems from a previous backup.

Credential access refers to adversary techniques used to steal authentication credentials
such as passwords, hashes, or tokens. For this, techniques such as OS credential dumping,
brute force, and stealing password stores enable attackers to gain unauthorized access
to systems. Applying the concept of possession would allow maintaining control over
credentials even if they are stolen. Enforcing multi-factor authentication would ensure
that stolen credentials alone are not sufficient for access, while hardware security modules
(HSMs) and secure enclaves allow storing credentials in a way that prevents exfiltration
alltogether. Thus, integrating possession-based security measures can limit the impact
of credential theft, ensuring that even if credentials are compromised, they cannot be
easily used by attackers.

Impact refers to adversary techniques that disrupt, degrade, or manipulate data and
system availability. Techniques like data destruction or data encryption for impact
(ransomware attacks) enable attackers to render systems unusable or compromise data
integrity. Possession can be applied to strengthen defenses against these impact attacks.
For example, immutable backups and air-gapped storage can be solutions that ensure
that data remains recoverable even if ransomware encrypts live systems (i.e., the control
of the data is retained). Endpoint and server rollback capabilities (e.g., snapshot-based
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recovery) help organizations maintain possession of their data even after a destructive at-
tack. Strict access controls and just-in-time privileges prevent adversaries from obtaining
the permissions necessary to alter or delete critical data. Additionally, write-protected
configurations and hardware security features (e.g., Trusted Platform Modules) can pre-
vent unauthorized system modifications.

Collection refers to adversary techniques used to gather sensitive information before
exfiltration. Screen capture, input capture (keylogging), and email collection enable
attackers to harvest valuable data from compromised systems. Applying possession can
strengthen the defenses against Collection by implementing Data Loss Prevention (DLP)
tools that can prevent unauthorized processes from copying or modifying sensitive data.
Again, hardware-based security solutions, such as Trusted Platform Modules (TPMs)
and secure enclaves, can ensure that certain data remains inaccessible even if an attacker
gains system access. Finally, encrypting stored files and disabling clipboard/screenshot
capabilities for sensitive applications can prevent attackers from easily capturing data.

5.2.3 NIST CSF 2.0

The NIST CSF 2.0 is designed around six core functions, of which possession is none.
Explicitly considering possession could improve the framework by improving detection
for the existing functions.

The identify, and govern functions, for example currently deal with asset management
and governance but do not explicitly consider who has possession of any asset at a given
moment. Assets protection is often achieved by implementing a secure perimeter with-
out granular management of who should and is allowed to hold an asset. By introducing
the concept of possession to this, tracking mechanisms could be implemented that con-
tinuously verify who has control over these assets, improving both responsibility and
accountability. Tracking who owns an asset and who physically or logically controls
it at any given time, enables monitoring any potential security risk that is associated
with it. As an example: implementing such possession based monitoring for encryption
keys would allow registering any unauthorized access, allowing to trigger a revocation
mechanism of the key.

The protect function currently secures assets via access control, identity management,
and data security to ensure any data is protected. By extending this function with a
possession based access model, data could not only be secured against unauthorized
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access, but – depending on the implementation – also against disclosure in case the asset
has been leaked. For example, by implementing strong encryption and managing the
possession of keys using the govern functionality, asset protection could be improved,
even beyond the currently typical level.

The recover function focusses on ensuring business continuity and restoring normal oper-
ations. This function could be strengthened by introducing an asset repossession strategy
that handles plans for repossession of assets after they have been lost. Particularly in
cloud-based or ransomware scenarios assets have to be recovered (e.g., from backups) or
the systems have to gain control of backup databases to restore the typical operation of
the system. Any exfiltrated assets such as sensitive trade secrets, legal or contractual
documents, or user data should be invalidated during this step as well, which could be
achieved by a proper possession function.

5.3 Discussion

In this chapter we proposed a new possession-aware security model that considers pos-
session explicitly to achieve a holistic approach to information security. We also revisited
three information security models – STRIDE, MITRE ATT&CK, and NIST CSF 2.0 and
applied the concept of possession to them, aiming to close some gaps in the models.

The proposed possession-aware model shows that taking possession explicitly into consid-
eration can improve both the achieved security of the resulting implementation, as well
as the mechanisms to uncover ongoing or planned attacks. By monitoring who currently
has possession of assets, counter-measures can be implemented that ensure the security
of information and secured assets, while allowing to simplify existing measures.

Revisiting the three information security models has shown twofold: (i) there are gaps in
these models, and (ii) it does not require extensive shifts in existing information security
implementations. The gaps result from a strict emphasis on the traditional CIA model,
which has gaps in its view of information security. Especially that narrow scope and the
resulting generalization of the three objectives results in an incomplete picture of the
security situation that is to be determined. By applying possession as an objective to the
models, allows to broaden the scope of the models and to address security vulnerabilities
more holistically. Additionally, the extension has shown that applying this additional
objective from the Parkerian Hexad to the CIA-based models is simple. This is due to
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the close relation of both models, rendering the application of the objective straight-
forward. Thus, applying the objective of possession to existing security models is a clear
must for a holistic approach, that does not lead to problems during the process.
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While Possession-Aware information security can improve upon the existing landscape
of information security models, it is not without challenges and potential drawbacks.
In this chapter we want to discuss possible counterarguments to the possession-aware
extension, as well as possible limitations of the approach.

6.1 Counterarguments

In this section we propose several counterarguments arguing against the adoption of
possession-aware security. The resulting collection of arguments will then then be dis-
cussed later in this chapter.

Increased Complexity and Cost While possession-aware modeling may improve
security, it also requires additional tracking, verification mechanisms, and infrastructure
changes. These could introduce additional complexity during planning, implementa-
tion and operation phases, accompanied by higher costs. Especially the introduction
of additional required hardware can be a high cost-factor that might speak against the
adoption – this cannot be decided without knowledge of the environment the concept
shall be applied to.

Privacy Concerns Continuously tracking possession i.e., by monitoring device lo-
cations or user behavior, can be seen as privacy violation and be too intrusive for or-
ganisations to implement. Particularly the GDPR discussed in Section 3.3.1, but other
regulations as-well may be stopping the adoption of such monitoring approaches, favor-
ing the privacy of the individual more than the improved security. At its core, this is a
trade-off that must be evaluated before the concept can be applied.
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False Positives Possession of assets may change legitimately – and this may happen
frequently without any malicious intent. Users change devices, travel, or access data
in different contexts, which could trigger unnecessary false alarms and access denials.
This can result in vastly degraded service quality and velocity of processes, leading to a
serious reduction of profitability.

Possession Controls Can Still be Bypassed Possession is not a solution to all prob-
lems – information security (even if following possession awareness) is not a standalone
solution. Attackers could still compromise both credential- and possession verification,
for example by stealing a notebook with a hardware security module. Breaking into a
location, gaining access to the ressource directly, leads to a comparable outcome. Both
will enable attackers to bypass defenses that are possession aware, rendering them useless
even if thoroughly implemented.

Possession Monitoring May not be Feasible Not all assets are important enough
to justify possession-based approaches, especially in cases where the currently adopted
approach of following the CIA TRIAD results in good overall security. Due to the added
cost and performance impacts of the approach, standard, off-the-shelve solutions might
be enough. Especially organizations that rely heavily on legacy infrastructure that does
not support real-time possession monitoring (such as banks, for example), makes the
adoption of the approach difficult if not infeasible.

Access Control Bottlenecks By implementing yet another information security con-
cept, users are again, being restricted from accessing assets they are not authorized to
access. This may be impeding with the overall productivity of an organization, leading
to overall productivity degradation and in the worst case, loss of revenue.

6.2 Discussion

Following the counterarguments and limitations of the approach, we also found downsides
of using the possession-based approach. Most prevalent was the argument that the new
approach is infeasible to adapt for the use-case of an organization – be it because of
increased complexity or cost, or the added overhead that may not be justifyable by the
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benefits. These are all valid arguments that point to correct observations, however, they
can be applied to any of the existing models and frameworks as well. No added benefit
in information security comes free of cost, be it because it costs money or time, is risky
due to inherent dependencies, or because it adds overhead to possibly already blown out
processes.

Feasibility or achievability are two other concerns that address the concern of the addi-
tion being unnecessary, due to missing benefits or the infeasibility resulting from legacy
systems that may not be up for the new task. In case no assets could be identified that
would benefit from the approach, this is valid – if no assets need securing, we don’t need
to do anything about it. The case of legacy systems however, is one that uncovers a
more serious problem in our eyes: Such systems may have been outgrown by the moving
requirements that are required from them. This is not a problem of the possession-based
approach, but rather a problem of inactivity or missed updates of the infrastructure.

Privacy Concerns are posing a challenge that aims at the legislative duties of organiza-
tions. Regulative requirements such as the GDPR are in our eyes there for a reason and
must not be ignored – privacy is a valuable asset that each individual should be able to
keep. While this is on one side a hindering aspect, storing, safeguarding and managing
the resulting data is again a hard task that adds to the already existing problem of
information security. So this is a point where it must be weighed up against its benefits,
which should be outweighing this added overhead again.

Finally, the aspect of finding false-positives is one that does not really stand up against
the threats that may not be found if no monitoring would have been in place. Having
to deal with such false-positive notifications is necessary in our eyes, outweighing the
negative aspects of not monitoring at all.

Thus, leaving us with a strong argument for the approach in our eyes. All but one
argument are outweighed by the added benefits of the approach, while only a single
aspect – the privacy – is a given legislative duty that must be followed anyways. We
think that applying possession-aware information security models makes the original
approaches to information security more holistic and better suited for securing assets in
the long run.
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6.3 Discussion and Recommendation

In this chapter we have presented counterarguments against the approach of applying
possession-aware security, but were able to invalidate the majority of them in the discus-
sion. Most counterarguments – while valid in general – must be taken into consideration
during the planning and implementation phase, since they are trade-offs that need to be
evaluated specifically for the field of application. Since every system, organization, or
solution is different, it also poses different requirements and edge-cases that may cover
one or multiple of these counterarguments. Identifying and addressing all valid ones,
again, will result in a more holistic result that leaves less gaps in the security of assets.

Adopting possession-aware security in security models will pose many benefits in our
opinion. Added drawbacks and disadvantages of the approach are easily circumvented
or plain invalidated by the added benefits that we could already present in Chapters 5
and 6. The inclusion can thus leverage benefits of the concept of possession to increase
the security of assets in an organizations significantly. While this does not come without
cost, the impact can either be limited by cleverly applying the concept in different ways
to different problems, or be circumvented completely by rethinking the problem with
possession in mind.

To conclude, we want to propose a set of recommendations that can be followed when
possession-aware security shall be adopted. This can aid information owners and software
designers alike during the planning phase of information security in their organization.

1. Collect, review, and assess all related requirements. With every adoption
of information security mechanisms, requirements have to be collected beforehand,
so that the resulting security model that is applied meets the needs of the organiza-
tion. This step is no different from the adoption of any other information security
model, but has to be done also with possession-aware security, to rule out problems
with the resulting framework. Possession-aware security can be applied in many
facettes, that have to be tailored specifically to the needs of the organization as
well.

2. Combine multiple information security concepts to achieve a holistic
solution. For a holistic approach it is very important to apply not only a single
concept to secure assets, since this will leave gaps in the resulting information
security framework. Rather, it is important to leverage the benefits of as many
key elements as possible, to ensure a holistic assessment of risks, vulnerabilities
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etc.This allows to close gaps left by other concepts, while addressing more attack
vectors and vulnerabilities.

3. Address legacy systems and components. Legacy Systems are a problem
when applying new concepts, due to them often lacking extensibility and exchange-
ability of systems parts. In case of applying possession-aware security, it may be
beneficial to only monitor the legacy systems that don’t already explicitly consider
possession-aware information security modelling. This ensures that the overall
overhead introduced by monitoring is limited to those parts that cannot be easily
exchanged or extended, while still enabling the explicit adoption of possession in
the approach.

46



7 Conclusion and Future Work

The current landscape of information security frameworks and models is based on ideas
dating back to the beginning of information security from 1970’s. Most of the existing
landscape and even newly developed models derive their ideas from the CIA TRIAD
to explicitly address only three core security concerns – forming the de-facto standard.
Other models have emerged over the years, one of them being the Parkerian Hexad,
which was proposed in the 1990s because of this strong coupling to outdated ideas. The
Hexad proposed – besides others – the explicit consideration of possession to achieve a
more holistic and modern approach to information security that is up to its task.

Possession as a concept is the idea of physically holding or controlling an asset at any
given time and is achieved by controlling the asset physically (i.e., through safeguarding
a phone, HDD, etc.), or by digital means (i.e., through encryption, position monitoring,
etc.). This concept has not yet gained much attention in the landscape of information
security and was not yet considered by any of the widely accepted frameworks. Therefore,
we applied the concept of possession and both introduced a new approach to information
security, as well as extended existing frameworks with this additional concern.

With this thesis we provided an overview of the foundation of information security and
its evolution up to now, exploring the current landscape. We discussed and motivated
the concept of possession and considered its benefits and implications. We then explored
frameworks that applied or should have applied the concept of possession to provide addi-
tional information on the field. Then, we explored and discussed the current information
security landscape beginning with CIA and Parkerian Hexad, and ending with very spe-
cific authentication based models. We could apply this new knowledge and insights to
propose both a possession-aware framework that leverages the concept, as well as discuss
possible additions to existing frameworks and their benefits and implications.

Based on this work, we could demonstrate that possession has not been considered
adequately within the security landscape. This lead to serious gaps in the current in-
formation security solutions. The frameworks which we extended with the concept of
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possession could assess and prepare for threats in a much more holistic fashion, while
still achieving the already known level of safetly and security. All in all, we could show
that considering possession in the security landscape results in benefits across the board
with very minor drawbacks. This makes it especially useful in the increasingly dis-
tributed world we currently live in to address security concerns which are present in all
organizations.

7.1 Future Work

While this thesis has explored the role of possession in information security, several areas
remain open for further research. We want to collect these unexplored fields for future
work, to enable readers to revisit the field.

1. The number of frameworks that are extended by the concept of possession could
be expanded on. This could improve upon the existing security landscape by
adopting the concept more broadly and possibly emphasize the importance while
simultaneously showing the lack of adoption.

2. Finding more missing concepts that have been proposed by other frameworks and
researchers. Since in this thesis only the concept of possession has been addressed,
the resulting view of the landscape is limited and could be expanded upon. For
example, Parker also proposed the concept of utility in his Hexad, aiming at the
usability of Assets during and after reacting to threats. This concept has also not
been considered widely, while it could pose a valuable addition to existing security
models. Other researchers may have proposed new concepts as well, which are not
considered in this thesis either, leaving room for further research.

Future research could build upon this list and expand upon our findings. Expanding on
these areas could contribute to understanding and finding more comprehensive solutions
in information security.
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