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struktion, indem eine praktische Implementierung mit qiskit entwickelt wird. Durch

experimentelle Tests dieser Implementierung stellen wir fest, dass die vorgeschlagene

Konstruktion für unklonbares Secret Sharing die Funktionsanforderungen eines allge-

meinen Secret-Sharing-Schemas erfüllt und dass ihre Unklonbarkeitseigenschaft gegen

ausgewählte Angri�e bestand hat.
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Abstract Quantum mechanics and speci�cally the no-cloning theorem o�er the stimu-

lating possibility of creating a new family of cryptographic primitives with the property
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of unclonability. In conjuction with secret sharing, this approach led to the theoretical

construction of unclonable secret sharing, a promising result that limits the probabi-

lity that shares of a secret lead to two simultaneously correct reconstructions of the

secret. This work investigates this construction by designing a practical implementation

with qiskit. By experimentally testing this implementation, we �nd that the proposed

construction for unclonable secret sharing satis�es the functionality requirements of a

general secret sharing scheme and that its unclonability property holds against selected

attacks.

iv



Inhaltsverzeichnis

Abbildungsverzeichnis vii

Tabellenverzeichnis viii

Abbreviations ix

1 Introduction 1

1.1 Motivation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1

1.2 Objective . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2

1.3 Structure . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

2 Fundamentals of quantum computing 5

2.1 Qubits . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

2.2 Quantum gates . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7

2.3 No-cloning theorem and entanglement . . . . . . . . . . . . . . . . . . . . 8

2.4 Quantum measurement . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10

3 Fundamentals of secret sharing 13

3.1 Notation and preliminaries . . . . . . . . . . . . . . . . . . . . . . . . . . . 13

3.2 Advancements in secret sharing . . . . . . . . . . . . . . . . . . . . . . . . 14

3.3 Unclonable Secret Sharing . . . . . . . . . . . . . . . . . . . . . . . . . . . 15

3.4 Constructing USS . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 17

4 Implementation 19

4.1 Simulating quantum computers . . . . . . . . . . . . . . . . . . . . . . . . 19

4.2 Quantum computing framework . . . . . . . . . . . . . . . . . . . . . . . . 21

4.3 Components of a Qiskit program . . . . . . . . . . . . . . . . . . . . . . . 24

4.4 Design . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27

4.4.1 Share phase . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 28

4.4.2 Reconstruction phase . . . . . . . . . . . . . . . . . . . . . . . . . . 30

v



Inhaltsverzeichnis

5 Testing 34

5.1 Functionality testing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34

5.1.1 Shares generation . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35

5.1.2 Error Handling . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 38

5.1.3 Reconstruction correctness and consistency . . . . . . . . . . . . . 39

5.1.4 Automated tests results . . . . . . . . . . . . . . . . . . . . . . . . 39

5.1.5 Information leak . . . . . . . . . . . . . . . . . . . . . . . . . . . . 40

5.2 Unclonability Testing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 44

5.2.1 Di�erence from original adversarial model . . . . . . . . . . . . . . 45

5.2.2 Practical testing . . . . . . . . . . . . . . . . . . . . . . . . . . . . 47

Literaturverzeichnis 50

A Appendix 53

A.1 Quantum Teleportation . . . . . . . . . . . . . . . . . . . . . . . . . . . . 53

A.2 Content of the DVD . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 54

Declaration of Authorship 56

vi



Abbildungsverzeichnis

2.1 Quantum gates . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8

2.2 Complete circuit for quantum teleportation. Qubits q0, q1 belong to Alice,

q2 to Bob . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10

4.1 Quantum computing stack . . . . . . . . . . . . . . . . . . . . . . . . . . . 19

4.2 Wiring of IBM's QPU Quebec. From https://quantum.ibm.com/se

rvices/resources?system=ibm_quebec, retrieved December 2024 . 21

4.3 Activity diagram of the sharing phase . . . . . . . . . . . . . . . . . . . . 32

4.4 Activity diagram of the reconstruction phase . . . . . . . . . . . . . . . . 33

5.1 Number of instances where t′ = t . . . . . . . . . . . . . . . . . . . . . . . 42

5.2 BB84 cloning game . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 46

5.3 Percentage of succesful reconstructions with cloned shares . . . . . . . . . 48

5.4 Comparison between B and C reconstructions in the teleportation strategy 48

vii

https://quantum.ibm.com/services/resources?system=ibm_quebec
https://quantum.ibm.com/services/resources?system=ibm_quebec


Tabellenverzeichnis

1.1 Functional requirements of USS . . . . . . . . . . . . . . . . . . . . . . . . 3

4.1 Share preparation operations . . . . . . . . . . . . . . . . . . . . . . . . . 29

5.1 Functional Requirements of Share and Reconstruct Functions in Secret

Sharing Schemes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35

5.2 Test result of secrets.randbits() . . . . . . . . . . . . . . . . . . . . 36

5.3 Succesful reconstructions when t ̸= t′, 0 strategy . . . . . . . . . . . . . . . 42

5.4 Succesful reconstructions when t ̸= t′, Random strategy . . . . . . . . . . 43

5.5 Succesful reconstructions from randoms subsets of shares including ρn . . 44

5.6 Teleportation strategy results . . . . . . . . . . . . . . . . . . . . . . . . . 47

viii



Abbreviations

QM Quantum Mechanics.

SS Secret Sharing.

USS Unclonable Secret Sharing.

ix



1 Introduction

1.1 Motivation

The convergence of quantum mechanics and computer science into the �eld of quantum

computing has, ever since its birth, been a double-edged sword for cryptographers.

On the one hand, the laws of quantum physics have been employed to create crypto-

graphic primitives of information-theoretical security, that contrast all the cryptographic

systems that rely, for instance, on one-way functions and whose security proof is depen-

dent on the ever-so-problematic problem of P = NP ,[9] and hardness assumptions, thus

sparking the �eld of quantum cryptography. On the other hand, the power of quantum

computing allowed for a prospective demolition of some of classical cryptography's pil-

lars.

Even if conceived as early as the late 1960s with Wiesner's "Conjugate Coding"[29], only

published in 1983, quantum cryptography established itself after Bennett and Brassard's

paper on secure quantum key distribution was published, [3]. Since then quantum cryp-

tography has kept improving on the foundations laid by BB84, trying to overcome the

many technical obstacles on the way to security and by expanding to other cryptographi-

cal �elds, such as quantum digital signatures. On the other hand, quantum computing

also enabled advancements in the resolution of number-theoretic problems on which the

security of certain widely employed cryptographic primitives relied. Speci�cally, when

Shor provided a quantum polynomial-time solutions to the integer factorization pro-

blem, the discrete logarithm problem and the elliptic curve discrete-logarithm problem,

he rendered RSA, Di�e-Hellman key-exchange and elliptic curve cryptography useless if

faced by a su�ciently powerful quantum computer [25]. Quantum computing also had a

signi�cant impact on secret sharing, a cryptographic primitive allowing distribution of a

secret to a set of parties, in a way that prevents them from gaining any information on

the secret unless a certain amount or con�guration of their partial information is pooled.

Secret sharing is a �eld of cryptography that is not threatened by quantum computers,
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1 Introduction

as quantum-safe secret sharing schemes exist; it can instead be improved by employing

quantum computing tools, in order to overcome weaknesses of classical secret sharing.

Speci�cally, promising results have been recently published introducing a so-called un-

clonable secret sharing scheme (sometiems abbreviated in USS) [1]. The promise of these

scheme is to distribute a secret through quantum shares and limit the probability that

two parties, who have gained possession of the necessary shares, could both reconstruct

the correct secret. Although promising, this approach is yet vastly unexplored

1.2 Objective

This work stems from Ananth et al. initial research in the �eld of unclonable secret sha-

ring, [1]. Their work provides the foundations for building secret sharing schemes that

prevent the share-receiving parties from creating local clones of their share that can be

employed by adversaries for recovering the secret; additionally, it connects USS with

other relevant problems in cryptography and quantum computing, such as unclonable

encryption and instantaneous non-local computation.

Results are achieved proving possibility or impossibility of both information-theoretic

and computational unclonable secret sharing scheme depending on quantum resources

available for adversaries and, when possible, a construction of an unclonable secret sha-

ring scheme is provided.

The main goal of this work is to extend the theoretical results of Ananth et al. by pro-

viding an implementation of the construction they propose for unclonable secret sharing

against adversaries equipped with limited quantum resources, in the form of entangle-

ment.

The �rst objective is to produce a functional implementation by using IBM's library

qiskit, that introduces Python-based tools to write code for quantum computers and

simulate its execution.

Through this implementation, we aim at experimentally testing whether unclonable se-

cret sharing sati�es both the functional requirements of any secret sharing scheme and

the unclonability property.

More precisely, our objective is �rst to verify that the proposed USS primitive satis�es

the functional requirements speci�ed in table 1.1. The testing procedure is detailed in

section 5; generally, we de�ne the expected behaviour of the program and then validate

it through either automated tests or manual tests aided by data analysis.
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1 Introduction

REQ1 Generate shares correctly

REQ2 Generate uniformly distributed shares

REQ3 Handle uncorrect inputs appropriately

REQ4 The secret is correctly reconstructed from a valid set of shares

REQ5 The reconstruction procedure has consistent outputs for the same inputs

REQ6 Subsets of shares do not leak information about the secret

Tabelle 1.1: Functional requirements of USS

Furthermore, our goal is to test the unclonability property of the proposed constructi-

on. To accomplish this purpose we subject our implementation to two attack strategies

that might be enacted by adversary parties. These strategies deviate from the boundari-

es set by the original paper, since they interfere with the scheme's proper functionality

through share destruction, but they nonetheless constitute a basis for unclonability tes-

ting. Through these experiments, we aim to demonstrate that the probability of two

attackers both reconstructing the secret correctly is upper-bounded by 1
2 plus a negligi-

ble term.

1.3 Structure

The work starts from chapter 2, providing an introduction to quantum mechanics and

quantum computing. Here the basic concepts of quantum mechanics are presented, such

as state representation and measurements, quantum computing is introduced with quan-

tum logic gates and quantum phenomena of high relevancy for cryptography are presen-

ted.

Chapter 3 goes over the fundamental notions of secret sharing and an overview of the

secret sharing schemes landscape is discussed. Then, unclonable secret sharing is formal-

ly de�ned and results on its theoretical existence and security are presented; �nally, a

construction of unclonable secret sharing is described.

Chapter 4 is dedicated to discussing the implementation details of USS. It generally

addresses the main challenges and paradigms in simulation of quantum computers on

classical machines. To follow, it provides an account of the main design decisions taken

in constructing a practical implementation of unclonable secret sharing.

3



1 Introduction

Chapter 5 details the validation process of the implementation. It speci�es the functional

requirements of a secret sharing scheme and the testing strategy to verify that our im-

plementation satis�es them, then it describes adversary con�gurations that demonstrate

the unclonability property of the USS scheme.

4



2 Fundamentals of quantum computing

Unclonable secret sharing is built from the fundamental concepts of quantum computing,

therefore familiarity with the framework of quantum mechanics is needed to understand

its implementation and functionality.

This chapter outlines the required concepts, as a preliminary to USS itself. The content

is primarily based on [22], which provides a detailed account of quantum information

theory and computation.

2.1 Qubits

The fundamental information-carrying unit in quantum computing is the qubit, the quan-

tum counterpart of the bit. A bit is a simple object whose state is either 0 or 1 at any

given time, while a qubit can be in a superposition of two basis states and this is formally

represented by equation 2.1

|v⟩ = α |0⟩+ β |1⟩ (2.1)

where |0⟩ and |1⟩ are the so called computational basis states.

This formulation of the state of a qubit is in fact equivalent to stating that a qubit is a

vector in a two-dimensional complex vector space, whose basis is {|0⟩, |1⟩}. This space
is called Hilbert space and denoted by Hn with n being the number of dimensions.

In general (in�nite-dimensional case), a Hilbert space is more than a complex vector

space, but a �nite-dimensional Hilbert space is equivalent to a complex vector space

with inner product 1.

In the classical notation of linear algebra, using column vectors, |0⟩ and |1⟩ represent the
canonical basis of H2, thus

|0⟩ =
(
1

0

)
|1⟩ =

(
0

1

)
(2.2)

1[22] pag. 66
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2 Fundamentals of quantum computing

and therefore a general qubit of form 2.1 has matrix representation

|v⟩ =
(
α

β

)
(2.3)

Another fundamental di�erence between bits and qubits is in the behaviour when mea-

sured. Anytime a bit is measured, its state is always known, but when measurement on

a qubit is performed the result is 0 with probability |α|2 and 1 with probability |β|2,
and naturally |α|2 + |β|2 = 1 must always hold true; additionally and importantly, the

state of the qubit is changed after the measurement, becoming |0⟩ if the measurement

result was 0 and 1 otherwise; this behaviour of qubit, sometimes referred to as collapse,

makes it impossible to even approximate α and β with multiple measurements on the

same qubit.

Quantum computation requires operating on systems of multiple qubits. In linear alge-

bra, the way to combine two vector spaces is the tensor product and this works for Hilbert

spaces too, therefore a system of two qubits, whose states are vectors respectively in Hil-

bert spaces H1 and H2, will have state space H1 ⊗ H2. The elements of H1 ⊗ H2 are

linear combinations of tensor products of elements |v⟩ ⊗ |w⟩, |v⟩ ∈ H1, |w⟩ ∈ H2.

Tensor product respects two properties:

� |v⟩ ⊗ (|u⟩+ |w⟩) = (|v⟩ ⊗ |u⟩) + (|v⟩ ⊗ |w⟩)

� α |v⟩ ⊗ |w⟩ = |v⟩ ⊗ α |w⟩ = α(|v⟩ ⊗ |w⟩)

The tensor product of two vectors in H2 is then:

|v⟩ ⊗ |w⟩ = (α |0⟩+ β |1⟩)⊗ (γ |0⟩+ δ |1⟩) (2.4)

= αγ |0⟩ ⊗ |0⟩+ αδ |0⟩ ⊗ |1⟩+ βγ |1⟩ ⊗ |0⟩+ βδ |1⟩ ⊗ |1⟩ (2.5)

= αγ |00⟩+ αδ |01⟩+ βγ |10⟩+ βδ |11⟩ (2.6)

Where |a⟩ ⊗ |b⟩ is written as |ab⟩, as conventional in QM notation. By rewriting the the

coe�cients in 2.6, the most common representation of the state of a two qubit system

follows:

|ψ⟩ = α |00⟩+ β |01⟩+ γ |10⟩+ δ |11⟩ (2.7)

As an anticipation of section 2.3, it should be said that, not every two-qubit state can

be expressed as a tensor product of two individual qubit states: in this case, the state is

said to be entangled.
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2 Fundamentals of quantum computing

2.2 Quantum gates

The concept of quantum computation is to map a classical problem to a set of quantum

operations that create a state that can be measured and produces a result that represents

the solution to the problem; similarly to classical logic gates, operations in the quantum

computing setting are represented by quantum logic gates.

Mathematically quantum gates are n × n matrices, with varying dimensions depending

on the operation they perform: one-qubit gates are 2 × 2 matrices, two-qubit gates are

4× 4 matrices and so on. There is one constraint, and that is to be linear operators.

Some quantum gates can be conceptually comparable to classical gates, for instance the

quantum NOT gate. The matrix representation of of NOT, also denoted by X, is

X =

(
0 1

1 0

)
(2.8)

recalling 2.1, we can write

|v⟩ =
(
α

β

)
(2.9)

and then describe the action of NOT, with a matrix-vector multiplication

NOT(v) = X |v⟩ =
(
0 1

1 0

)(
α

β

)
=

(
β

α

)
(2.10)

The gate X is part of a set of four gates, called Pauli matrices, that often recur in

quantum computation.

I =

(
1 0

0 1

)
X =

(
0 1

1 0

)
Y =

(
0 i

−i 0

)
Z =

(
1 0

0 −1

)
(2.11)

Generally, every n × n matrix is a valid operation on qubits, as long as it satis�es one

property: recalling that, for a state in the form 2.1, |α|2+|β|2 = 1, this has to be preserved

by the operation on that qubit; this is true for every operation U that satis�es UU † = I;

U † is called adjoint and it is U transposed and complex-conjugated.

In addition to the Pauli matices, a recurring 1-bit gate in quantum computation is the

Hadamard gate, with matrix representation

H =
1√
2

(
1 1

1 −1

)
(2.12)

7



2 Fundamentals of quantum computing

H puts a qubit in either of the computational basis states in superposition of them,

speci�cally by mapping |0⟩ to |+⟩ = (|0⟩ + |1⟩)/
√
2 and |1⟩ to |−⟩ = (|0⟩ − |1⟩)/

√
2;

{|+⟩ , |−⟩} constitutes an alternative basis for the Hilbert space, known as x-basis. The

Hadamard gate is also fundamental in creating entangled qubits, that have many practical

applications.

Another commonly employed quantum gate is the controlled not, or CNOT gate. CNOT

is a two-qubit gate that �ips the target qubit if the control qubit is 1 and its matrix

representation is

CNOT =


1 0 0 0

0 1 0 0

0 0 0 1

0 0 1 0

 (2.13)

The action of CNOT can be synthetised in |a, b⟩ → |a, a⊕ b⟩. By applying an Hadamard

Abbildung 2.1: Quantum gates

gate to one qubit, and then a CNOT gate with this qubit as control, and another as target,

a pair of entangled qubits is created.

Figure 2.1 sums up the matrix representation of the main quantum gates and their

corresponding graphical representation in circuits.

2.3 No-cloning theorem and entanglement

One of the strengths of quantum computing is the exploitation of properties of particles

that would be indescribable under the assumptions and formalism of classical physics,

but that are explained by quantum mechanics: these properties include the impossibility

8



2 Fundamentals of quantum computing

to clone a qubit and the entanglement between two or more qubits.

One of the fundamentals of quantum mechanics is the no-cloning theorem, expressing the

impossibility to copy an arbitrary and unknown quantum state. This section provides an

overview of the idea behind principle; a detailed proof can be found in [22]2.

When cloning a qubit, we start with |v⟩ = α |0⟩ + β |1⟩ and another qubit that would

store the copy of |v⟩, initialiazed as |0⟩: as a two-qubit system is therefore composed, its

state can be written as

|v⟩ |0⟩ = α |00⟩+ β |10⟩ (2.14)

If a CNOT gate was applied to this state it would result in the following state:

CNOT(α |00⟩+ β |10⟩) = α |00⟩+ β |11⟩ (2.15)

If the qubit to copy was in state |0⟩ or |1⟩, the system would successfully produce two

qubits in the same state, because CNOT |00⟩ = |00⟩ (α = 1, β = 0) and CNOT |10⟩ =

|11⟩ (α = 0, β = 1). Nevertheless, this represents only a special case of qubit cloning: this

copying circuit, when given a generic |v⟩ results in |v⟩ |v⟩ that, when expanded, equates

to

|v⟩ |v⟩ = α2 |00⟩+ αβ |01⟩+ αβ |10⟩+ β2 |11⟩ (2.16)

This expression is, in turn, equal to 2.15 only if ab = 0: this shows that cloning a qubit

is only possible when its state is either |0⟩ or |1⟩.
The other quantum phenomenon that is often exploited in quantum computing is that of

entanglement, that is the key to quantum teleportation. entanglement is the property of

a two(or more)-qubit system, whose state cannot be written as a tensor product between

two one-qubit states. For a more formal de�nition, let's look at equations 2.5 and 2.4 but

reversing our logic. First of all, rewrite 2.5 so that every term only has one coe�cient

|ϕ⟩ = α |0⟩ ⊗ |0⟩+ β |0⟩ ⊗ |1⟩+ γ |1⟩ ⊗ |0⟩+ δ |1⟩ ⊗ |1⟩ (2.17)

It is said that the state |ϕ⟩ is not entangled if four constants a, b, c, d exist such that

α |0⟩ ⊗ |0⟩+ β |0⟩ ⊗ |1⟩+ γ |1⟩ ⊗ |0⟩+ δ |1⟩ ⊗ |1⟩ = (a |0⟩+ b |1⟩)⊗ (c |0⟩+ d |1⟩) (2.18)

This is also called a separable state, with the opposite being an entangled state.

Entanglement between two qubits has consequences on their behaviour when measured,

by creating a correlation between the distinct measurements perfomed on the two qubits,

2Page 532
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2 Fundamentals of quantum computing

even when physically separated. This correlation is especially observable on the four two-

qubits entangled states known as Bell states: these are maximally entangled states and

this, in turn, implies perfect correlation upon measurement. The four Bell states can be

expressed concisely by

|βx,y⟩ ≡
|0, y⟩+ (−1)x |1, y⟩√

2
(2.19)

Entanglement is exploited for the operation known as quantum teleportation, that allows

a party(Alice) to teleport an unknown quantum state to another party(Bob) without a

quantum communication channel as long as they can pre-share a pair of entangled qubits

and a classical communication channel.

Essentially, quantum teleportation of qubit |ϕ⟩ is achieved by operating on Alice's two

qubits, �rst with a CNOT gate conditioned on |ϕ⟩ to be transmitted and then with H |ϕ⟩.
Then Alice measures her two qubit, obtaining two classical bits a, b and sends them to

Bob over the classical channel: at this point Bob has to apply ZaXb to his half of the

entangled qubits and this will be in state |ϕ⟩; note that, while it may seem otherwise,

the no-cloning theorem is not infringed because Alice's original qubit is collapsed by the

measurement and therefore only one qubit is left in state |ϕ⟩.
A more detailed explanation of quantum teleportation is included in the appendix.

q0 : • H •
q1 : H • •
q2 : •
c : /

3
0

��
1

��
2

��

Abbildung 2.2: Complete circuit for quantum teleportation. Qubits q0, q1 belong to Alice,
q2 to Bob

2.4 Quantum measurement

In section 2.1, the behavior of measures on a quantum system was brie�y described: in

this section a more detailed explanation will be provided, as this is of high relevance for

quantum cryptography.

As a preliminary, two operations on Hilbert spaces have to be introduced: the inner and

10



2 Fundamentals of quantum computing

the outer product.

The inner product between two vectors |v⟩ , |w⟩ in Hn space is denoted by ⟨v|w⟩ and, if
|v⟩ = {v1, . . . , vn}T , |w⟩ = {w1, . . . , wn}T with coe�cients written with regards to the

same basis , the inner product is calculated as

⟨v|w⟩ = (w∗
1, . . . , w

∗
n) ∗

v1. . .
vn

 (2.20)

where w∗
i is the complex conjugate of the i-th element of |w⟩. The result of the inner

product is thus a complex number.

For instance, let's de�ne |+⟩ = H |0⟩ = 1√
2
(|0⟩+|1⟩) = 1√

2

(
1 1

)T
and compute ⟨0|+⟩.

(
1 0

)
· 1√

2

(
1

1

)
=

1√
2
(1 · 1 + 0 · 1) = 1√

2
(2.21)

The outer product is instead denoted by |v⟩ ⟨w|, and by rules of matrix multiplication,

for two n-dimensional vectors, the result is an n ∗ n matrix whose elements are de�ned

as follows:

|v⟩ ⟨w| =


v1

v2
...

vn


(
w∗
1 w∗

2 · · · w∗
m

)
=


v1w

∗
1 v1w

∗
2 · · · v1w

∗
n

v2w
∗
1 v2w

∗
2 · · · v2w

∗
n

...
...

. . .
...

vnw
∗
1 vnw

∗
2 · · · vnw

∗
n

 (2.22)

To reuse the previous example, it is clear that

|0⟩ ⟨+| =
(
1

0

)(
1√
2

1√
2

)
=

(
1√
2

1√
2

0 0

)
(2.23)

These two operations are a key tool in describing the theory of quantum measurements.

As anticipated in section 2.1, quantum measurements have an e�ect on the state of

the system and this corresponds to them being described as operators: more precisely a

measurement is described by a set of operators Mm where m is the measurement result.

The fact that the probability of each di�erent outcome must sum to one is expressed by

the condition
∑

mM
†
mMm = I, with M †

m being the conjugate transpose of M.
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2 Fundamentals of quantum computing

The probability of outcome m when measuring qubit ϕ is determined by

p(m) = ⟨ϕ|M †
mMm|ϕ⟩ (2.24)

After measurement the system is left in state

Mm |ψ⟩√
⟨ψ|M †

mMm |ψ⟩
(2.25)

In the speci�c case of measuring on the computational basis, a measurement is represented

by two operators

M0 = |0⟩ ⟨0| =
(
1 0

0 0

)
M1 = |1⟩ ⟨1| =

(
0 0

0 1

)
(2.26)

Note that for both Mm =M †
m and M2

m =Mm holds true.

Considering this, it can be made clear why a qubit with state |ϕ⟩ = α |0⟩+β |1⟩ collapses
to |0⟩ with probability |α|2 and similarly for |1⟩.

p(0) = ⟨ϕ|M †
0M0|ϕ⟩ = ⟨ϕ| |0⟩ ⟨0| |ϕ⟩ = ⟨ϕ|0⟩ ⟨0|ϕ⟩ = ⟨0|ϕ⟩2 2.20

= |α|2 (2.27)

Mind that inner product is not generally commutative, but it happens to be for ⟨0|ϕ⟩;
with the same reasoning, it is straightforward to prove that p(1) = |β|2. By substituting

the appropriate expressions in 2.25, it is also explained why a system is left in state |0⟩
when the measurement result is 0 and equally for |1⟩:

M0 |ϕ⟩√
⟨ϕ|M †

0M0|ϕ⟩
=
|0⟩ ⟨0| |ϕ⟩
|α| =

α

|α| |0⟩ (2.28)

The term α
|α| is sometimes referred to as phase and it can be ignored in this case. The

corresponding result is trivial to prove for a measurement with result 1, leaving the

system in state |0⟩.
For cryptographic purposes, it is especially relevant when vectors in the x-basis(|+⟩, |−⟩)
are measured in the computational basis: as these vectors are in an equal superposition of

|0⟩ and |1⟩, a measurement has an equal probability of resulting in 0 or 1. This property

has been the cornerstone �rst of Wiesner's encoding [29], then of BB84 quantum key

distribution [3].
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3 Fundamentals of secret sharing

3.1 Notation and preliminaries

Secret Sharing is a cryptographic primitive with one speci�c aim: that is, a piece of

secret data has to be distributed between a set of parties and these parties can only

gain knowledge of this secret when a previously-established number of them combines

the partial knowledge they received at the start of the process.

This primitive has many real-world applications, some of which are listed next: joint

approval of decisions, for instance a board of directors coming together to approve a

decision, improving security of IoT networks, electronic voting, safeguarding a private

key by distributing it over di�erent physical components and many others.

Many implementations of secret sharing, or secret sharing schemes, exist. Generally,

secret sharing is described as a dealer distributing a secret s to a set of parties, denoted

by P = {P1, . . . , Pn} and only subsets of P who are considered quali�ed can reconstruct

s.

On a more formal level, what a scheme does is de�ning an access structure Γ ⊆ 2P ,

where 2P is the set of subsets of P and Γ represents all the authorized subsets in P;
additionally, an access structure is monotone if for A ∈ Γ and , A′ ⊇⇒ A′ ∈ Γ.

Existence of a secret sharing is subjugated to the monotony of its access structure [20].

A secret sharing scheme for a monotone Γ is summarized as two operations:

� share(s)→ σ1, . . . , σn that takes the secret s as input and outputs n shares

� reconstruct({σi}) → s′ that takes some shares as input and outputs s′ = s if and

only if {Pi} is an authorized set

Additionally, these two operations need to satisfy two constraints [20]:

� For every secret and every quali�ed set, reconstruct correctly retrieves the secret

with probability ≥ 1 minus negligible

13



3 Fundamentals of secret sharing

� The probability of reconstructing a correct secret from an unauthorized set of shares

is ≤ 1
n plus negligible

When an unauthorized group of shares reveals no information at all, it is said that the

scheme is perfectly private, a notion equivalent to information-theoretic security.

A subset of secret sharing schemes is composed of (k, n)-threshold secret sharing schemes,

where not all shares are required for reconstruction, but only k < n are.

To this group belong the �rst two, independently-developed and contemporary secret

sharing schemes: Shamir's secret sharing and Blakley's secret sharing, both relying on

two di�erent geometrical intuitions. Blakley's secret is a point in n-dimensional space

and the shares are (n-1)-dimensional hyperplanes [4]; Shamir, on the other hand, relies

on polynomial curves in two-dimensional space over a �nite �eld of a prime number:

considering that a curve of degree k − 1 is uniquely determined by k value, a random

polynomial is selected with the secret being its intersection with the y axis and the sha-

res being n random points on this curve. This intuition makes Shamir's secret sharing

perfectly private, as knowledge of k − 1 does not leak any information on the curve.

3.2 Advancements in secret sharing

Shamir's construction of secret sharing is information-theoretically secure; nonetheless,

oftentimes, real-world secret sharing applications require security guarantees that sha-

mir's scheme cannot provide. Think for instance of a setting where the dealer is dishonest

and distributes faulty shares or one where the distribution occurs over an insecure net-

work and an attack tampers with the shares, or an attacker trying to corrupt shares over

a long time frame to render a secret unaccessible: these are only some of the weaknesses

regular SS could be vulnerable to.

Over time, more advanced categories of secret sharing schemes have been designed as an

answer to the limitations of the �rst schemes when it comes to dishonest parties or spe-

ci�c types of attacker: in this section, we will concisely present some of these categories.

Firstly, imagine a situation where an adversary is able to control communications bet-

ween the parties and a reconstructing user: this attacker could interfere with the shares

being transmitted for reconstruction and derail the operations, resulting in a wrong secret

being retrieved even by an honest set of parties who believe they sent their non-faulty

shares.
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3 Fundamentals of secret sharing

It is said that a scheme is robust when even if t shares have been corrupted, the secret

can be reconstructed correctly as long as all the shares are submitted.

Another adversary con�guration could be one where the attacker corrupts communicati-

on between the dealer and the parties or the dealer itself is dishonest: this could lead to

some parties receiving a faulty share that excludes them from taking part in successful

reconstruction operations; as an countermeasure, some schemes allow parties to verify

the validity of their shares and are therefore named veri�able secret sharing schemes, a

notion �rst introduced by [6].

Secret sharing schemes could also be vulnerable to attackers operating over an extended

window of time, trying to gain knowledge of one share after the other rather than instant-

ly intervene during the distribution or the reconstruction phase; clearly, such security is

necessary for highly con�dential data. Schemes that enable a periodical or upon-request

renewal of shares without changing the secret are labeled proactive, with the �rst being

designed in [13]. Finally, we introduce a type of scheme that tries to tackle the same vul-

nerability unclonable secret sharing poses as a countermeasure to, namely the copying of

shares.

Imagine Alice has a secret that she wants to protect through secret sharing, so she gene-

rates some shares and wants to store them in some third-party storage space: in general,

irregardless of the property of the secret sharing scheme employed, copies of the shares

can always by kept by the storage providers; this, in turn, allows either the providers to

sell their copy to competitors or attackers to obtain each share from every provider.

In [12], traceable secret sharing is introduced as a SS primitive ensuring that, if the stora-

ge providers sell their shares to a third party, a proof of this fraud is inevitably produced

and therefore they should be deterred from such operation. Nonetheless, this feature of-

fers only limited guarantees as it does not prevent physically copying the shares and if

the buying party is not collaborating with Alice, it would be able to reconstruct the se-

cret anyway. It is precisely this problem that USS tries to solve with quantum computing.

3.3 Unclonable Secret Sharing

Similarly to traceable secret sharing, USS aims at overcoming the vulnerability innate to

classical secret sharing of the copying of shares, by exploiting quantum computing.

Previously, quantum computing had already been joined with secret sharing but either

with the aim of mirroring classical secret sharing for quantum information, [11], [21], or

15



3 Fundamentals of secret sharing

of ensuring no attacker intervenes during the distribution phase, [14], [19], now, the aim

is to split a secret through shares prepared in a a way that prevents external storage

providers from locally cloning their shares into two distinct sets, that both allow for

reconstruction.

Ananth et al., [1], introduce a general (t, n)-unclonable secret sharing scheme as two

operations:

� Share(1λ, 1n, 1t,m) → ρR1R2...Rn : n, λ are security parameters, m is the secret bit

string and t is the threshold value (ignored for n-out-of-n sharing); this operation

outputs registers R1, R2, . . . , Rn

� Reconstruct(ρR′
i1
, . . . , ρR′

it
): takes t shares R′

i1
, . . . , R′

it as input and outputs a secret

m̂

These operations must allow for correct secret reconstruction with probability 1 minus

negligible, formally:

Pr[Reconstruct(ρi1 , . . . , ρik) = m|(p1, . . . , pn)← Share(1λ, 1λ,m) ∧ k ≥ t] = 1− negl(λ).

What sets USS apart is the unclonability property, formally expressed in the notion of

indistinguishability-based security (short, IND-CPA). To de�ne IND-CPA, [1] introduces

a game Exp({Ai},B, C)

Exp({Ai},B, C)

1. ξ is a quantum state over n registers Aux1, ..., Auxn. Ai receives register Auxi for

each i ∈ [n]

2. Adv= ({Ai},B, C, ξ) sends two message m0 and m1 of the same length to a chal-

lenger

3. The challenger selects a random bit and prepares (ρ1, ..., ρn) ← Share(1λ, 1n,mb),

then send ρi to Ai

4. For each i ∈ [n], Ai produces a bipartite state σXiYi over registers Xi and Yi from

the share it received, and sends Xi to B and Yi to C.

5. B on input the registers X1, ..., Xn, outputs a bit bg. C on input the registers

Y1, ..., Yn, outputs a bit bc.
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3 Fundamentals of secret sharing

6. Output 1 if bg = b and bc = b.

Finally, based on this experiment two types of unclonable secret sharing, with di�erent

security levels are de�ned:

� Information-theoretic USS: an n-party unclonable secret sharing has 1-bit unpre-

dictability if

Pr
[
1← Expt({Ai},B,C)

]
≤ 1

2
+ negl(λ) (3.1)

holds for any non-uniform adversary Adv = ({Ai}, B,C).

� Computational USS: an n-party unclonable secret sharing has 1-bit unpredictability

if

Pr
[
1← Expt({Ai},B,C)

]
≤ 1

2
+ negl(λ) (3.2)

holds for any non-uniform adversary Adv = ({Ai}, B,C) limited to quantum poly-

nomial time resources.

Clearly, the former de�nition has stronger security than the latter.

3.4 Constructing USS

The construction of a secure unclonable secret sharing is not always possible: speci�cally,

it is dependent on the amount of entanglement shared by the parties receiving the shares.

To formalize the adversary entanglement con�gurations, the concept of entanglement

graph is introduced.

De�nition. With ρ an n-partite state over quantum registers X1, . . . , Xn, an entangle-

ment graph G = (V,E) is de�ned as follows:

� G is an undirected graph

� V = {1, 2, . . . , n}

� E contains an edge (u, v) if and only if Xu, Xv are entangled.
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3 Fundamentals of secret sharing

If P = (P1, . . . , Pn) are the parties involved in USS, receiving the state ρ = ρ1 ⊗ . . . ρn
so that Pi receives ρi, it is said that G is the entanglement graph associated with P if

G is the graph associated with (ρ,X1, . . . , Xn). Finally, we introduce the notation USSd

to represent an unclonable secret sharing scheme that is secure against all adversaries

sharing either unlimited or e�cient entanglement, whose entaglement graph has at least

d connected components.

Before providing a construction for USS in a computational setting, we recount some

existence results for some adversary con�gurations. We omit proofs, to be found in [1].

Theorem. Information-theoretically USS is impossible for a set of parties P , if G as-

sociated with P is connected. In short, USS1 does not exist.

Theorem. USSd exists for every d = ω(log λ) where λ is a security parameter

Finally, a construction for n-out-of-n USS under the conditions of the latter theorem is

provided.

1. Share(1λ, 1(n+1),m ∈ {0, 1})

(a) Sample uniformly random r1, . . . , rn ∈ {0, 1} such that
⊕n

i=1 ri = m

(b) Sample θ1, . . . , θn ∈ {0, 1}.

(c) For each i ∈ [n], let the i-th share be ρi = Hθi |ri⟩⟨ri|Hθi . Let the (n + 1)-th

share be ρn+1 = (θ1, . . . , θn)

(d) Output (ρ1, . . . , ρn+1).

2. Reconstruct(ρ1, . . . , ρn+1)

(a) Measure ρn+1 in the computational basis to get (θ1, . . . , θn).

(b) For every i ∈ [n], apply Hθi to ρi. Measure the resulting state in the compu-

tational basis to get ri.

(c) Output
⊕n

i=1 ri = m.
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4 Implementation

4.1 Simulating quantum computers

Programming a quantum computer is all but a trivial task: physical quantum compu-

ters(or QPUs) are complex objects, that require strict conditions for execution and that

are �awed by noise and qubits losing their quantum properties over time. As cost, comple-

xity and availability severely limit quantum software development, platforms have been

produced to allow for simulation of quantum devices on classical machines. This requires

working on multiple layers, whose general view is depicted in 4.1.

Quantum algorithms

Quantum circuits

Quantum compiler

Quantum
computer
simulator

QPU
backend

Abbildung 4.1: Quantum computing stack

Generally, quantum programming means specifying a set of quantum operations on

qubits, such as logic gates or measurements, to solve a problem; these layers represent the

steps necessary to adapt this high-level sequence of instructions to hardware-dependent,

executable operations.

At the highest level one �nds quantum algorithms and quantum circuits: through a

quantum programming language or an integration of another programming language, a

programmer codes a sequence of actions or employs quantum subroutines that tackle

common problems.

This program is then put through compilation, itself a layered operation. In short, the
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three main conceptual issues compilation has to deal with are decomposition, optimization

and mapping, [15]:

Decomposition As said in section 2.2, every n × n unitary matrix is a valid quantum

operation that a programmer can specify; on the other hand, physical QPUs on-

ly implement a restricted set of logic gates, such as single-qubit gates and CNOT,

therefore a compiler has to decompose the sequence of user-speci�ed unitary gates

into a sequence of QPU-supported gates.

Optimization Decomposition increases the size and the depth of quantum circuits: this

represents a problem, because physical qubits are unstable objects, and over time

they lose their quantum properties, [16]. Optimization strategies aim at reducing

circuit depth and size with di�erent strategies, such as ancillary qubits, to com-

pensate for short qubit lifetime.

Mapping In addition to speci�c sets of supported elementary gates, QPUs also often

have device-dependent wiring between qubits and not every qubit is connected to

another arbitrary qubit; an example is depicted in �gure 4.2. The mapping phase

creates correspondence between logical qubits and elementary gates from the pre-

vious phases to physical qubits and wires contained in the QPU.

Finally, at the lowest level of the quantum computing stack one �nds QPUs and simula-

tors. QPUs are ill-suited for �rst testing quantum software, as they make locating errors

harder because of noise, [24]; quantum simulators are therefore ideal substitutes for tes-

ting in the ideal setting but not exclusively, as many also allow for simulation of noise

too.

There are di�erent approaches to designing simulators, described in-depth by Huang et

al. in [15] and Young, Scese and Ebnenasir in [30]. Most simulators are based on the

Schrödinger's model: the intuition behind this model is that, considering that a n-qubit

state can be written as the sum of 2n products between a complex coe�cient and a basis

state, a classical computer can straightforwardly represent quantum states as vectors

of coe�cients and operations as matrices. Clearly, this approach scales exponentially

memory-wise, and simulating around 50 qubits becomes a task beyond most classical

supercomputers, [15].
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Abbildung 4.2: Wiring of IBM's QPU Quebec. From https://quantum.ibm.com/
services/resources?system=ibm_quebec, retrieved December
2024

4.2 Quantum computing framework

There are many tools to be considered when approaching quantum computing platforms.

Since not every framework covers all the layers depicted in �gure 4.1, we only considered

"full-stack"platforms to avoid integration issues between the key components.

Additionally, as quantum computing is an ever-evolving �eld, it is necessary to rely on

ecosystems that are up-to-date, well-maintained and reliable. Fingerhuth et al., [8] provi-

de a detailed analysis of the open-source quantum computing frameworks, both full-stack

and non, that have received active maintenance and updates as of 2018; although the

�eld has evolved, the then most established platforms have remained the go-to solution.

Of all the ecosystems analysed in [8], for accessibility and ease of use reasons, we discar-

ded "pure"quantum programming languages in favour of Python libraries that allow for

quantum computation without requiring familiarity with new syntaxes; mention-worthy

exclusions due to this criteria would be ETH Zurich's Silq and Microsoft's Q# (although

Q# code can be embedded in Python code).

According to this criteria, the main options were:

� Google's Cirq, [7]
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� IBM's Qiskit, [18]

� ETH Zurich's ProjectQ, [27]

� Rigetti's pyQuil, [26]

These frameworks share the same underlying computational paradigm, the discrete gate

model as de�ned by Fingerhuth, that is a generalization of classical computing with qubits

and quantum gates (or unitary operations) instead of bits and logic gates. Functionality-

wise, all these ecosystems have a similar o�ering, all the way from Python libraries to a

local quantum computer simulator and access to a real quantum machine through cloud

services.

Out of all these solutions, ProjectQ adopts an interesting syntax, as seen in 4.1, clo-

sely resembling the mathematical formalism of quantum mechanics, but we discarded

it mainly for lack of recent updates, with the last release dating back to October 2022
1 and a reduced documentation when compared to its competitors. Additionally, while

ProjectQ grants access to physical backends from other providers, it does not include a

proprietary physical quantum computer.

Even though our approach to implementing USS was oriented at a high-level, QPU-

indepedent look, this aspect needs to be explored for scaling this application or for a

more detailed look at its physical implementation; for these reason, we deemed Cirq and

Qiskit better options than pyQuil as they provide integration with many backends from

di�erent providers, Cirq with native support2 and Qiskit with community-maintained

packages3, in addition to respectively Google's and IBM's quantum computers; both also

o�er access to Microsoft's Azure quantum ecosystem, in turn granting access to multiple

backends from diverse providers.

Both Qiskit and Cirq o�er local simulators: the Qiskit ecosystem either through the runti-

me environment that makes fake providers emulating IBM quantum computers available

for simulation or through the IBM-maintained, external package qiskit_aer, while

Cirq either provides its own simulator or is compatible with qsim, a C++ based quan-

tum simulator, through a specialized interface. [17] provides a detailed analysis of many

simulators performance, including the previously mentioned ones.

For simulating unclonable secret sharing, we decided to rely on Qiskit. Both platforms

o�er comparable tools, with Cirq having a small edge when it comes to simulation thanks

to qsim, as [17] shows, even if Qiskit's simulator also has good performance for large

1https://github.com/ProjectQ-Framework/ProjectQ/releases [Last visited 05/12/2024]
2https://quantumai.google/cirq/hardware
3https://www.ibm.com/quantum/ecosystem?tag=Compute+provider
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number of qubits. The deciding factors in the decision were quality and availability of

documentation and tutorials, a criterion in which we found Qiskit to be superior to its

competitor, and also the vast array of visualization tools available with qiskit.

from projectq import MainEngine

from projectq.ops import H, Measure

engine = MainEngine()

qubit = engine.allocate_qubit()

H | qubit

Measure | qubit

engine.flush()

result = int(qubit[0])

print("ProjectQ Result:", result)

Listing 4.1: ProjectQ

import cirq

qubit = cirq.LineQubit(0)

circuit = cirq.Circuit()

circuit.append(cirq.H(qubit))

circuit.append(cirq.M(qubit)

simulator = cirq.Simulator()

result = simulator.run(circuit,

repetitions=1)

print("Result:", result)

Listing 4.2: Cirq

from qiskit import QuantumCircuit

from qiskit_aer import Aer

qc = QuantumCircuit(1)

qc.h(0)

qc.measure(0, 0)

backend = Aer.get_backend(’qasm_simulator

’)

result = execute(qc, simulator, shots=1).

result().get_counts()

Listing 4.3: Qiskit

from pyquil import Program

from pyquil.gates import H, MEASURE

from pyquil.simulation import

ReferenceSimulator

p = Program()

ro = p.declare(’ro’, memory_type=’BIT’,

memory_size=1)

p += H(0)

p += MEASURE(0, ro[0])

sim = ReferenceSimulator()

result = sim.run(p, repetitions=1)

print("Result:", result)

Listing 4.4: pyQuil
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4.3 Components of a Qiskit program

Implementing and simulating USS requires a relatively limited set of quantum gates and

operations. In this section we give an overview of the qiskit tools employed in the imple-

mentation.

The core object in the Qiskit ecosystem is the QuantumCircuit, that abstracts a

quantum computer and encompasses quantum and classical memory, in the form of

QuantumRegister and ClassicalRegister objects, respectively storing Qubit or

Clbit objects. Listing 4.5 showcases the di�erent initialization methods for circuits and

registers; by default, all qubits in circuits and registers are initiliazed to |0⟩.

from qiskit import QuantumCircuit, QuantumRegister,

ClassicalRegister

from qiskit.circuit import Qubit, Clbit

qc = QuantumCircuit(2) # Create a quantum circuit with 2 qubits

qc1 = QuantumCircuit(2, 2) # Create a quantum circuit with 2

qubits and 2 classical bits

qc2 = QuantumCircuit(2, 2, name=’qc2’) # Create a named quantum

circuit with 2 qubits and 2 classical bits

qreg = QuantumRegister(2) # Create a quantum register with 2

qubits

qreg1 = QuantumRegister(2, name=’qreg1’) # Create a named

quantum register with 2 qubits

qreg2 = QuantumRegister(Qubit() for _ in range(2)) #create

quantum register from iterable of qubits

creg = ClassicalRegister(2) # Create a classical register with

2 bits

creg1 = ClassicalRegister(2, name=’creg1’) # Create a named

classical register with 2 bits

creg2 = ClassicalRegister(Clbit() for _ in range(2)) #create

classical register from iterable of clbits
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qc3 = QuantumCircuit(qreg, creg) # Create a quantum circuit

from quantum register and a classical register

qc4 = QuantumCircuit()

qc4.add_register(qreg, qreg1, creg, creg1) # Dinamically add

quantum and classical registers to a quantum circuit

Listing 4.5: Initialization of ciruits and registers

Specifying a general operation on a circuit is achieved by employing the append(

instruction) method (or other function that combine di�erent circuits); through

the Instruction interface, users can de�ne their own operations. In addition to the

general method, qiskit provides a range of methods to concisely append the most com-

mon operations to a circuit.

from qiskit import QuantumCircuit, QuantumRegister,

ClassicalRegister

from qiskit.circuit.library import HGate, CXGate

qc = QuantumCircuit(2)

# Append an H gate to the first qubit using the append method

h_gate = HGate()

qc.append(h_gate, 0)

qc.h(0)

# Append a CX (CNOT) gate to the circuit using the append

method

cx_gate = CXGate()

qc.append(cx_gate, [0, 1])

qc.cx(0, 1)

#Pauli matrices

qc.x(0)

qc.z(0)

qc.y(0)
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qc.i(0)

Measurement of qubits in qiskit is performed through three method calls on a circuit,

measure(qubit, cbit) that measures a speci�ed qubit or quantum register into a

selected classical bit or register, measure_all() that measures all qubits in the circuit

and, unless otherwise speci�ed, adds a classical register to save the measurement result

and �nally measure_active() that behaves similarly to measure_all() but only

measures qubits involved in any operation.

from qiskit import QuantumCircuit, QuantumRegister,

ClassicalRegister

qreg, creg = QuantumRegister(2), ClassicalRegister(2)

qc = QuantumCircuit(qreg, creg)

qc.measure(qreg, creg) # Measure all qubits in qreg and store

the result in creg

qc1 = QuantumCircuit(2, 2)

qc1.measure_all() # Measure all qubits in the circuit and store

the result in classical bits

qc2 = QuantumCircuit(3, 3)

qc2.cx(0, 1)

qc2.measure_active() # Measure all active qubits (here 0 and 1)

and store the result in classical bits

Listing 4.6: Measurements in qiskit

To run a circuit and observe the execution result, it is necessary to specify either a simu-

lator or a QPUs to execute the circuit on. Most of our simulations were run on the qiskit

Aer simulator4, provided by the external but IBM-maintained qiskit_aer package. A

circuit can be run by calling the run method on a backend object; among other parame-

ters, this method allows to �x how many times the circuit should be executed (shots).

Running a circuit on a backend returns a Result object, that encapsulates execution

4https://qiskit.github.io/qiskit-aer/
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data. To fetch the result of measuring qubits, the Result.get_counts() has to be

called and it returns a dictionary whose keys are binary strings that represent the clas-

sical result of the measurement in little-endian order, and values represent how many

times this result occurred. For instance, running the code in listing 4.7 once, results in

output {’0’: 529, ’1’: 495}.

from qiskit import QuantumCircuit

from qiskit_aer import Aer

qc = QuantumCircuit(1, 1)

qc.h(0)

qc.measure(0,0)

backend = Aer.get_backend(’qasm_simulator’)

res = backend.run(qc, shots=1024).result()

counts = res.get_counts()

Listing 4.7: Executing a circuit

4.4 Design

As discussed in section 3.4, unclonable secret sharing can only exist against adversaries

limited in quantum resources; so far, only a construction for USS against adversaries who

share polynomial entanglement, denoted by USSω log(λ) has been provided.

Implementing this construction requires adapting theoretical quantum operations to the

possibilities o�ered by a concrete quantum programming framework. This imposes some

limitations to the accuracy of the simulation, in this case mostly to representation of

multi-party quantum communications.

We aim at replicating the basic functionality of a secret sharing scheme, therefore we

directly implement two functions, share() and reconstruct(), and additional utility func-

tions.

This section documents the main design decisions that guided the development of the

implemented USSω log(λ) scheme.

27



4 Implementation

The validation of the implementation through appropriate tests is discussed in the follo-

wing section, while the folder structure of the project is explained in appendix A.2.

4.4.1 Share phase

We recall the construction of the sharing phase for an USSω log(λ) scheme:

Share(1λ, 1(n+1),m ∈ {0, 1}) :

(a) Sample uniformly random r1, . . . , rn ∈ {0, 1} such that
⊕n

i=1 ri = m

(b) Sample θ1, . . . , θn ∈ {0, 1}.

(c) For each i ∈ [n], let the i-th share be ρi = Hθi |ri⟩⟨ri|Hθi . Let the (n + 1)-th

share be ρn+1 = (θ1, . . . , θn)

(d) Output (ρ1, . . . , ρn+1).

We distinguish two phases of shares' generation: sampling of random bits for ri and θi

and initialization of quantum states depending on the combined values of ri, θi. ri is the

bitstring that actually encodes the secret, that is the XOR of all its bits, also known as

parity of a bit string.

Subsequently, all quantum shares but ρn are created according to equation

ρi = Hθi |ri⟩ ⟨ri|Hθi (4.1)

This equation represents a quantum state as a matrix, rather than a vector, according

to a formalism known as densitymatrix.

Since, the e�ect of a gate U on a density matrix σ, leaving the system in state ρ′ is

expressed as

σ′ = UσU † (4.2)

it follows that equation 4.1 is an alternative formulation of an application of the H gate

to a quantum state σ. As in this protocol, ri = {0, 1}, it follows that either σ = |0⟩ ⟨0| or
σ = |1⟩ ⟨1|, that are respectively the density matrix representations of |0⟩ and |1⟩. The-
refore, equation 4.1 means that, to construct any i-th share other than ρn, an Hadamard

gate is applied to |0⟩ or |1⟩, conditionally on the value of θi.

Considering that every qubit in the shares-generating circuit is initiated in state |0⟩, table
4.1, provides a summary of state preparation operations for shares (ρi, . . . , ρn−1).
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ri θi State vector Label Preparation from |0⟩
0 0

(
1
0

)
|0⟩

1 0

(
0
1

)
|1⟩ X |0⟩

0 1

(
1√
2
1√
2

)
|+⟩ H |0⟩

1 1

(
1√
2

− 1√
2

)
|−⟩ HX |0⟩

Tabelle 4.1: Share preparation operations

Preparing ρn is straightforward: starting from n− 1 qubits in state |0⟩, an X is applied

to qubit i if θi = 1.

The activity diagram in �gure 4.3 represents the sequence of operation to be performed

during the sharing phase. In a practical, QPU-based implementation, these operations

would produce a set of single-qubit quantum states, representing ρ1, . . . , ρn−1 and an

(n − 1)-qubit state for ρn: realistically, these states would then be transmitted to di�e-

rent physical quantum devices controlled by the recipients.

Multi-device modelling is beyond the functionalities of qiskit: operations and memo-

ry, either quantum or classical, have to be speci�ed inside a single QuantumCircuit,

that constitutes the main abstraction of a quantum computer. Clearly, this prevents 1:1

simulation of the communication between quantum devices.

To address this constraint, the implementation stores the generated shares in two separa-

te quantum registers within the same circuit. One register represents shares ρ1, . . . , ρn−1,

while the other stores ρn. As a result, the share() function outputs a QuantumCircuit

object containing these two explicitly named quantum registers of (n − 1)-qubits. It is

critical that registers are named, as this enables the reconstruct() function to identify and

process the appropriate registers during the reconstruction phase.

In addition to the base speci�cations provided by [1], the share() function has been equip-

ped with additional parameters that act as input values for r and t: this facilitates testing

and allows users to employ the RNG they deem most secure.
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4.4.2 Reconstruction phase

The reconstruction function, as proposed in [1] behaves as follows:

Reconstruct(ρ1, . . . , ρn+1)

(a) Measure ρn+1 in the computational basis to get (θ1, . . . , θn).

(b) For every i ∈ [n], apply Hθi to ρi. Measure the resulting state in the compu-

tational basis to get ri.

(c) Output
⊕n

i=1 ri = m.

In our implementation, this function has to be adjusted in order to match the return type

of the sharing function; for this reason, it receives as input a QuantumCircuit object,

rather than n separate shares, and two strings representing the names of the shareholding

registers, through which it can access the shares.

The main task in this function is the conditional application of Hadamard gates to the

shares: this step is necessary because measuring |+⟩ or |−⟩ in the computational basis can

result in either 0 or 1, therefore the result might not mirror ri as generated in share();on

the other hand, after applying an Hadamard gate to |+⟩ and |−⟩, they are respectively

left in state |0⟩ and |1⟩ and, when measured in the computational basis, they will produce

an output that correlates perfectly to ri.

The conditional application of quantum gates, based on measurement result is natively

supported by qiskit with the c_if() instruction, whose use is illustrated in listing

4.8

from qiskit import QuantumCircuit, QuantumRegister,

ClassicalRegister

creg = ClassicalRegister(1)

qreg1 = QuantumRegister(1)

qreg2 = QuantumRegister(1)

circuit = QuantumCircuit(qreg1, qreg2, creg)

#Store measurement result of qreg1 in creg

circuit.measure(qreg1, creg)

#apply an X gate if classical bit creg[0] is 1
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circuit.x(qreg2[0]).c_if(creg[0], 1)

Listing 4.8: c_if instruction

After measuring the shares in the computational basis, the parity of the resulting bitstring

is measured and returned.

The �ow of operations for the reconstruction phase is detailed in �gure 4.4.
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Abbildung 4.3: Activity diagram of the sharing phase
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Abbildung 4.4: Activity diagram of the reconstruction phase
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This chapter explains the testing strategy and methodology for the implementation of

USSω log(λ). The testing phase aims at verifying mainly two aspects of the implementati-

on:

� Validity as a general secret sharing primitive

� Unclonability property against speci�c adversary strategies

A white-box testing approach is employed: every component of the implementation is

tested independently, with both positive test cases to ensure its correct functionality un-

der valid inputs, and negative test cases to con�rm appropriate handling of errors and

edge cases.

Testing is conducted both through automated tools such as Python's built-in library

unittest and through manual test cases, designed to verify more complicated scena-

rios or speci�c behaviors. Automated tests are collected inside the project folder, inside

the tests folder, logically grouped by the component that they verify.

5.1 Functionality testing

The �rst branch of tests aims at ensuring that our implementation of unclonable secret

sharing acts as a valid secret sharing primitive; these tests con�rm whether the sche-

me satis�es the functional requirements of secret sharing schemes. An overview of the

functional requirements that our implementation must ful�ll is provided in table 5.1.

The main testing methodology in this phase consists of automated tests, aided by data

analysis performed on the execution data of repeated iterations of the sharing phase.
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Function Requirements

Share

Generate shares correctly (REQ1)
Generate uniformly distributed shares. (REQ2)
Handle uncorrect inputs appropriately (REQ3)

Reconstruct

The secret is correctly reconstructed from a valid
set of shares (REQ4)
The reconstruction procedure has consistent
outputs for the same inputs (REQ5)
Subsets of shares do not leak information about
the secret (REQ6)

Tabelle 5.1: Functional Requirements of Share and Reconstruct Functions in Secret Sha-
ring Schemes

5.1.1 Shares generation

In our model of n-out-of-n USS for bounded adversaries, shares take up the form of

quantum states. We distinguish between two type of shares: shares ρ1 to ρn−1, that

assume one of the states in {|0⟩ , |1⟩ , |+⟩ , |−⟩}, and share ρn, that is in state |t⟩, with
t ∈ {0, 1}n. We recall here that the shares generation procedure is dependent on two input

bit strings r and t of length n−1, randomly sampled with the condition parity(r) = secret.

Consequently, there are di�erent correctness requirements for the two types. For the

former type it is required that:

� The correct amount of shares is produced

� The correctly encode the condition parity(r) = secret

� They are uniformly distributed, that is, given a bit, every bit string r respecting

the parity condition is equally probable.

For the latter type, the requirements are:

� It is an n-qubit state

� It is a computational basis state, that is, when measured in the computational basis

it collapses to a single basis state |t⟩
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RNG testing First, we test that shares are sampled in a uniformly random fashion.

Quantum shares are a product of the two bistrings r and t, through the operations de-

scribed at section 4.4.1; we sample r and t with the secrets module, [23], a library

providing cryptographically secure random numbers generation.

To verify that this generator satis�es the security standards set for RNG, we subjected

it to the test suite proposed by NIST in [2].

A combination of the o�cial NIST implementation of the suite 1 and community-developed

alternatives2 was employed. The testing data was a sequence of 106 bits generated with

the function secrets.randbits(), stored in both string and binary format in �les

random_bits.txt and random_bits.bin. Mostly, we relied on the NIST imple-

mentation result, but as it presents some shortcomings with usability and accessibility,

that prevented us from executing all the tests, we integrated results obtained with the

community implementation.

Test Name Proportion Result

NIST

Frequency 99/100 Passed
Block frequency 100/100 Passed
Cumulative sums 99/100 (average) Passed
Runs 98/100 Passed
Longest run of 1s in a block 99/100 Passed
Binary matrix rank 100/100 Passed
Discrete Fourier transform 97/100 Passed
Non overlapping
template matching

98/100
(average)

Passed

Overlapping template
matching

100/100 Passed

Serial 99.5/100 (average) Passed
Linear complexity 97/100 Passed

Community

Maurer's universal test 1/1 Passed
Random excursions 1/1 ) Passed
Random excursions variant 1/1 Passed

Tabelle 5.2: Test result of secrets.randbits()

Table 5.2 presents the testing results. While the community implementation acts on the

bit sequence as a whole, the NIST implementation splits the bitstream into 100 subse-

1https://csrc.nist.gov/Projects/random-bit-generation/Documentation-and-Sof
tware

2https://github.com/dj-on-github/sp800_22_tests
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quences of 10000 bits each, and applies the test on each subsequence: the second column

therefore shows the proportion of subsequences that passed the test. The minimum pass

rate for each statistical test is approximately 96 for a sample size of 100 subsequences.

Some tests, for instance the non overlapping template matching test, looks for a prede-

�ned string in the stream: as di�erent strings are looked for, results for such tests are

grouped as the average proportion of passing sequences.

The detailed test results are found in �les finalAnalysisReport.txt and nist-

community-result.txt.

Correctness of shares generation To verify that shares are correctly generated, two

levels of tests are established.

First, the QuantumCircuit object returned by share() is inspected, ensuring that it con-

tains two QuantumRegisters of appropriate length (n−1, with n being the number of

parties) and that both these registers have been named. To ensure these requirements are

met, the share() is executed for di�erent combinations of secrets and num_parties,

and the returned object is checked against the expected parameters of itself and its con-

tained QuantumRegisters. The second level of tests consists in verifying that quantum

shares correctly encode the classical information of bit strings r and t.

For share ρn it su�ces to ensure that it is a computational basis state corresponding to

|t⟩. Operationally, this equates to satisfying two conditions: when measured, this state

always produces the same result and this result must be equal to t. The veri�cation of

this property is carried out through the following operations:

1. Execute share() for every possible bit string t of length 8

2. Measure the quantum state produced in register theta from the previous step.

qiskit natively allows to execute a circuit multiple times in the same con�gu-

ration: advantage of this tool is taken and this measurement is performed 1000

times

3. Check that every measurement produced the same result and this result equals t

On the other hand, verifying that shares ρ1 to ρn−1 are correctly generated would require

reversing the generation procedure; the testing procedure resembles the operation to

verify the correctness of generating ρn:

1. Execute share() for every possible pair of bit string r, t, both of length 8
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2. Apply an H gate to the i-th qubit in the quantum register containing the shares if

t[i] == 1

3. Measure the register

4. Verify that each measurement leads to the same result and that this results matches

r

5.1.2 Error Handling

The method de�nition of share() is

def share(secret: bool, num_parties: int, r : Bits = None, t :

Bits= None)

with some omitted additional arguments for debugging and visualization. The secret is

annotated as a boolean type to highlight that it is a bit.

Based on this parameter, the expected behaviour of the function under unvalid inputs is

de�ned as:

� Return an error if num_parties < 2

� Return an error if the size of r and t mismatch num_parties

� Prevent function calls with a secret that is not of type bool. As this is accomplished

with explicit type checking, an error is returned even for values that can be coerced

to bool; this also prevents calls such as

share(0, 5) #0 is coerced to False

share(’False’, 5) #’False’ is coerced to False

share("", 5) # empty string is coerced to False

On the other hand, reconstruct() requires that the circuit representing the shares con-

tains at least two named quantum registers, whose name is also passed to the function.

An error has to be raised when any of these components is missing.
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5.1.3 Reconstruction correctness and consistency

Correctness The operational correctness of the reconstruction procedure has to be

veri�ed: this means checking that, on input the shares saved in a QuantumCircuit by

share(secret_bit), reconstruct outputs the correct secret bit.

The concept of the test is to execute the reconstruction procedure for every input con�-

guration, therefore for every pair of n-bit strings, from which shares are generated, and

compare the reconstructed secret with the original. The number of qubits to be simula-

ted for n parties USS is (n − 1) · 2 and since the resources needed for simulation grow

exponentially with the number of qubits, the correctness property is tested exclusively

for n = 8.

Consistency A basic requirement of secret sharing schemes is that its reconstruction

procedure be consistent, that is, a de�nite set of shares is always reconstructed into the

same secret.

To verify this property, a similar approach to correctness testing is employed: the re-

construction process is repeated multiple times for the same input and its output is

compared to the expected value; as this repetition increases the simulation workload, the

number of parties is limited to 5 to reduce the size of the input space. For each input,

the reconstruction procedure is executed 50 times.

5.1.4 Automated tests results

The previous tests are automated through Python's unittest framework, that allows

to de�ne classes encapsulating di�erent test cases as functions. Two classes are de�ned,

respectively testing share() and reconstruct():

TestShare : includes test cases for share

� Invalid input handling: tests that errors are raised when the number of parties

is less than 2 (test_share_valid_n), when the secret is not interpreta-

ble as a boolean (test_share_secret_type), or when the provided bit-

strings r or t are of incompatible length with respect to the number of parties

(test_share_r_wrong_length, test_share_t_wrong_length).
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� Quantum registers generation: veri�es that the correct number of quantum

registers with proper names are generated based on the number of parties

(test_registers_generation).

� ρn correctness: ensures that the theta register matches the provided bitstring

t for both secret values of True and False, by implementing the de�ned

procedure (test_theta_generation_1, test_theta_generation_-

0).

� ρ1, ..., ρn correctness: con�rms the correctness of the generated shares re-

gister for even and odd parity cases, ensuring it matches the provided bit-

string r according to the de�ned strategy (test_shares_generation_-

even, test_shares_generation_odd).

TestReconstruct : includes test cases for reconstruct()

� Invalid input handling: tests that errors are raised when the input circuit does

not contain the correct amount of registers or the names are not provided

(test_invalid_input)

� Correctness of reconstruction: checks that the reconstructed value matches the

expected secret for bitstring pairs with parity 0 or 1 (test_reconstruct_-

correctness_1, test_reconstruct_correctness_0).

� Consistency of reconstruction: repeats reconstruction multiple times for va-

rious bitstring pairs to con�rm the results remain consistent and correct(test_-

consistency).

When executed, all the test cases succeed, therefore attesting that the implementation

sati�es the appointed requirements.

5.1.5 Information leak

In addition to being correct and consistent, a reconstruction function also has to be

secure, where by secure it is meant:

� Possessing a subset of authorized shares, does not reduce the dimension of the space

of possible secrets
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� An unauthorized set of shares does not reveal anything about the secret

Subsets of shares We reason about information gain with subsets of shares �rst. Given

r, t ∈ {0, 1}(n−1), the complete set of shares consists of n quantum states: {ρi}1⩽i⩽n−1,

that can be in either of the four states {|0⟩ , |1⟩ , |+⟩ , |−⟩} and θ = |t⟩. We distinguish

between two types of shares' subsets: either the attacker possesses θ and some of ρi, or

it only possesses some or all of ρi.

We present tests for the latter type �rst. By the attack de�nition, an adversary who does

not own θ only possesses some shares ρi; without loss of generality, it can be imagined

that it possesses all ρi.

It is known that ρi are either computational basis states or x-basis states (|+⟩ and |−⟩):
if they were to be measured without any prior operations, due to the nature of quantum

measurement, computational basis states would result in a bit βi equal to ri with proba-

bility 1, meanwhile x-basis states would result in bi = ri with probability 1
2 and bi ̸= ri

with probability 1
2 . Therefore, the bit string representing measurement of ρi will have

parity equal to the secret if each and every one of the possessed shares is in a computa-

tional basis state, otherwise it will have parity= 0 with probability 1
2 and parity= 1 with

probability 1
2 . This sets the reference value for our tests: clearly, some reconstructions

with incorrect θ will still result in the correct secret, but over large numbers of iterations

this is not expected to happen over 50% of the time.

The testing strategy is discussed below. We abstain from implementation details, provi-

ding only the concept.

1. Fix random r, t = {0, 1}(n−1). This uniquely determines a secret as parity(r).

2. Execute share(secret, n, r, t). This simulates creating quantum states {ρi} and θ;

subsequently execute reconstruct() on the outputs of the sharing phase. This step

acts as reference of a reconstruction from a party holding all shares.

3. Sample random t′ = {0, 1}(n−1) according to some strategy, to �ll in for t.

4. Execute the reconstruction process with inputs {rhoi} and |t′⟩, to simulate the

attacker reconstruction

Two strategies were designed: one initializes t′ as a bit string of 0s appropriate length,

therefore θ = |0⟩⊗n (Naive strategy), the other randomly initializes t′ (Random strategy).

For each strategy, we create a dataset consisting of 70000 entries (10000 for each possible

value of n) and each entry stores the secret, r, t, t′ and the secret reconstructed from r
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Abbildung 5.1: Number of instances where t′ = t

and t′.

The hypothesis to be veri�ed is that, whenever it uses t′ ̸= t as input, the reconstruction

process has at most a 1
2 chance of producing the correct secret. Clearly, if t = t′, then the

reconstruction process results in the correct secret with probability 1: these cases drop

exponentially as n grows, as depicted in �gure 5.1. All such cases are not considered for

the analysis.

To con�rm the hypothesis, the dataset is grouped by the number of parties, then all

instances where the reconstructed secret does not match the original secret are counted

and compared against the total instances. The test results are reported in tables 5.3 and

5.4 The experimental results con�rm the hypothesis.

Number of
parties

Successful
instances

Total
instances

Percentage(%)

2 2463 5050 51.2
3 3749 7500 50.0
4 4456 8807 49.4
5 4648 9342 50.2
6 4875 9682 49.6
7 4947 9850 49.8
8 4908 9939 50.6

Total 30046 60170 49.9

Tabelle 5.3: Succesful reconstructions when t ̸= t′, 0 strategy
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Number of
parties

Successful
instances

Total
instances

Percentage(%)

2 2512 5018 50.1
3 3743 7534 49.7
4 4387 8756 50.1
5 4677 9358 50.0
6 4894 9698 50.5
7 4950 9848 50.3
8 4971 9934 50.3

Total 30134 60146 50.1

Tabelle 5.4: Succesful reconstructions when t ̸= t′, Random strategy

The other con�guration of subsets of shares consists in the attacker possessing θ and

some of ρi; this knowledge substantially provides access to a subset of bits of the secret

bitstring r. Since the parity of a bit string is dependent on all its bits, and the bits are

sampled independently of each other, it is expected that possession subsets of shares of

this kind does not leak the secret nor reduce the number of possible secrets. Moreover,

it is clear that as the number of ρi shares included in a subsets increases, no additional

information is gained. To verify that subsets of shares including θ do not leak the secret,

the reconstruction procedure with the subset as input is simulated. The complete set of

shares is generated, then a random subset is sampled and �xed as input for the recon-

struction procedure and compared to the output of reconstruction from the complete set.

A dataset is created from repeated iterations of the process for each value of n; n = 2

not considered, as possessing both θ and ρi in this setting is impossible.

The behavior of the program is then statistically analyzed to verify the expectation that

the probability of the two reconstructions colliding be at most 1
2 .

First the dataset is �ltered based on the condition that the reconstruction from partial

set of shares and the complete collide and produce the same result, then the results are

grouped by the size di�erence between the randomly sampled subset and the complete

set. Table 5.5 documents the �nal results of the data analysis. As the probabilities of

successful reconstruction from subsets of shares does not signi�cantly deviate from 1
2 , no

information leak happens from subsets of shares.
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Size di�erence Correct reconstructions Total rec. Percentage

1 6317 12639 50.0
2 6318 12721 49.7
3 4342 8740 49.7
4 3163 6222 50.8
5 1953 4050 48.2
6 1276 2466 51.7
7 576 1162 49.6

Total 23945 48000 49.9

Tabelle 5.5: Succesful reconstructions from randoms subsets of shares including ρn

5.2 Unclonability Testing

In addition to verifying the validity of the proposed USS construction as a regular secret

sharing scheme, our objective is to test its unclonability property.

Concisely, this property should ensure that, if shares of a secret are distributed among

external storage providers and these providers attempt to copy their share and send it

to two di�erent adversaries, the probability that both adversaries reconstruct the correct

secret is at most 1
2 plus a negligible value.

To test this property, we prepare two attack strategies based on the experiment de�ned

in section 3.3. Parties in the strategies are A, the secret holder, Pi the share holding

parties, B and C who are the adversaries.

� Measure and retransmit strategy

1. A selects a secret bit s ∈ {0, 1} and prepares (ρ1, . . . , ρn)← share(s, n)

2. Pi receives ρi and it samples a random bit b, then if b = 0, it measures ρi in

the computational basis, otherwise it measures in the x-basis (equivalent to

applying an hadamard gate before measuring). Finally, it prepares ρB and ρC

according to the following table:

b Measurement ρB ρC
0 0 |0⟩ |0⟩
0 1 |1⟩ |1⟩
1 0 |+⟩ |+⟩
1 1 |−⟩ |−⟩

Both B and C receive ρn, as it is a computational basis state
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3. B and C attempt reconstruction with the states they received in step 2

� Teleportation strategy

1. A selects a secret bit b ∈ {0, 1} and prepares (ρ1, . . . , ρn)← share(b, n)

2. Each party Pi except for Pn pre-shares a pair of entangled qubits with B

3. Pi teleports ρi to B, meanwhile C receives a random state between {|0⟩ , |1⟩ , |+⟩ , |−⟩}.
Similarly to the measurement strategy, they both receive ρn

4. B and C attempt reconstruction on the states they received

By simulating these two attack multiple times, it can be veri�ed whether the probability

of both B and C reconstructing the secret is upper-bounded by 1
2 .

5.2.1 Di�erence from original adversarial model

One of the cornerstones of unclonable cryptography is represented by cloning games of

BB84 states, also known as monogamy-of-entanglement games. Monogamy-of-entaglement

games were introduced by Tomamichel et al. in [28], and they were subsequently adopted

by Broadbent and Lord to investigate unclonable encryption, [5].

A simpli�ed formulation of a BB84 cloning game, as designed in [28] is the following:

� B and C prepare a tripartite quantum state ρABC . For simplicity, it is assumed

that this is a 3-qubit state. The state is then split between the three parties, with

ρA going to A, with ρB going to B and similarly for C.

� A samples a random bit θ and based on this, measures ρA either in the computa-

tional basis or in the x-basis. θ is announced to B and C

� B and C perform a measurement on their part of the quantum state, trying to

guess A's measurement outcome.

� B and C win if they both guess A's measurement result.

45



5 Testing

It is clear that this game is similar to the attack strategies previously de�ned, if not for

the fact that, in these strategies, B and C do not have a role in preparing the state they

will play on. Since the original BB84 cloning game can be recast to a situation where,

rather than B and C preparing a state, they receive one from Pi who applies the state

splitting strategy on the state |xθ⟩= Hθ |x⟩ it received from A, our strategies can be said

to be two di�erent approaches to a cloning game. Figure 5.2 schematizes the game.

Abbildung 5.2: BB84 cloning game

Our approach to cloning games di�ers from [1]. When discussing unclonability in func-

tion of cloning games, Ananth. et al. investigate strategie with the following boundary:

Pi, when receiving a quantum state dependent on x, θ, is not able to create a bipartite

state ρBC that allows both B and C to determine x with a certain degree of con�dence.

Formally, if σ0i , σ
1
i are de�ned as the states that B would receive if x was respectively

0 or 1 and ζ0i , ζ
1
i similarly de�ned for C, either σ0i and σ1i are clearly distinguishable or

ζ0i and ζ1i are. This can be quanti�ed by using the trace distance TD between two states

as a metric of their distinguishability, [10]: either TD(σ0i , σ
1
i ) < c or TD(ζ0i , ζ

1
i ) < c.

Our strategies violate this boundary, since even if a certain degree of randomness is in-

volved in Pi operations, it cannot be excluded that in certain instances B and C both

receive highly-distinguishable states. Additionally, our strategies also interfere with the

regular functionality of a secret sharing scheme, since they render the ρi shares either by
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measuring them, or by modifying them through the teleportation circuit.

5.2.2 Practical testing

The testing is carried out by producing qiskit simulations of the attack, where the two

adversaries B and C are represented as quantum registers inside the main circuit, whose

state is appropriately initiated according to the strategy operations. Multiple reconstruc-

tions are attempted for di�erent sets of shares, generated by a randomly selected secret

for each number of parties that can be simualted. Then, a dataset is created containing

the number of parties, the secret, the secret as reconstructed by B and the secret as

reconstructed by C. We denote the output reconstructions of B and C with bB and bC

respectively.

Table 5.6 and �gure 5.3 present the results, where column bB = bC denotes the instances

in the dataset where both B and C correctly reconstructed the secret . Overall, the data

Num. of parties bB = bC Total Percentage

Measure and retransmit strategy

2 3119 5000 62.4
3 2215 5000 44.3
4 1703 5000 34.1
5 1469 5000 29.4
6 1350 5000 27.0
7 1357 5000 27.1
8 1305 5000 26.1

Total 12518 35000 35.8

Teleportation strategy

2 2544 5000 50.9
3 2459 5000 49.2
4 2489 5000 49.8
5 2507 5000 50.1
6 2563 5000 51.3
7 2497 5000 50.0
8 2488 5000 49.8

Total 17547 35000 50.1

Tabelle 5.6: Teleportation strategy results

aligns with the expectation that B and C both succeed in about 50% of the attempted

reconstructions. However, it seems that the unclonability property is violated by the
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measure and retransmit strategy for a secret shared between only two parties.

As expected, in the teleportation strategy, B always reconstructs the correct secret

Abbildung 5.3: Percentage of succesful reconstructions with cloned shares

with probability 1, while C is forced to perform a random guess, resulting in an overall

probably of about 1
2 .

Abbildung 5.4: Comparison between B and C reconstructions in the teleportation strat-
egy
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Conclusions

Our work positions itself in the context of unclonable secret sharing, a novel and yet

relatively unexplored cryptographic primitive that attained promising theoretical results

in addressing the unavoidable limitation of classical secret sharing, constituted by the

local cloning of shares entrusted to third party storage providers.

The main objective of this work was to design a functional prototype of the construc-

tion for unclonable secret sharing against adversaries with limited quantum resources,

as described in USS founding paper by Ananth et al., [1]. The quantum programming

framework qiskit was employed to simulate the unclonable secret sharing procedure

and for experimental validation of its functionality.

We found that our implementation satis�es the functional requirements of a secret sha-

ring scheme, as it provides correct, consistent and secure functionalities. Moreover, we

experimentally veri�ed that the unclonability property stands against speci�c attacks,

executed in the simulation setting.

These results contribute to the unclonable secret sharing discourse by providing a proof-

of-concept of a speci�c unclonable secret sharing procedure and by assessing its validity

as a scheme in the simulation setting, through a combination of automated testing and

statistical analysis.

Future developments could focus on more complicated simulations, for instance by tes-

ting the unclonability property against adversaries carrying out more advanced attacks,

that do not destroy the original shares or that try to increase their winning probability.

Additionally, larger-scale simulations could be designed, or the implementation possibili-

ties of unclonable secret sharing on physical, noisy quantum devices could be investigated.
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A Appendix

A.1 Quantum Teleportation

Alice possesses two qubits: the quantum state to be teleported |ψ⟩ = α |0⟩ + β |1⟩, and
one qubit of an entangled pair. The entangled pair shared between Alice and Bob is given

by the Bell state:

|Φ+⟩ = 1√
2
(|00⟩+ |11⟩). (A.1)

The combined initial state of the system is:

|Ψinitial⟩ = |ψ⟩ ⊗ |Φ+⟩ = (α |0⟩+ β |1⟩)⊗ 1√
2
(|00⟩+ |11⟩). (A.2)

Alice applies a CNOT gate, with |ψ⟩ as control qubit and target her half of the entangled

pair |ψ⟩ as the control. This transforms the state to:

|Ψ1⟩ =
1√
2

(
|0⟩ (α |00⟩+ β |11⟩) + |1⟩ (α |10⟩+ β |01⟩)

)
. (A.3)

Next, Alice applies a Hadamard gate to the input qubit, resulting in the state:

|Ψ2⟩ =
1

2

(
|00⟩ (α |00⟩+ β |11⟩) + |01⟩ (α |10⟩+ β |01⟩)

+ |10⟩ (α |00⟩ − β |11⟩) + |11⟩ (α |10⟩ − β |01⟩)
)
. (A.4)

Alice then measures her two qubits in the computational basis, collapsing the state to

one of the four possible outcomes. The result of her measurement is communicated to

Bob via a classical channel.

Depending on Alice's measurement outcome, Bob's qubit is left in one of four states. Using

the classical information sent by Alice, Bob applies a corresponding Pauli operation to

recover the original state |ψ⟩:
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� If Alice measures |00⟩, Bob's qubit is |ψ⟩ (no operation needed).

� If Alice measures |01⟩, Bob applies X gate.

� If Alice measures |10⟩, Bob applies Z gate.

� If Alice measures |11⟩, Bob applies XZ gates.

A.2 Content of the DVD

The attached DVD contains

� PDF �le of this thesis

� Project �les of the unclonable secret sharing scheme implementation. The project

structure is

USS Root folder

src Source code folder

uss Unclonable secret sharing module

core.py share() and reconstruct() function

sharesgenerator.py Specialized subroutines for creating the quantum

shares

utils Utility functions

tests Automated test cases

data Dataset and logs folder

�nalAnalysisReport.txt Report of NIST RNG test suite

information_leak_naive.csv Dataset to test information leak with sub-

sets of shares not including ρn and naive strategy

information_leak_random.csv Dataset to test information leak with

subsets of shares not including ρn and random strategy
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measure_retransmit_strategy.csv Dataset of attacks by measure and

retransmit strategy

nist-community-result.txt Report of the community implementation of

NIST RNG test suite

teleportation_strategy.csv Dataset of attacks by teleportation strategy

subsets.csv Dataset of reconstructions with partial sets of shares inclu-

ding ρn

notebooks Jupyter notebooks for creating the datasets
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