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1. Introduction

1. Introduction

As a business area generating billions of dollars p.a. in trade', legal
developments that concern the data flow business between Europe (EU) and
the US are a highly controversial subject among political as well as business
entities. Nevertheless, the e-business is of fast-moving nature and the
currently available regulatory framework, still being in its fledgling stage, does

not seem to be able to keep pace.

With the Safe Harbor Agreement being declared invalid by the Court of
Justice of the European Union (CJEU) on October 6™ 2015, the legal
foundation for personal data transfer from Europe into the US has been
deprived. This is due to the difference in prevailing perceptions of
jurisdictional importance in privacy matters within the economies. Despite a
granted grace period until the end of January 20162, companies and political
authorities now depend on a fast development of a new regulatory framework
and adjustments of accompanied tools to continue and to retain international

business as well as economic and political interests.*

Yet, jurisprudence for data protection and privacy in the US and EU are
fundamentally disparate. Data protection is valued very highly and cautiously
by EU citizens* and is also privileged by legislation in the Charter of
Fundamental Rights of the European Union®. Although US citizens share the
importance of being in control over their data®, US companies “do not see
privacy as a normal cost of doing business”’” and the US Congress avoided

putting up a comprehensive privacy law in the past.

Therefore, the European Commission occurs to be the driving force in the
regulatory development® and already agreed on the new General Data
Protection Regulation (GDPR) on December 15" 2015 whilst constantly

negotiating new draft laws and agreements. However, it is conspicuous that

' OECD, 2015

? Piltz, 2013

8 Mester, 2015; also: Fuchs 2015

4 European Commission, Data Protection Eurobarometer — Factssheet, 2015

° European Commission, Charter of the Fundamental Rights of the European Union (2000(C 364/01)
2000, Articel 7, 8 and 47; also: European Commission, Directive 95/46/EC of the European
Parliament and of the Council of 24 October 1995 on the protection of individuals with regard to
the processing of personal data and on the free movement of such data 1995, Article 25

 Madden and Rainie, 2015

" Schriver, 2002, p. 2779

8 Svantesson, 2014, p. 62



1. Introduction

the changes made have a cause-effect relationship which might comprise
unforeseeable repercussions. Hence it is important to screen the current
development and evaluate its possible future impact in order to assess where

the prospective data privacy regulation should be navigated.

1.1 Objective

The aim of this paper is to ascertain possible consequences of upcoming law
decision making on the affected economy and companies in particular

bearing in mind the initial drift of motivation being achieved.

1.2 Course of Investigation

First the importance of the Safe Harbor Decision C-362/14 for the data
privacy development will be explained. Then the meaning of current and
negotiated future regulatory changes in law, which concern data transfer from
Europe into the US, will be examined with regards to the needs and
deliberate goals of the European Commission as the prevailing law-making
authority. After that, possible consequences depriving from the ongoing
development in the data flow business as well as impacts on the EU and US

economy as a consequence thereof will be evaluated.
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2. The Importance of the Safe Harbor Decision

The reason to attune the Safe Harbor Agreement in 2000 was to provide a
legal basis for data trade between the European Union and the US. Five
years earlier, on October 25" 1995, the Data Protection Directive 95/46/EC
had been adopted by the European Parliament and Council. The intention
was to provide a legal framework for the concerns of elicitation, transfer and
processing of data from EU-citizens in international matters within and
beyond the European Union. Directive 95/46/EC is part of the EU privacy and
human rights law aiming to protect the fundamental rights and highlights the
importance of data protection even beyond European borders. Hence it
states in Article 25 that data-importing entities should provide an “adequate

level of protection™

that complies with the European standards. The
concomitant Safe Harbor Agreement has served as the legal fundament for
the U.S. as a data-importing non-EU country, covering the requirements of

Article 25.1°

In Case C-362/14 the CJEU came to focus on the derogation in the Safe
Harbor framework.!" First trigger was the scale of infringement on personal
data by the US government, which was brought to light by Edward Snowden
in 2013. On July 24™ 2013 the federal agency as well as privacy officials
adverted to “the eligibility of national officials to intermit data transfer to non-
EU countries if a high possibility exists, that Safe Harbor principles or
standard clauses are breached”*?. A few weeks later, on August 13" 2013,

the European Article 29 Working Party made similar implications.

Following this, the Austrian law student Maximilian Schrems demanded a
control assessment by the European Data Commissioner and prohibition for
facebook Ireland Inc. to send its data to the US. With his enquiry, Schrems
indirectly questioned the validity of the Safe Harbor Agreement itself.® The
case proceeded to the Irish Court and thereon further to the CJEU where the
complaints within the Safe Harbor framework were found to be unlawful in
terms of Article 7, 8 and 47 of the Charta of Fundamental Rights of the

° European Commission, Directive 95/46/EG of the European Parliament and of the Council 1995,
Article 25

1% |bid.

™ CJEU, Judgment of the Court in Case C-362/14, 2015

2 Gotz, 2013, p.636

B CJEU, Judgment of the Court in Case C-362/14, 2015



2. The Importance of the Safe Harbor Decision

European Union.** Subsequently, the adequacy of the level of protection
provided by Safe Harbor was ruled to be insufficient. Hence the Safe Harbor
Agreement was declared invalid on October 6™ 2015, abrogating the legal

basis for data trade between the EU and US.*®

The ruling can be seen as the presentation of current bias points within the
market. It is not to be understood as a judgment of the data protection scale
in the US but rather, as a statement in the decision which declares, that the
"lawful action of the EU commissioner is not enough to obey the needed
regulation for protection under European data protection law“.*® It also
criticizes several other loopholes and the way of handling operational needs.
Therefore the circumstances described in Decision C-362/46 are a statement
on some key points that need to be in the focus of discussion when thinking

of designing future data protection laws.

One important hurdle for the assertion of EU data protection law is that
national law of third countries acts out superior to international agreements.*’
Mass surveillance has been achieved by the U.S. National Security Agency
(NSA), demanding personal data information from PRISM-entities like
Google, Facebook or Microsoft. These companies have been self-certified
under Safe Harbor criteria but were at the same time obliged to U.S. law.
European law cannot forbid U.S. law but the dependability of compliance with
EU-standards in non-EU countries needs to be assured by an appropriate
system of monitoring and control mechanisms, to be able to protect personal
data and restrict the issuance of those if needed.'® The absence of
appropriate operational mechanisms and the lack of effective restriction of
infringement by the U.S. authorities®® undermine the national level of

protection.

The Safe Harbor investigation has also shown how restricted data protection
authorities are in their action. Schrems’ enquiry only had to be pushed further

in the legislative latter because the data protection commissioner was

14 European Commission, Charter of the Fundamental Rights of the European Union (2000(C 364/01),
2000

!5 Manich und Assion, 2015; also: CJEU, Judgment of the Court in Case C-362/14, 2015

'8 Manich und Assion, 2015

" Judgment of the Court in Case C-362/14, 2015, recital no. 85

18 Judgment of the Court in Case C-362/14, 2015, recitals no. 81 - 83

1% |bid., recitals no. 84-88



2. The Importance of the Safe Harbor Decision

abrogated by the means of the Safe Harbor Agreement itself. The correct
application of operational tools as well as already established mechanisms
for a safe data transfer (e.g. the Article 29 Working Party “Standard Clauses”)
need to enable authorities to intervene in a timely manner and should be
equipped with a set of tools to engage flexibly in accordance to new risks of

advanced technological development.

There is a strong need of a harmonized regulatory system to provide
transparency in action for both companies as well as authorities and to
strengthen citizen rights of remedy. Questionable in the prevailing regulatory
system was who to hold responsible for these systematic loopholes. Directive
95/46 in its nature gave EU Member States the freedom of integrating the
rules into their national law in their own tenor which lead to the creation of
patchwork law within the EU.?° This made it non-transparent for businesses
and authorities to understand and cope with the legal basis they were
working on. Furthermore the CJEU found a lack of administrative and
jurisdictional remedy for EU-citizens whose data has been breached by the
NSA surveillance system.?* EU citizens are unable to demand legal action
due to a lack of assigned accountabilities and legal procedures which should
be a protected fundamental human right.?

With data trade being such an important factor for the gross domestic product
(GDP) revenue between Europe and the U.S., those key issues resulting
from the Safe Harbor Decision will be of much importance for the future
jurisdictional development and need to be considered in both the short and

long term regulatory solutions.

Considering that the flaws in the current regulations regard highly operational
and Citizen-involving issues, the change of regulations will have a definite
impact on how companies will operate in the future which in turn will have an
effect on business practices and opportunities. Therefore this could also

mean a shift in competition and economic power.

%% Gilbert, European Data Protection 2.0: New Compliance Requirements In Sight - What The
Proposed EU Data Protection Regulation Means for U.S. Companies, 2012

2 Judgment of the Court in Case C-362/14, 2015, recital no. 89 and recital no. 90

2 European Commission, Charter of the Fundamental Rights of the European Union (2000(C 364/01),
2000, Article 47
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3. The Impact of Current Regulatory Changes and

Outstanding Legal Decisions on E-Business

3.1 The General Data Protection Regulation

On December 15" 2015 the European Commission agreed on the new
General Data Protection Regulation as the new legal framework. It includes a
regulation to protect individuals with regard to the processing and movement
of private data as well as a Police and Criminal Justice Data Protection
Directive to make sure incident response will be facilitated. The new GDPR
seeks to replace Directive 95/46/EC.% It will be applicable in two years from
the day of adoption, which is predicted for 2016.%*

The GDPR will foster a harmonized way of jurisprudence throughout Europe
in terms of data protection and therefore strengthen the ability of enforcement
for authorities. With a Regulation as the new form of law, no further inclusion
of or interpretation into national law will be needed® because it will be
equally and promptly applicable to all EU Member States.?® Therefore the
Commission assumes a regulation to be a more suitable instrument of
clearing uncertainty for data controllers®” as well as authorities.?® It will not
matter where in the EU a complaint is drawn, the rules and processes will be
similar and Member States are encouraged to learn quickly from each other
to improve their legal action and surveillance in this matter. This will ensure
process clarification for all entities involved in doing e-business but not yet a

cut in administrative expenditures for the economy.

2 European Commission, 2012/0011 (COD) - Proposal for a Regulation of the European Parliament
and of the Council on the protection of individuals with regard to the processing of personal data
and on the free movement of such data (General Data Privacy Regulation), 2012, Article 88 and
Article 98

2 European Commission, European Commission: Questions and Answers - Data protection reform,
2015

%® Gilbert, European Data Protection 2.0: New Compliance Requirements In Sight - What The
Proposed EU Data Protection Regulation Means for U.S. Companies, 2012; also: European
Commission, 2012/0011 (COD) - Proposal for a Regulation of the European Parliament and of the
Council on the protection of individuals with regard to the processing of personal data and on the
free movement of such data (General Data Privacy Regulation), 2012, pp. 5-6

%% Gilbert, European Data Protection 2.0: New Compliance Requirements In Sight - What The
Proposed EU Data Protection Regulation Means for U.S. Companies, 2012, pp. 817 and 823

" de Hert and Papakonstantinou, The proposed data protection Regulation replacing Directive
95/46/EC: A sound system for the protection of individuals, 2012, p. 132

28 European Commission, 2012/0011 (COD) - Proposal for a Regulation of the European Parliament
and of the Council on the protection of individuals with regard to the processing of personal data
and on the free movement of such data (General Data Privacy Regulation), 2012

6
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It is also approaching an extraterritorial reach to ensure the GDPR to be
eligible and actionable for data controlling and processing of EU-citizens that
are conducted outside the EU. The GDPR Proposal claims that the
Regulation shall also apply, if the collector of personal data processes data of
EU-citizens beyond EU/EEA borders® which extends the reach of
accountability of internationally acting organizations in the EU. Furthermore,
controllers not established in the EU are obliged to designate a
representative in the EU.*® If several Member States are affected by the
collector’s work, only the Data Protection Authority (DPA) in the country of
the Headquarters is responsible.*! Involving organizations of non-EU
countries into the definitions of the European Regulation and incorporating
their approachability into the EU targets to be able to hold them accountable
for their actions. The DPA-Headquarter-Rule again simplifies responsibility of

jurisdiction for authorities and business entities.

On the one hand, the companies’ obligations in terms of demonstrating their
level of protection will extend. Controllers as well as processors will have to
carry out a data protection impact assessment prior to risky processing
operations.** They will need to perform upon individual requests to exercise,
for example, their “right to be forgotten”*® by providing written procedures and
processes that they actually use, and to be able to show that they comply
with the applicable legal requirements - “principle of accountability”.®* There
will be an obligation to inform citizens and authorities about possible data
breach® as well as the need to show transparency by communicating

companies’ actions clearly, as the “principle of transparency” states.*® It is

29 European Commission, 2012/0011 (COD) - Proposal for a Regulation of the European Parliament
and of the Council on the protection of individuals with regard to the processing of personal data
and on the free movement of such data (General Data Privacy Regulation), 2012, recitals no 20,
21 and Article 3, also: Verheijden, 2015, p. 192; also: Bull, 2015, 104-105
% European Commission, 2012/0011 (COD) - Proposal for a Regulation of the European Parliament
and of the Council on the protection of individuals with regard to the processing of personal data
and on the free movement of such data (General Data Privacy Regulation), 2012, recital 63, Arti-
u cle 25; also: Verheijden, 2015, p. 192
Ibid., recital 97, 98, Article 51.2
%2 |bid., Article 33
® Gilbert, European Data Protection 2.0: New Compliance Requirements In Sight - What The
Proposed EU Data Protection Regulation Means for U.S. Companies, 2012, p. 819
* Ibid., p. 819; also: European Commission, 2012/0011 (COD) - Proposal for a Regulation of the
European Parliament and of the Council on the protection of individuals with regard to the
processing of personal data and on the free movement of such data (General Data Privacy
. Regulation), 2012, Article 22
Ibid., Article 5
% bid., recital 46
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easy to see how this creates great internal and external operational needs for
companies. To comply with the new regulation, businesses will have to invest

mostly into administration, educated workforce and legal expertise.

On the other hand, other bureaucratic burdens will be eliminated. As already
mentioned, the legal harmonization and extraterritorial reach of rules also

simplifies procedures for companies. The “one-stop-shop™’

approach is
supposed to save an estimated expense of EUR 2.3 billion per year® by
limiting supervisory accountability down to one, who will be approached by
the headquarters. In addition, “data protection by design”® and the
installation of privacy-friendly mechanisms and techniques will be
encouraged from an early stage of development to ensure prompt
compliance for innovative products.*® Although this can also be seen as extra
expenditure for companies, it secures long-term adherence to legal
expectations and thus can be used as an image-boost for created trust in

new technology.

The new regulation intends to give EU-citizens an extended influence on and
control over the data collected about them. The data subjects’ right of access
to their personal data** will be extended by the new elements of the right to
be informed about the data’s storage period, the right of rectification and the
right of erasure.*” The right of erasure also refers to the “right to be
forgotten”.** As mentioned before, information on how personal data is stored
shall be available and understandable. In addition, the data subject will be
able to require a data transfer from one service provider to another under the
“principle of data portability”**. Citizens have the right to be informed when

their data has been breached which falls under the obligations of the data

87 European Commission, Europe 2020 - A strategy for smart, sustainable and inclusive growth, 2010

% European Commission, European Commission - Agreement on Commission's EU data protection
reform will boost Digital Single Market, 2015

% European Commission, 2012/0011 (COD) - Proposal for a Regulation of the European Parliament
and of the Council on the protection of individuals with regard to the processing of personal data
and on the free movement of such data (General Data Privacy Regulation), 2012, Article 23

4 European Commission, European Commission - Agreement on Commission's EU data protection
reform will boost Digital Single Market, 2015

4 European Commission, Directive 95/46/EC of the European Parliament and of the Council of 24
October 1995 on the protection of individuals with regard to the processing of personal data and
on the free movement of such data, 1995, Article 12(a)

“2 European Commission, 2012/0011 (COD) - Proposal for a Regulation of the European Parliament
and of the Council on the protection of individuals with regard to the processing of personal data
and on the free movement of such data (General Data Privacy Regulation), 2012, Article 15

*® |bid., Article 17

* Ibid., Article 18
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controller.*®* The clarification of circumstances on data storage and
processing in the complex e-business environment can help raise the
awareness of EU-citizens. Knowledge leads to a confident use of one’s
rights. Hence, if the execution of rights claimed increases, this will create an
excessive legal burden for companies that are not yet fully compliant.
Nevertheless, engaging consumers also creates trust and consent and
feedback will help to find a company’s legal needs to be able to approve

them.

Furthermore, improved administrative and juridical remedies will be
provided.*® Citizens will be able to directly refer to the DPA in their country,
even when their data are processed by a company based in a different
Member State or even outside the EU/EEA area.*’ Next to the direct ability
for citizens to lodge a complaint, also organizations and associations receive
the right to issue complaints on behalf of one or more data subjects.”® To
condense complaints under the legal action of an association can be a great
administrative relief. The result of such attempts tends to be more successful
than that of individuals which should encourage citizens to take advantage of
these remedies. Rectifications imply high financial risk for businesses,
especially small and medium-sized enterprises (SMEs). This holds true
especially in the US, where legal complaints and compensation are acted out
stronger than in the EU. Companies might suffer severe financial damage if
legal conflicts start evolving under U.S. law. In terms of the GDPR,
companies not complying can be sentenced with “up to 0.5% of (their) annual

worldwide turnover”.*®

5 European Commission, European Commission - Agreement on Commission’s EU data protection
reform will boost Digital Single Market, 2015

46 European Commission, 2012/0011 (COD) - Proposal for a Regulation of the European Parliament
and of the Council on the protection of individuals with regard to the processing of personal data
and on the free movement of such data (General Data Privacy Regulation), 2012, Article 15

" Gilbert, European Data Protection 2.0: New Compliance Requirements In Sight - What The
Proposed EU Data Protection Regulation Means for U.S. Companies, 2012, p. 818; also:
Verheijden, 2015, p. 193

“8 European Commission, 2012/0011 (COD) - Proposal for a Regulation of the European Parliament
and of the Council on the protection of individuals with regard to the processing of personal data
and on the free movement of such data (General Data Privacy Regulation), 2012, recital 112, Arti-
cle 73; also: Verheijden, 2015, p. 192

** Ibid., Article 79.4
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3.2 Regulatory Exceptions

To ease the process of consent and control, contractual alternatives are
commonly used in business environments with a very complex regulatory
system. To keep the data transfer an easier endeavor in the concept of Safe
Harbor, alternatives to the invalid agreement could now derive from other
contractual solutions, consent, other derogations or a Safe Harbor 2.0.*° In
general, Binding Corporate Rules (BCR) and Standard Clauses (SC) are
already in use. Furthermore special agreements can be attuned in bilateral
agreements such as the currently negotiated Transatlantic Trade and
Investment Partnership (TTIP) or Trade in Services Agreement (TiSA).

3.2.1 Standard Clauses and Binding Corporate Rules

SCs and BCRs help to provide applicability of European Law beyond
EU/EEA borders. The purpose of Standard Clauses is to bring business
execution matters in cooperation or within non-EU countries that are not yet
certified with adequate level of protection, into the context of “order data

»®L with EU data to make the GDPR applicable to these cases.”

processing
BCRs carry the same objective in the scope of Multinational Enterprises
(MNEs) and assure compliance with legal expectations for the entire
company to avoid contracts for each single transfer.>® Both tools have been
established by the Article 29 Working Party, different versions of the SCs are
in use since 2001.%* In context of the GDPR, the three types of clauses and
BCRs have been inherited without change for now. Thus processes will be

bound to provide data protection to the standard of the new regulation.

However, some authorities see the same flaws of undermining authorities’
action and impracticable consumer dispute as in the Safe Harbor

Agreement.”® Certain clauses show equal self-certifying characteristics of

%0 Schrems, 2015

51 European Commission, 2012/0011 (COD) - Proposal for a Regulation of the European Parliament
and of the Council on the protection of individuals with regard to the processing of personal data

o and on the free movement of such data (General Data Privacy Regulation), 2012, Article 41 f.)

Datenschutz, 2011

*% European Commission, Overview of Binding Corporate Rules 2015; information on the procedure of
approval under: http://ec.europa.eul/justice/data-protection/international-transfers/binding-
corporate-rules/procedure/index_en.htm

54 European Commission, Model Contracts for the transfer of personal data to third countries, 2015

°> CJEU, Judgment of the Court in Case C-362/14, 2015

10
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operations hard to verify.*® For BCRs, the European Commission makes sure
companies throughout all EU member states are able to apply correctly.”’
Sometimes even an authorization fee is needed.”® WP133 states that
effectiveness of BCR shall be demonstrated by typically used mechanisms,
such as regular audits. These are assumed to be conducted by the DPA.>°
Yet the necessity to prove compliance of written BCR with the actual
operational business by an external authority is nowhere mentioned as
conditional for approval. This leads to the assumption that both approval and
operational control, audits, are rather an act of bureaucracy than an actual
execution by authority.

Furthermore, once a SC is approved, Member States are obliged to
acknowledge that organizations which use SCs provide an adequate level of
data protection.®® Also, the approved BCR will assure authorization of
transfer of data into non-EU/EEA countries with no adequate level of
protection.®> This could again, like the Safe Harbor Agreement, make it
difficult, if not impossible, for authorities to question and revise their

decision.®?

If companies are still able to meet law criteria with exceptional agreements
that allow them to hide business practices that do not correlate with the
actual legal security standards, the entire protective purpose of the GDPR
will be put out of order. Therefore both tools need to be questioned for

applicability and be revised accordingly.

% European Commission, Commission Decision C(2010)593 - Standard Contractual Clauses
(processors), 2010, Clauses 4 (f), 4 (e), 5 (a) 2, ; also: European Commission, Commission
Decision C(2010)593 - Standard Contractual Clauses (processors), 2010, Clause 12 (1)

> Article 29 Working Party, ec.europa.eu - National filing requirements for controller BCR ("BCR-C"),
2015

%8 Ibid., p. 7

% |bid., Section 5: Effectiveness

60 Weniger, 2005, p. 471

® European Commission, Overview of Binding Corporate Rules, 2015; information on the procedure of
approval under: http://ec.europa.eu/justice/data-protection/international-transfers/binding-
corporate-rules/procedure/index_en.htm

%2 CJEU, Judgment of the Court in Case C-362/14, 2015

11
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3.2.2 The EU-US Privacy Shield

As foretold by experts, on February 2" 2016 the European Commission and
US agreed on an attempt of a Safe Harbor 2.0%, the now called EU-U.S.
Privacy Shield.®*

The intention, beside the ease of data trade, is to make EU standards
enforceable under U.S. law and give EU-citizens several options to claim for
compensation. The fact that companies publish their commitments shall
enable legal action of the U.S. Federal Trade Commission (FTC). A
communication mechanism for complaints will be installed between EU and
U.S. authorities and companies will be obliged to react upon a deadline.

Additionally, “Alternative Dispute resolution will be free of charge*.®®

This agreement shows the promising potential to become an arrangement
that is supportive of European standard needs and encouraging
extraterritorial legal enforcement. It could imply an attempt to literally
condense U.S. and EU company practices under the same legal
expectations. As much as that would seem a drawback for U.S. MNEs, it
could also generate chances for all companies in both the U.S. and the EU.
Whether this becomes reality or if it will rather provide another easy way

around legal burdens, remains to be seen with the first published draft.

3.2.3 Bilateral Agreements TTIP and TiSA

Since the start of negotiation, TTIP and TiSA have been discussed and
criticized for endangering European standards and human rights in various
ways, including data privacy.®® Both agreements include sections that deal
explicitly with the transfer of data deriving from electronic commerce between
the U.S. and EU.

Although co-operation and accompanying negotiation on issues related to

future developments are being promoted®’ and there are sections included

% Schrems, 2015
% European Commission, European Commission - EU Commission and United States agree on new
o5 Ib_(fjramework for transatlantic data flows: EU-US Privacy Shield, 2016
id.
% |srael 2015, pp. 14-17
®7 Transatlantic Trade and Investment Partnership - Trade in Services, Investment and E-commerce,
2015, Article 6-1

12
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that give an understanding for the importance of data protection®, at least

two major concerns arise from the current drafts.

First, the agreements reflect that there is a serious possibility that GDPR
protective measures are going to be constrained. TiSA Article 2 states that
‘no Party may prevent the transfer, access, processing or storing of
information outside that Party’s territory if conducted in connection with a
business. Article 2 sub-clause 5 further holds that Parties should not prevent
foreign suppliers of services from transferring information across borders

"9 |n the TTIP section of “trade in services,

»n70

within internal networks.
investment and e-commerce”’”, article 6-4 sub-clause1 states that “parties
shall ensure that the provision of services by electronic means may not be
subject to prior authorization or any other requirement having equivalent

effect”’*

. It also states that this shall be “without prejudice to authorization
schemes which are not specifically and exclusively targeted at services
provided by electronic means”.”” In the GDPR basically every data collection
and transfer targets services provided by electronic means. Therefore,
surveillance and control mechanisms developed by the European
Commission and the ability to intervene when European citizens’ rights are

breached.

Second, measures to ensure accountability for non-EU companies are being
eliminated. TiSA article 9 holds, that “no party may require a service provider
to use territorially localized computer facilities for processing and storage of
data as a condition of supplying service to that country.””® Taking legal action
in Europe under harmonized law is obviously easier than filing complaints
across borders. If U.S. companies draw back their premises from EU
territory, it makes them harder to account to European privacy standards that
are still not included in any way under U.S. national law. Although the GDPR

attempts an extraterritorial reach and the EU-U.S. Privacy Shield intends to

®8 Transatlantic Trade and Investment Partnership - Trade in Services, Investment and E-commerce,
2015, Article 6-7

° Israel, 2015; also: Wikileaks - Trade in Services Agreement - Annex on [Electronic Commerce],

o 2015, p.3

TTIP

™ Ibid.

2 Transatlantic Trade and Investment Partnership - Trade in Services, Investment and E-commerce,
2015

3 Ibid., p. 8
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make standards applicable under U.S. law, the U.S. FTC is only able to
enforce protective measures to companies if they voluntarily agree to adopt

them.’*

3.2.4 The US approach towards Data Privacy

Although there is no data protection law in the US jurisdiction, the federal
government seems to become aware of the importance of the consideration
of consumer rights. In spring 2015, a second draft for a new act, supporting
consumer rights, has been released. The Consumer Bill of Rights does not
seem to include an individual right of action but seeks to provide penalties

and includes additional consumer rights when enforced.™

Some market areas in the US already included precautious actions into their
legal system. States like Vermont and California have introduced bills that
enable them to introduce privacy laws into their constitution. It has not
happened yet, but in a case of increased importance for US companies to
comply with European standards, it will be easier to introduce necessary
regulations for the US business environment.”” This can be seen as an
important step towards the acceptance of European privacy interests as a
global standard.

Furthermore, experts see the major difference to European prospective in the
given opt-out option rather than opt-in. This is conceived as a learning
process on the issue of understanding of the nature of privacy protection for
US consumers.”” The US industry will experiences the possible change in
consumer interest towards data protective entities once European legislation
becomes effective. Non-compliant companies then have to expect greater

expenses to adjust to a new global standard and to sustain their image.

™ |srael, 2015, pp. 13-14
’® Marshall, 2015, p. 614
’® |bid., pp. 616-617

" Ibid., p. 628
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3.3 Conclusion

The most important objectives for future data protection law were ascertained
in the Safe Harbor Ruling. Taking those into account, the aim of the new
regulatory changes is to harmonize jurisdiction throughout the EU, enable
claims to be enforced extraterritorially, strengthen user rights and hold
organizations and companies accountable for their actions by assuring data

protection through evidenced procedures and authorization.

The GDPR provides the fundament to these objectives. Yet, corresponding
law and regulations such as SCs and BCRs should be reviewed and adjusted
accordingly to interact with new law instead of bypassing important measures

of protection.

Furthermore, currently discussed bilateral agreements such as TTIP, TiSA
and the EU-US Privacy Shield contain debatable portions. It is possible that
they endanger the fundamental objective of data protection by outlawing the
GDPR as the superior regulation.

The US started paying closer attention to the enhancement of consumer
rights and the awareness of privacy issues increases. However, definite data
protection law is still absent in US jurisdiction. This has been and continues
to be the greatest challenge in negotiations between the US and EU.
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4. Consequences for the EU and US Economy

4.1 The Relevance of Data Privacy Law for Economic Development

From third world countries to developed economies, the electronic
connectedness and involvement has developed rapidly. To illustrate this,

Figure 1 shows the consistent growth of mobile internet users, with the

Figure 1: Number of mobile internet users from 2014 until 2019

2014 2015 2016 2017 2018 2019

X: time in years; Y: Number of users in billions
Source:(Statista, 2016

mobile connection being only one option of all possible e-connections, with a
prognosis until 2019. ™ The worlds’ population currently amounts to an
estimated 7.3 billion.” From 2012 to 2013, the average adoption of
smartphones in OECD countries reached an average of almost 50% in 2013.
Consumers use mobile devices for a multitude of activities. Not only emailing
and social networking account to the scope of mobile activities, but also more
sophisticated operations such as online banking or online purchases are
increasingly pursued through mobile connectedness. Besides the increased
usage of mobile devices, also the frequency of usage has grown. 40% of

'8 Statista, 2016
9 United States Census Bureau, 2016
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consumers in OECD countries have used their smartphones several times
per day for social networking and browsing purposes in 2013. * Within this
development, the importance of social interaction through digital
inclusiveness increased. Therefore, electronic inclusiveness became a
profound business component to encourage social interaction with business

entities. &

Following this, the importance of information and communication
technologies (ICTs) and the internet in business models and strategies is
expanding rapidly. Rates for adoption and using ICTs among OECD
countries show that almost all businesses rely on ICTs. In 2014, nearly 100%
of large companies were connected to broadband, while 95% of all business
entities with more than ten employees had a broadband connection.®
“‘National digital strategies are cross-sectoral by nature and in many
instances are designed explicitly to boost countries’ competitiveness,
economic growth and social well[-]being.”® Since the increased
connectedness has become such an integral part throughout the society, the
consequences of policy changes for the economy are extensive. “[The]

impact is so profound that no sector remains unaffected.”*

Detecting the financial profit behind this progress, whole economies
developed a digital dependency to “reap economic benefit”.?> The US already
holds the biggest players in the digital market. Companies like Microsoft,
Google, Facebook, SAP, etc. are global actors and hold most of the market
shares in their segment.®* At European level, there is one vital policy
framework seeking to increase Europe’s economic share: The Digital Agenda
for Europe (DAE).*” The aim is to increase and sustain market power and
welfare by entering further into the promising digital market.*® In the DAE one

of the objectives is “to speed up the roll-out of high-speed Internet and reap

8 OECD, 2015, p. 54

8 Andreasson, 2015, p. xxi

8 OECD, 2015, p. 47

8 Ipid., p. 21

8 Ibid., p. 20

8 Andreasson, 2015, p. xxi

% Windows: Global makret share for operational system Windows7: 53.71% : netmarketshare -
Desktop Operating System Market Share, 2016; Google: Global market share of search engines
January 2016: 88.36%: Statista - Worldwide desktop market share of leading search engines from
January 2010 to January 2016, 2016

87 Helsper and van Deursen, 2015, p. 137

% Ibid., p. 138
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»89

the benefits of a digital single market for [...] firms™ and additionally, the

“circulation of content with high level of trust for consumers and companies

"9 Furthermore,

on digital platforms as regulated by national legislation
citizen rights, assurance of training in skills regarding information technology
(IT) and the access to personalized services is backed up by the Social
Investment Package (SIP).”* Hence, there is a clear aim from the European
side to oppose to the influence of US companies by investing into enhanced

strength on the own market.

With the increase of global digital dependency, more companies are affected
by international data protection law. Most firms rely on the outsourcing of IT
functions or choose to buy IT services instead of investing into it themselves.
However, the use of information technology in businesses, mainly from the
secondary and tertiary economic sector, is very common.” Still, the
companies, as the collecting and processing entities, are liable under the law.
Additionally, the definition of what constitutes personal data has been
expanded to include pretty much any possible identifier, especially if profiling
of data is carried out.** As mentioned before, the GDPR promotes the
implementation of security mechanisms into new tools in a very early stage of
development. Thus, suppliers that incorporate European standards into their
devices have an increased chance to profit in the European market. The
affect digresses to all companies associated with digital services, ranging
from the tool user to the producers of digital devices and eventually their

suppliers.

Despite the rapid progression, the digital economy already faced two
vigorous challenges, the dot-com bubble from 1997 to 2000 and the Double-
Dip crisis from 2007-2009. Although recovering from these major set-backs,

“the digital economy has not yet reached full potential”. *

The digital economy of the US has developed significantly faster in
comparison to that in the EU. Starting in the 1990s, the US has spotted the

89 European Commission, Europe 2020 - A strategy for smart, sustainable and inclusive growth, 2010,

p. 6
% Ipid., p. 21
91 Helsper and van Deursen, 2015, p. 138
%2 peykert, 2013, pp. 1-3
% Heureux, 2015, p. 309
 OECD, 2015, p. 17
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opportunities given by the newly arising digital market and started investing
heavily into its development. Throughout the 1990s the US spent about three
times more of their nominal GDP shares into IT and six times more into the IT
market in total.** The US investment into venture capital is at its highest level
now and important business industries like the semiconductor market are
growing.”® As a result the market in the US was able to grow fast and
establish strong positioning. The biggest players, such as Google, Facebook,
Microsoft, were all founded in the US®*” and have gained an almost monopoly-
like ambassadorship by providing omnipresent products throughout the
world. “Moreover, sixteen US companies and only three European
companies were ranked among the twenty largest big data vendors in
2013.7%

For the upcoming economic evaluation, the following assumption on the
jurisdictional future is made: The GDPR will be adopted by the European
Parliament and European Council in 2016 and will therefore be effective in 2
years from now. Standard Clauses and Binding Corporate Rules will be
reviewed and adjusted according to GDPR needs. As other non-EU countries
already started adopting the European approach in data protection, the
enforcement of legal consequences will increase. The awareness of

extraterritorial means will also increase globally.

4.2 Economic Consequences due to the Outcome of Regulatory
Changes

4.2.1 Harmonization of European Law

Through the new regulation government and non-government jobs will be
created throughout Europe. Harmonized interpretation of law will strengthen
penalty and enforcement. In the prevailing jurisdictional framework, the
penalties as well as enforcement vary strongly in the different member states.
In some member states, e.g. Spain and France, the interpretation of the law

is stricter than in others, e.g. the United Kingdom (UK). Therefore, the

% Welfens und Jungmittag, 2003, p. 16

% OECD, 2015, p. 36

o7 Google, 2016; The Guardian, 2007; Microsoft, 2016
% Ciriani, 2015, p. 44
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chances for companies to face law enforcement are higher in those member
states where law is taken more serious and executed stricter. The new
regulatory framework follows the rather strict approach and is imminently and
uniformly applied in all EU/EEA countries.*”® Hence, the level of enforcement
will increase throughout the EU. To ensure the execution of law, DPAs have
to increasingly engage into audits and check-ups throughout the market.
Also, companies need to invest into experts to control data control and
processing internally to receive authorization. This can be seen as a great
expense for the government and business entities. However, it is also
supporting the industry behind the legal system. To execute the surveillance
of the new mechanisms, the demand for skilled labor will increase which
creates jobs. Positive effects on the economy therefore are increased tax
income for the government, increased demand of goods and therefore

increased trade in goods, growing GDP and an overall increase in welfare.

By harmonizing data privacy law, Europe will reach a better positioning by
investing into digital trust within their economic area. An OECD survey from
2014 on priority areas in the digital economy revealed that security and
privacy range among the top three in their importance. Furthermore, in
several other surveys a rise in trust concerns was pointed out. They
ascertained that out of all the participants, 91% felt that they were not in
control over their personal data anymore and overall concerns about privacy
have risen by 64% within one year. Therefore, providing trust in the digital
economy seems to become an inevitable success factor to exploit economic
opportunities.'® The EU attempts to enhance the digital market by creating
trust and competence for European products through legislative backup. As
explained by Viviane Reding, the Vice-President of the European
Commission: “Trust in a coherent EU regulatory regime will be a key asset
for service providers and an incentive for investors looking for optimal

conditions when locating services™**

Therefore, through the increase in created trust the EU economy might
benefit from an increase of Foreign Direct Investments (FDIs) into the EU.

Implementing coherent law throughout Europe demands expenditures on

9 Heureux, 2015, p. 309; also: Svantesson, 2014, p. 71
10 5ECD, 2015, pp. 62-63
101 Svantesson, 2014, p. 57
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human resource, job training and administration.’”® The changes relate
mostly to new tasks that “concern the implementation of the new consistency
mechanism which will ensure coherent application of harmoni[z]ed data
protection law, the adequacy assessment of third countries for which the
Commission will have sole responsibility, and the preparation of
implementing measures and delegated acts”.*®® For this, the GDPR proposal
states an estimated expenditure for the period of 2014-2020 of approximately
40 billion Euros in total.** This amounts to roughly ¥4 of the available means
of payment estimated for the financial framework of the EU.'® Despite the
given willingness to invest into the legal framework, further government
investments into the economy by, for example, supporting market relevant
education or providing subsidies are limited. Nevertheless, companies or
investors might want to seize future risks by complying with upcoming law
and therefore reason to evolve directly within the necessary legal
environment. Companies would also benefit by exploiting upcoming
economic support in that area and the created image of trust on digital
products from the EU which will overspill to the brands of entities situated in
the EU. Therefore, an increase of FDIs into Europe for the digital market is
most likely to occur. For the European economy this will have several
positive effects. One of them is the potential of job creation through an
increased number of companies that demand labor. The overall
unemployment rate will decrease, which will lead to an increase of
government income through taxes, less spending on social services and a
total increase in welfare. The government income then can be spent to
further boost the economy by, for example, investing into the needed fields of

education.

The increased demand for investment gives Europe the opportunity to
strengthen its inner-market. As well as FDIs may flow from non-EU countries,
also investors within the EU will be interested to exploit the benefits of a

trustworthy economic environment. As Figure 2 shows the development of th

102 Gilbert, European Data Protection 2.0: New Compliance Requirements In Sight - What The
Proposed EU Data Protection Regulation Means for U.S. Companies, 2012, p. 819
European Commission, 2012/0011 (COD) - Proposal for a Regulation of the European Parliament
and of the Council on the protection of individuals with regard to the processing of personal data
108 Ibf";(ljnd on the free movement of such data (General Data Privacy Regulation), 2012, pp. 113 f.
id.
105 Bundefinanzministerium, 2014
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funds rate of the US and European Central Bank (ECB) since 2000. IT is
obvious, that the ECB funds rate has reached a significant low of 0,05%
since September 2014.'® Hence, banks are able to loan money on a
simultaneously low rate which attracts entities to lend money for their
endeavor.”” Not only powerful enterprises will be attracted, but especially
entrepreneurs or SMEs will be triggered to invest heavier into their
businesses ideas as loans are cheap. Flourishing small enterprises will
provide an increased variety in supply on the market. The growing market
mix will support inner-EU trade which will generally lead to a gain in profit for

the trading countries.*®

Figure 2: US and EU Funds Rates from 2000 - 2016
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X: Time in years; Y: Funds Rate in percent
Source: Kerbler, 2015

Following this, the EU, as a compound of different countries, is able to benefit
from comparative advantage. Despite the goal of the EU to create a uniform
economic area with equally developed member states'®, the different stages
of economic development still vary between countries. As already said, the

digital market combines all business areas. By investing into pools of

108 kerbler, 2015

07 Bofinger, 2015, pp. 378 f.

198 Bofinger, 2015

109 European Commission, Die Grundprinzipien der Union, 2016
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specialization in the different member states, the full potential of skills and
labor can be achieved and inter-European trade increases to ensure a
distribution of benefits in the EU.™°

Moreover, the GDPR will support the establishment of genuine competition
within the EU digital economy. The new legal framework “does not address
the asymmetry resulting from the classification of digital services™".
Therefore, all business service providers have to obey the same rules when
controlling and processing data of EU-citizens. This also leads to the
conclusion that transatlantic data flows will not be forged by the execution of
the GDPR due to the uniform exertion and impact for both, EU and US

business entities.**

The US economy will also benefit from investing into the EU area. As Figure
2 shows, the fund rate in the US has almost developed simultaneously to the
EU and is ranging between 0.25% - 0.5% since December 2015. This gives
US investors the chance to either invest directly into the EU market through
FDIs or to loan money inexpensively in the US and invest indirectly into the
European market through subsidiaries. Both ways give US companies the
chance to increase their market power and share across borders. Powerful
business entities have a higher demand in their products than products than
others. Hence, they profit from high revenues. Sustaining US businesses in
the EU rewards them with increased influence in the market. The demand for
innovative and brand products is there. Since US businesses inherit better
market positioning, the European market depends on products originating in

non-EU countries.

Overall, the harmonization of European law seems to profit the EU economy
more than the US by generating trust as an important economic asset.
Increased investments into the European market will boost the economy. US
competition only has the chance to hop on the boat by complying with EU

legal standards as well as by investing into European economy themselves.

10 Bofinger, 2015
"L Ciriani, 2015, p. 49
12 |pid.
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4.2.2 Extraterritoriality

It is without doubt mandatory for US businesses to comply with European law
when they attempt to do business in the EU. In Germany, companies already
started to take proactive actions towards the new regulatory needs and made
consumers opt-in on their unchanged data policy before using their products.
Since the beginning of March 2016, on the Google website, as well as
Google-product websites like YouTube, the business confronts the consumer
with their data policy and asks for acceptance as seen in Figure 3. The
information includes links to the several topics of their data policy as well as
giving other options of using the product if the user is concerned data will be

breached.*®

Figure 3: Google Privacy Policy Awareness

Google
pertore you continue..
To be consistent with data protection laws, we're
asking you 1o take a moment 10 review key points <. '
of Google's Privacy Policy. This isn't about a

ﬁ
change we've made — but please review some key u v
p‘.)ll‘ntr} You can revoke your consent at any time

with effect for the future

We'll need you to do this in order to continue using Google services,

Source: Google, 2016

Moreover, on-site audits by the DPA have already been executed since the
late 1990s. The first audit with extraterritorial background has been carried
out on Citibank in 1996. This serves as an example of why foreign policy with

extraterritorial claim matter to US companies.**

As for now, the EU compensated the absence of extraterritorial jurisdiction by

making it mandatory for non-EU enterprises to locate servers within the

13 firther screenshots enclosed in Appendix

114 Svantesson, 2014, pp. 74-75
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EEA.'® This way, enterprises could be hold responsible for data breach
happening since their servers were located within an area where European
jurisdiction avails. As mentioned before, this approach might be neglected

through bilateral agreements.

Then again, one good reason to support trans-border data flows is that it can
also imply the protection of privacy in itself. In 2010, the United Arab
Emirates (UAE) was about to ban BlackBerry messaging services due to
their encryption during a transmission process happening on Canadian
ground. For the UAE this meant that data could not be accessed and

116 As much as accessed data can

surveilled by their government agencies.
be breached, the location of data processing enterprises is an important

factor of controlling and protecting it.

Handling privacy issues globally will eliminate trade barriers. The inducement
for SMEs to participate in the e-commerce industry has been moderate,
especially across borders. One reason is “consumer resistance to cross-
border-purchases“**” due to the concern that consumer rights are not
protected. Ensuring data privacy protection through global standards
eliminates a part of such trade barriers. Therefore, Start-Ups and SMEs are
liberated from another obstacle for their business development.

As mentioned before, parts of the US economy also insinuated a
development towards EU privacy standards.™® Yet, the extraterritoriality of
European jurisdiction has great potential to harm the economic relationship
between the US and EU. The internet and development of digital tools has
made it easier to access comprehensive data flows beyond geographic
restrictions. Due to this, an extraterritorial reach of EU-law is necessary to
efficiently protect citizens from data breach “and to have an effective remedy
against those responsible”.™™ In a matter of companies expanding into non-

EU areas or areas that are not declared to offer an “adequate level of

15 European Commission, Directive 95/46/EC of the European Parliament and of the Council of 24
October 1995 on the protection of individuals with regard to the processing of personal data and
on the free movement of such data, 1995

118 uner, 2011, p. 24

7 0ECD, 2015, p. 55

"% Marshall, 2015

119 Svantesson, 2014, p. 77

25



4. Consequences for the EU and US Economy

1120

protection” " they remain liable for. Since the awareness of data protection

and associated concerns are increasing among OECD (Organization for
Economic Cooperation and Development) countries'®, interests of all
affected citizens will be supported by this endeavor. Even if the enforcement
of European standards remains difficult in non-EU countries, data breaching

will reflect negatively on the company’s image.

From another perspective, it could also be seen as an approach that heavily
influences the market by forcing European interests as a new global standard
upon it. The assertive attempt to provide law with an extraterritorial reach that
regards data privacy issues embeds the interest to standardize global
solutions based on European interests. Even if it turns out that the law cannot
be enforced as easily in the US, the enforceability will leave US companies
with the risk of possible sanctions for non-compliance or economic
disadvantages if they support European law.'”* Besides, the US government
and jurisdiction do not share the European opinion on the need of data
protection. This could lead to severe political and economic reactions in a

dispute over market power with negative effects on both parties.

The US, for example, could decide to enact legislation that will block the
execution of European policies. Such “blocking legislation™® seeks to
prohibit the supply of evidence in foreign cases, attempts to hinder legal
enforcement and forbids compliance on orders from foreign authorities.”* As
a result, European authorities and citizens will be unable to make use of their
right to fair remedy when the responsible collector or processor of their data
is situated in the US. This could lead to the following example settings that
will decrease trade between the two economies and generate a loss in trust,

comparative advantage and welfare.

US companies will realize that they cannot be hold legally accountable for
data breach when located in the US. Hence, they will withdraw their

subsidiaries from the European area to solely provide their business activities

120 European Commission, 2012/0011 (COD) - Proposal for a Regulation of the European Parliament
and of the Council on the protection of individuals with regard to the processing of personal data
o1 and on the free movement of such data (General Data Privacy Regulation), 2012, Article 41
OECD, 2015
122 Svantesson, 2014, pp. 59 and 101
123 Svantesson, 2014, p. 94
2% |bid., pp. 94 .
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from US headquarters. The US companies that provide online services are
still able to do business in Europe since these are geographically
independent. There might be a loss in trust in US products which may lead to
a decreased demand. This would incorporate a total decrease in trade
between the US and EU which will have a direct negative effect on the GDP

in both economies.

The newly gained trust-image through European law will suffer if it turns out
to be inefficient. Other companies may see a chance in relocating their
businesses to non-EU countries to bypass European policies. A loss of
market power for the European economy will be inevitable. Although the EU
owns a strong market share in the digital industry now, the economy will
suffer from the loss of incoming tax, work places and the consistent demand

in goods that will require import expenditures.

In order to protect the rights of EU-citizens, the EU could react by not giving
authorization to foreign companies. The non-authorization of specific firms is
not a direct trade barrier but can have a limiting effect to the economy which
will again harm the overall trade with a negative effect on GDP and welfare
for both economies. Despite this, it could lead to a possible dispute under the
World Trade Organization (WTO). Issues in this regard are lying in ambush
since the Safe Harbor Decision from 2000.'*

Besides the non-authorization of businesses, also the GDPR itself is seen as

“protection policy”**°

with negative influences on the world’s most competitive
business entities from the US.*”” Increased production costs and entry
barriers are argued to affect US companies disproportionately due to their
strong positioning in the European market. Whereas TTIP is supposed to
raise bilateral trade by 0.7%, higher costs in production through the GDPR

could decrease bilateral trade by over 0.5%."*

Whether foreign claims should be supported by the national government
surely depends on the limiting effect they have on their economy. Being the

less developed economy in terms of accepting privacy matters as a natural

125 Shapiro, 2003

126 Ciriani, 2015, p. 46
27 |pid.
128 Ibid., page 47
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business cost, US entities are not supported by the government to enhance
their privacy standards. Thus, economic consequences of the extraterritorial
reach of European law will affect US businesses heavier since their risk of
non-compliance is higher. After all, an “aggressively pushed approach has
the potential to become the dominant one, or even the only viable one”*®.
The European approach is certainly supported by other countries, such as
China, Australia and Russia, which also seek to implement data protection
law.**® A future trend towards stricter data privacy matters will be a setback
for the US economy through proportionately higher business expenses and
the need to reconstruct business strategy and products, while the EU can
exploit the benefits of a growing market by investment and gain in trust. The
EU governments might additionally take the opportunity to fasten the

development process with subsidies.

4.2.3 Increased Consumer Rights

The scope of companies exposed to data privacy law increases with the new
regulation. The most famous companies in this industry are already known
for their unlawful business practices and legal actions have been successful
in the past. In 2009, a class action lawsuit has been carried out against
Facebook because information on consumer action on associated websites
like Ebay have been collected and stored without the consent of users and
without an explanatory use of the data. The, for this action, introduced
“Beacon™* tool has been out of order since.”® In 2013, the synchronization
of smartphones with network platforms caused concerns due to an intrusion
into consumers’ privacy. Facebook wanted to process information from
Android short message services (SMS) and multimedia messaging services
(MMS) to create user calendar appointments, update appointments and
sending notice to email addresses without the user’s being noticed upfront.***
Another example for consumer surveillance is Google, whose front website
has more than 100 million visitors daily. Google works with promotional

partners that pay for products to be published for certain search criteria of the

129 Svantesson, 2014, p. 101
130 Marshall, 2015, p. 624 f.
131 \ierheijden, 2015, p. 88
132 .

Ibid.
133 |bid., pp. 91 f.
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consumer. The consumer will only be confronted with promotions linked to
their search and therefore perceive advertisement as an enrichment rather
than disturbance. The advertising entities are even able to follow the interests
of potential clients, the consumers. Companies are able to access the
consumers’ data through cookies and synchronize with or possibly store
them in their own big data pool.”** However, the law does not only affect
powerful businesses like Facebook or Google. More and more businesses
work with an online presence or IT-tools to control and process consumer
data. “Most websites track the ‘click stream data’ of their visitors to make an
inventory of their interests and requirements.”* Therefore, all businesses

that cooperate in the digital market are exposed to the legal framework.

US companies may experience the legal effects heavier than EU companies.
The most famous digital products that are used on a daily basis by worldwide
consumers are product from US companies. Google is dominating the global
market of search engines with 88% market share in 2014. In 2013, Facebook
and Google together were responsible for 70% of the overall revenue.'*
Consumers use search engines and social networks on a daily basis.
Through the increased awareness of data privacy concerns the consumer will
reflect and question the most popular and frequently used products. Hence,
not only will the litigants’ focus be on the MNEs, also the quantity of possible

claims is much higher than for products coming from SMEs and Start-Ups.

Stronger consumer rights and their ability to claim for compensation imply a
rise in compliance costs for businesses. A survey from Ovum, where IT
decision makers have been questioned, highlights, that "over 70% of
respondents expect to increase spending in order to meet data sovereignty
requirements, and over 30% expect budgets to rise by more than 10% over
the next two years."** ,The new Regulation includes a purpose limitation and
data minimization will harm study outcomes. Companies are regulated more
strictly and even have to conduct Privacy Assessments before launching a

new product.”* These expenses will affect EU and non-EU products equally

134 Clasen, 2015, pp. 249-258
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and could lead to a short-term decrease in overall compliant supply and

increase of product prices.

The “one-size-fits-all” approach on sanctions incorporates an unproportioned
risk for companies. The sanction on data breach can reach up to 2% of the
annual worldwide turnover and is defined without a definition that considers a
level of severity in unlawful behavior.**®* Sanctions upon non-compliance as
well as the obligations of purpose limitation and earmarking of data

140

controlling and processing activities™ may lead to companies being “more

reluctant to take risks and [being] more cautious before rolling out new

innovations.”™*

Almost like the extraterritoriality, stronger consumer rights have the potential
to effect US business to a greater extent than those in the EU. Nevertheless,
it bares great risks for all business entities in the digital industry and may
lower innovation rates. This will effect both economies by slowing down

product life-cycles and overall competition in the market.

4.3 Impact of Related Economic Circumstances

To specialize on European standards it makes most sense for investors to
locate their business entities within the EU, where they can closely follow the
jurisdictional development and be in direct exchange with experts. Not only
the variety of digital business will increase but also the industry sector of
consulting businesses has the opportunity to grow due to increased demand
in legal expertise. In the long-term, the quantity and quality of specialized
businesses will increase within Europe. Thus, the demand for skilled labor

will increase as well.

One of the biggest problems for the European economy is the lack of skilled
labor. “European policy emphasizes training (entrepreneurs) to work in IT

industries, while there is still clearly a lack of knowledge of the basic skills

139

» Svantesson, 2014, pp. 74-75

% von Grafenstein, 2015, p. 790; also: European Commission, 2012/0011 (COD) - Proposal for a
Regulation of the European Parliament and of the Council on the protection of individuals with
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Privacy Regulation), 2012, Article 6
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needed for “everyday” jobs for volunteer intermediaries helping others to get

online.”*? “

The evaluation of policy effectiveness beyond infrastructure
provision, related to digital skills and engagement, is poor. This is
problematic because individuals’ skills and motivation seem more important
than infrastructure, especially in northern and western European countries
where diffusion rates are reaching saturation.” Policies focus on supply rather

than on demand.**

The European economy is at risk to harm economic growth due to non-
employability of labor. E-skills are mandatory to support and sustain
competitiveness, employability and growth. In the EU, e-skills are not yet
visualized as a long-term policy need. Additionally, the number of graduates
from computer science from the EU seems to decline. *** Low labor
productivity points out the weakness of technology enterprises and inefficient
subsidization on Research and Development (R&D).*** In order to provide for
the demand of labor in the rapidly growing market, the EU needs to include a
long-term policy for needed education into their agenda. Meanwhile the
growth of the economy throughout Europe is at risk due to non-employability

of labor.

Therefore, European businesses are left with greater expenses on the
economic development than US competitors. The US remains in a superior
positioning on the market. In the US, labor productivity growth increased
considerably faster than in the EU. *** US productivity growth has benefited
from growing trade due to rising import penetration and heavy investment
since the 1990s.*’ In a situation of high demand and low supply, European
companies are forced to pay extensive salaries to engaging experts. **®
Furthermore, competitiveness through market knowledge and innovation
expertise can only grow slowly for EU businesses because they need to rely

on less experienced employees than required. **°

142 Helsper and van Deursen, 2015, p.143
143 Helsper and van Deursen, 2015, p. 142
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Moreover, this makes the European economy partially dependent on the US
competitors. The European economy will profit from US companies investing
into the market as their businesses incorporate knowledge and skills in
products and the required labor. If in any case US companies decide to leave
the European area due to privacy policies, this could have negative effects

on labor productivity and the supply of skilled labor in Europe.

Another important factor is the power over already invented ICT products.
“‘Registered designs can be used to proxy innovation in relation to the
aesthetic feature of products. They can also provide information about
product differentiation and customi[z]ation and, more generally, about the

» 150

role played by design to shape competition in the marketplace.

Figure 4: International cooperation networks in ICT-related patents, 2010-2012
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The US retains a superior deployment when it comes to registration of

innovation in the EU. Besides Korea, the US accounts to one of the most
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active economies who register ICT and audio-visual related products. US
business entities subsequently gain market share and enhance their power
and influence on the European market. Figure 4 highlights international
cooperation networks in ICT-related patents from 2010-2012. The illustration
underlines the influence of US companies in this regard. Meanwhile countries

like Germany are losing market share.™

A high number of patented products in the EU resembles a positive
development in the European economy. Increased innovation stands for a
certain involvement in the economy, regardless of whether it is skilled or
unskilled entrepreneurs who come up with new ideas. It means that the
awareness of opportunities in the market increases and attracts people to
follow their chances to pursue prosperity. Therefore, it can be assumed that
the rise of interest in the market would fit perfectly with investments into R&D

as well as market relevant education.

Again, the US has the opportunity to lead the digital market further by
investing into the European market. Good inventions tend to be bought by
MNEs quickly after their introduction on the market. Due to the high
connectedness the potential of increased the use of a product can spread
extraordinarily. Subsequently, innovative products are able to gain market
share quickly. Therefore, the value of the brand or product will increase
rapidly if accepted by the consumers. If the presence of US companies
increases through investments in the European economy, not only MNEs like
Google and Facebook but also smaller enterprises will profit from increased
influence on the market. Thus, they are able to attract start-ups with their
market power and brand image and sustain their influence by buying

innovative business or by supporting business mergers of all kinds.

1 OECD, 2015
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5. Conclusion

5. Conclusion

The legal interests of the EU are introduced globally step by step. New
regulations and policies implemented in this regard appear to increasingly
influence global thinking and economic decision making. Even strong
economies that do not or only slowly approach data privacy issues are

affected by this development — like the US.

From an experts point of view, the market will increase in its international
complexity and the location of business or data servers should not be an
obstacle for business practices in the future." Subsequently, this “new era of

[...] law™s

provides reason for international negotiations on how trans-border
data trade will be handled in the future. International dispute is a possible

outcome, while

The European economy will certainly benefit from the enforcement of the
new regulation. Gained trust is a strong asset when it comes to consumer
protection with which the EU can exploit economic opportunities. The EU has
the chance to increase their involvement in the digital market through an
increase in businesses that supply corresponding products and support

innovation and entrepreneurs as well as SMEs.

Increased competitiveness of the European economy by regulation gives
incentives to other non-EU countries to apply the same standards. Countries
like Australia and China start to approach data privacy issues and plan to
implement them in their own jurisdiction. This could lead to more countries

becoming competitive in the digital field and enhances the global market.

Yet, the US remains to be a strong competitor in the global market. Through
their intense investments in the past, US enterprises have reached significant
influence and power in the international market. Some even argue, that
“Europe tries to compete with the US in an area where it cannot win.”*** To
become stronger as an economic competitor, the EU has to take further
measures to improve their positioning in the market. The lack of e-skills in

labor and low investment into R&D are two major objectives to work on.

152 Marshall, 2015
153 Svantesson, 2014, p. 102
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Appendix

Google Data Privacy Policy Awareness

Source: (Google 2016)

Google

A privacy reminder from Google

Scroll down and click “I agree” when you're ready to continue to Search, or
explore other options on this page.

Usage data we process when you use Google

* When you search for a restaurant on Google Maps or watch a video on YouTube, for
example, we process information about that activity - including information like the

[[i»]

m

Usage data we process when you use Google

¢ When you search for a restaurant on Google Maps or watch a video on YouTube, for
example, we process information about that activity - including information like the
video you watched, device IDs, IP addresses, cookie data, and location.

e Our Privacy Policy contains further descriptions of the data we process.

* We also process the kinds of information described above when you use apps or
sites that use Google services like ads, Analytics, and the YouTube video player.

Purposes of the data processing

We process this data for the purposes described in our policy, including to:

¢ Help our services deliver more useful, customized content such as more relevant
search results, based on your interests derived from such data;

o Improve the quality of our services and develop new ones;

OTHER OPTIONS m

m

Vi
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Purposes of the data processing

We process this data for the purposes described in our policy, including to:

e Help our services deliver more useful, customized content such as more relevant
search results, based on your interests derived from such data;

* |Improve the quality of our services and develop new ones;

o Deliver ads based on your interests, which we can determine based on this data, like
ads that are related to things such as search queries or videos you've watched on
YouTube;

m

* |mprove security by protecting against fraud and abuse; and

* Conduct analytics and measurement to understand how our services are used.

Combining data

OTHER OPTIONS m

Combining data

We also combine data among our services and across your devices for these
purposes. For example, we use data from trillions of search queries to build spell-
correction models that we use across all of our services, and we combine data to alert
you and other users to potential security risks.

Learn how Google uses data to improve your experience v

m

Tip: If you sign in to your Google Account before agreeing, we'll remember your choice
across all of your signed-in devices and browsers.

OTHER OPTIONS m

Vi
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Other options

There are many privacy controls you can use, even when you're signed out, to
get the Google experience you want.

Search customization
Control whether or not search results are affected by search activity in this browser

EDIT SETTINGS

Ads settings

BACK

m

YouTube Privacy Policy Awareness

Source: (Youtube 2016)

Y(lll Tllhe ein Google-Unternehmen

Bevor Sie fortfahren...

Gemal den geltenden Datenschutzgesetzen bitten wir Sie, sich kurz Zeit zu
nehmen und die wichtigsten Punkte der Datenschutzerklarung von Google
durchzulesen. Dabei geht es nicht um von uns vorgenommene Anderungen,
sondern darum, dass Sie sich mit den wichtigsten Punkten vertraut machen
sollten. Sie konnen lhre Einwilligung jederzeit mit Wirkung fir die Zukunft
widerrufen.

Dieser Schritt ist erforderlich, damit Sie auf die Google-Dienste zugreifen
konnen.
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