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                              +-----------+ 
  +--------+  Firmware Image  |           |   Firmware Image  +--------+ 
  |        |  + Manifest      | Untrusted |   + Manifest      |        | 
  | Device |<-----------------| Storage   |<------------------| Author | 
  |        |                  |           |                   |        | 
  +--------+                  +-----------+                   +--------+ 
       ^                                                          * 

*                   End-to-End Security                    * 
       ************************************************************ 



  

 

on-ready to update 
firmware 

| 
| 

Can access firmware server 
in the local domain ? 

| 
| 

------------------ 
                        Yes |                | No 
                            |                | 

Download signed        Download signed 
manifest from          manifest from 
local server           manufacturer's 

   well-known URL         pre-configured URL 
|                 | 
|                 | 

Validate manifest via 
pre-installed public key 

| 
| 

Download the firmware image 
from the location in manifest 

| 
| 

verify commit hashes 
on the firmware image 

| 
| 

complete installation 
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http://host:port 



  

host port

 

 

 

 

 



  

/ 

/upload 

/status 

 

 

 

/run/<softwareName> 

/stop 

/hal 
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<xs:schema attributeFormDefault="unqualified" 
           elementFormDefault="qualified" 
           xmlns:xs="http://www.w3.org/2001/XMLSchema"> 
  <xs:element name="document"> 
    <xs:complexType> 
      <xs:sequence> 
        <xs:element name="installationSoftware"> 
          <xs:complexType> 
            <xs:sequence> 
              <xs:element type="xs:string" name="softwareName"/> 
              <xs:element name="requiredHalFunctions"> 
                <xs:complexType> 
                  <xs:sequence> 
                    <xs:element type="xs:string" name="function"  
                                maxOccurs="unbounded" minOccurs="0"/> 
                  </xs:sequence> 
                </xs:complexType> 
              </xs:element> 
              <xs:element type="xs:string" name="software"/> 
              <xs:element type="xs:string" name="test"/> 
            </xs:sequence> 
          </xs:complexType> 
        </xs:element> 
        <xs:element name="softwareProvider"> 
          <xs:complexType> 
            <xs:sequence> 
              <xs:element type="xs:string" name="name"/> 
              <xs:element type="xs:string" name="signature"/> 
            </xs:sequence> 
          </xs:complexType> 
        </xs:element> 
      </xs:sequence> 
    </xs:complexType> 
  </xs:element> 
</xs:schema> 
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var sum = ""; 
for (var i = 0; i < 10*1000*1000; i++) { 
    sum += "a"; 
} 

 

rm –rf / pro-

cess.exit(0)
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while (true) {} 
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https://spectrum.ieee.org/tech-talk/telecom/internet/popular-internet-of-things-forecast-of-50-billion-devices-by-2020-is-outdated
https://spectrum.ieee.org/tech-talk/telecom/internet/popular-internet-of-things-forecast-of-50-billion-devices-by-2020-is-outdated
https://www.kaaproject.org/iot-use-cases/
http://readwrite.com/2014/08/04/internet-of-things-obstacles-roadblocks/
https://docs.microsoft.com/de-de/azure/iot-hub/iot-hub-protocol-gateway
https://docs.microsoft.com/de-de/azure/iot-hub/iot-hub-device-management-overview
https://docs.microsoft.com/de-de/azure/iot-hub/iot-hub-device-management-overview


  

  

 

https://aws.amazon.com/%20de/iot-platform/how-it-works/
https://aws.amazon.com/%20de/iot-platform/how-it-works/
https://aws.amazon.com/%20de/iot-core/features/
https://aws.amazon.com/%20de/iot-core/features/
https://aws.amazon.com/de/iot-core/
https://www.iso.org/standard/69466.html
https://aws.amazon.com/%20iot-device-management/
https://aws.amazon.com/%20iot-device-management/
https://www.ietf.org/
https://datatracker.ietf.org/%20doc/draft-nandakumar-suit-secfu-solution-arch/
https://datatracker.ietf.org/%20doc/draft-nandakumar-suit-secfu-solution-arch/


  

https://www.heise.de/make/meldung/Tessel-JavaScript-Entwicklerboard%20-fuers-Internet-der-Dinge-1936379.html
https://www.heise.de/make/meldung/Tessel-JavaScript-Entwicklerboard%20-fuers-Internet-der-Dinge-1936379.html
https://tools.ietf.org/html/rfc1334
https://www.npmjs.com/
https://www.ibm.com/%20developerworks/webservices/library/ws-restful/
https://www.ibm.com/%20developerworks/webservices/library/ws-restful/
https://www.ietf.org/rfc/rfc2616.txt
https://nodejs.org/en/about/
https://nodejs.org/api/%20vm.html
https://nodejs.org/api/%20vm.html



